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A note on the use of these ppt slides:
We’re making these slides freely available to all (faculty, students, readers). 
They’re in PowerPoint form so you can add, modify, and delete slides 
(including this one) and slide content to suit your needs. They obviously 
represent a lot of work on our part. In return for use, we only ask the 
following:
� If you use these slides (e.g., in a class) in substantially unaltered form, 
that you mention their source (after all, we’d like people to use our book!)
� If you post any slides in substantially unaltered form on a www site, that 
you note that they are adapted from (or perhaps identical to) our slides, and 
note our copyright of this material.

Thanks and enjoy!  JFK/KWR

All material copyright 1996-2007
J.F Kurose and K.W. Ross, All Rights Reserved
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Our goal:
� get “feel” and 

term inology

� m ore depth, detail 
later in course

� approach:

� use Internet as 
exam ple

Overview :

� w hat’s the Internet?

� w hat’s a protocol?

� netw ork edge; hosts, access net, 
physical m edia

� netw ork core: packet/circuit 
sw itching, Internet structure

� perform ance: loss, delay, 
throughput

� security

� protocol layers, service m odels

� history
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1.1 W hat is the Internet?

1.2 N etw ork edge
� end system s, access netw orks, links

1.3 N etw ork core
� circuit sw itching, packet sw itching, netw ork structure

1.4 D elay, loss and throughput in packet-sw itched 
netw orks

1.5 Protocol layers, service m odels

1.6 N etw orks under attack: security

1.7 H istory
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� m illions of connected 
com puting devices: 
hosts = end system s

� running netw ork 
apps 
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� com m unication links

� fiber, copper, 
radio, satellite

� transm ission rate 
= bandw idth

� routers: forw ard 
packets (chunks of 
data)
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World’s smallest web server
http://www-ccs.cs.umass.edu/~shri/iPic.html

IP picture frame
http://www.ceiva.com/

Web-enabled toaster +
weather forecaster

Internet phones
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� protocols control sending, 
receiving of m sgs
� e.g., TCP, IP, H TTP, Skype,  

Ethernet

� Internet: “netw ork of 
netw orks”
� loosely hierarchical

� public Internet versus private 
intranet

� Internet standards
� RFC: Request for com m ents

� IETF: Internet Engineering Task 
Force
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� com m unication infrastructure 
enables distributed 
applications:

� W eb, VoIP, em ail, gam es, e-
com m erce, file sharing

� com m unication services 
provided to apps:

� reliable data delivery from  
source to destination

� “best effort” (unreliable) 
data delivery
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hum an protocols:

� “w hat’s the tim e?”

� “I have a question”

� introductions

… specific m sgs sent

… specific actions taken 
w hen m sgs received, 
or other events

netw ork protocols:

� m achines rather than 
hum ans

� all com m unication 
activity in Internet 
governed by protocols

protocols define form at, order 
of m sgs sent and received 

am ong netw ork entities, and 
actions taken on m sg 
transm ission, receipt
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a hum an protocol and a com puter netw ork protocol:

Q : Other hum an protocols? 
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1.1 W hat is the Internet?

1.2 N etw ork edge
� end system s, access netw orks, links

1.3 N etw ork core
� circuit sw itching, packet sw itching, netw ork structure

1.4 D elay, loss and throughput in packet-sw itched 
netw orks

1.5 Protocol layers, service m odels

1.6 N etw orks under attack: security

1.7 H istory
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� netw ork edge:
applications and 
hosts

� access netw orks, 
physical m edia:
w ired, w ireless 
com m unication 
links� netw ork core:

� interconnected 
routers

� netw ork of netw orks
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� end system s (hosts):
� run application program s

� e.g. W eb, em ail

� at “edge of netw ork”
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� client/server m odel
� client host requests, receives 

service from  alw ays-on server

� e.g. W eb brow ser/server; em ail 
client/server

� peer-peer m odel:
� m inim al (or no) use of dedicated 

servers

� e.g. Skype,  BitTorrent
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Q : H ow  to connect end 
system s to edge router?

� residential access nets

� institutional access 
netw orks (school, 
com pany)

� m obile access netw orks

Keep in m ind: 

� bandw idth (bits per 
second) of access 
netw ork?

� shared or dedicated?
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� D ialup via m odem

� up to 56Kbps direct access to 
router (often less)

� Can’t surf and phone at sam e 
tim e: can’t be “alw ays on”

� D SL: digital subscriber line

� deploym ent: telephone com pany (typically)

� up to 1 M bps upstream  (today typically < 256 kbps)

� up to 8 M bps dow nstream  (today typically < 1 M bps)

� dedicated physical line to telephone central office



���������	�� 1-15

 ���
�����#�����������*#����
���

� H FC : hybrid fiber coax

� asym m etric: up to 30M bps dow nstream , 2 
M bps upstream

� netw ork of cable and fiber attaches hom es to ISP 
router

� hom es share access to router 

� deploym ent: available via cable TV com panies
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� com pany/univ local area 
netw ork (LAN ) connects end 
system  to edge router

� Ethernet:

� 10 M bs, 100M bps, 1G bps, 
10G bps Ethernet

� m odern configuration: 
end system s connect into 
Ethernet sw itch

� LAN s:  chapter 5
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� shared w ireless access netw ork 
connects end system  to router
� via base station aka “access point”

� w ireless LAN s:
� 802.11b/g (W iFi): 11 or 54  M bps

� w ider-area w ireless access
� provided by telco operator

� ~1M bps over cellular system  (EVD O, 
H SD PA)

� next up (?): W iM AX (10’s M bps) over 
w ide area
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Typical hom e netw ork com ponents: 

� D SL or cable m odem

� router/firew all/N AT

� Ethernet

� w ireless access

point
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� Bit: propagates betw een
transm itter/rcvr pairs

� physical link: w hat lies 
betw een transm itter &  
receiver

� guided m edia:
� signals propagate in solid 

m edia: copper, fiber, coax

� unguided m edia:
� signals propagate freely, e.g., 

radio

Tw isted Pair (TP)

� tw o insulated copper 
w ires
� Category 3: traditional 

phone w ires, 10 M bps 
Ethernet

� Category 5: 
100M bps Ethernet
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Coaxial cable:
� tw o concentric copper 

conductors

� bidirectional

� baseband:
� single channel on cable

� legacy Ethernet

� broadband:
� m ultiple channels on 

cable

� H FC

Fiber optic cable:

� glass fiber carrying light 
pulses, each pulse a bit

� high-speed operation:
� high-speed point-to-point 

transm ission (e.g., 10’s-100’s 
G ps)

� low  error rate: repeaters 
spaced far apart ; im m une 
to electrom agnetic noise
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� signal carried in 
electrom agnetic 
spectrum

� no physical “w ire”

� bidirectional

� propagation 
environm ent effects:
� reflection 

� obstruction by objects

� interference

Radio link types:

� terrestrial  m icrow ave
� e.g. up to 45 M bps channels

� LAN (e.g., W ifi)
� 11M bps, 54 M bps

� w ide-area (e.g., cellular)
� 3G  cellular: ~ 1 M bps

� satellite
� Kbps to 45M bps channel (or 

m ultiple sm aller channels)

� 270 m sec end-end delay

� geosynchronous versus low  
altitude
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1.1 W hat is the Internet?

1.2 N etw ork edge
� end system s, access netw orks, links

1.3 N etw ork core
� circuit sw itching, packet sw itching, netw ork structure

1.4 D elay, loss and throughput in packet-sw itched 
netw orks

1.5 Protocol layers, service m odels

1.6 N etw orks under attack: security

1.7 H istory
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� m esh of interconnected 
routers

� the fundam ental question:
how  is data transferred 
through net?

� circuit sw itching:
dedicated circuit per 
call: telephone net

� packet-sw itching: data 
sent thru net in discrete 
“chunks”
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End-end resources 
reserved for “call”

� link bandw idth,  sw itch 
capacity

� dedicated resources: no 
sharing

� circuit-like (guaranteed) 
perform ance

� call setup required
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netw ork resources (e.g., 
bandw idth) divided 
into “pieces”

� pieces allocated to calls

� resource piece idle if not 
used by ow ning call (no 
sharing)

� dividing link bandw idth 
into “pieces”

� frequency division

� tim e division
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FDM

frequency

time
TDM

frequency

time

4 users

Example:
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� H ow  long does it take to send a file of 640,000 
bits from  host A to host B over a circuit-
sw itched netw ork?

� All links are 1.536 M bps

� Each link uses TD M  w ith 24 slots/sec

� 500 m sec to establish end-to-end circuit

Let’s w ork it out!
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each end-end data stream  
divided into packets

� user A, B packets share
netw ork resources

� each packet uses full link 
bandw idth 

� resources used as needed

resource contention:

� aggregate resource 
dem and can exceed 
am ount available

� congestion: packets 
queue, w ait for link use

� store and forw ard: 
packets m ove one hop at 
a tim e
� N ode receives com plete 

packet before forw arding

Bandw idth division into “pieces”

D edicated allocation

Resource reservation
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Sequence of A &  B packets does not have fixed pattern, 
bandw idth shared on dem and � statistical multiplexing.

TD M : each host gets sam e slot in revolving TD M  fram e.
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� takes L/R seconds to 
transm it (push out) 
packet of L bits on to 
link at R bps

� store and forw ard: entire 
packet m ust  arrive at 
router before it can be 
transm itted on next link

� delay = 3L/R (assum ing 
zero propagation delay)

Exam ple:

� L = 7.5 M bits

� R = 1.5 M bps

� transm ission delay = 15 
sec

� � �

0

� ���
��
����1
������1
2
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� 1 M b/s link

� each user: 
� 100 kb/s w hen “active”

� active 10%  of tim e

� circuit-sw itching:
� 10 users

� packet sw itching:
� w ith 35 users, probability 

> 10 active at sam e tim e 
is less than .0004

Packet sw itching allow s m ore users to use netw ork!
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� great for bursty data

� resource sharing

� sim pler, no call setup

� excessive congestion: packet delay and loss

� protocols needed for reliable data transfer, 
congestion control

� Q : H ow  to provide circuit-like behavior?

� bandw idth guarantees needed for audio/video apps

� still an unsolved problem  (chapter 7)

Is packet sw itching a “slam  dunk w inner?”
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� roughly hierarchical

� at center: “tier-1” ISPs (e.g., Verizon, Sprint, AT& T, Cable 
and W ireless), national/international coverage

� treat each other as equals
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…

to/from customers

peering

to/from backbone

…
.

………

POP: point-of-presence
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� “Tier-2” ISPs: sm aller (often regional) ISPs
� Connect to one or m ore tier-1 ISPs, possibly other tier-2 ISPs
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� “Tier-3” ISPs and local ISPs 
� last hop (“access”) netw ork (closest to end system s)
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� a packet passes through m any netw orks!
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1.1 W hat is the Internet?

1.2 N etw ork edge
� end system s, access netw orks, links

1.3 N etw ork core
� circuit sw itching, packet sw itching, netw ork structure

1.4 D elay, loss and throughput in packet-sw itched 
netw orks

1.5 Protocol layers, service m odels

1.6 N etw orks under attack: security

1.7 H istory
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packets queue in router buffers

� packet arrival rate to link exceeds output link capacity

� packets queue, w ait for turn

+
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� 1. nodal processing:
� check bit errors

� determ ine output link

+
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� 2. queueing
� tim e w aiting at output 

link for transm ission 

� depends on congestion 
level of router



���������	�� 1-41

��#�$����������!�������
���������

3. Transm ission delay:

� R=link bandw idth (bps)

� L=packet length (bits)

� tim e to send bits into 
link = L/R

4. Propagation delay:

� d = length of physical link

� s = propagation speed in 
m edium  (~2x108 m /sec)

� propagation delay = d/s

+

,
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N ote: s and R are very 
different quantities!
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� dproc = processing delay
� typically a few  m icrosecs or less

� dqueue = queuing delay
� depends on congestion

� dtrans = transm ission delay
� = L/R, significant for low -speed links

� dprop = propagation delay
� a few  m icrosecs to hundreds of m secs

proptransqueueprocnodal ddddd +++=
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� R=link bandw idth (bps)

� L=packet length (bits)

� a=average packet arrival 
rate

traffic intensity = La/R

� La/R ~ 0: average queueing delay sm all

� La/R -> 1: delays becom e large

� La/R > 1: m ore “w ork” arriving than can be 
serviced, average delay infinite!
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� W hat do “real” Internet delay &  loss look like? 

� Traceroute program : provides delay m easurem ent 
from  source to router along end-end Internet path 
tow ards destination.  For all i:
� sends three packets that w ill reach router i on path tow ards 

destination

� router i w ill return packets to sender

� sender tim es interval betw een transm ission and reply.

8
������

8
������

8
������



���������	�� 1-45

) ��#+
��������
�#�$����
�������

1  cs-gw (128.119.240.254)  1 ms  1 ms  2 ms
2  border1-rt-fa5-1-0.gw.umass.edu (128.119.3.145)  1 ms  1 ms  2 ms
3  cht-vbns.gw.umass.edu (128.119.3.130)  6 ms 5 ms 5 ms
4  jn1-at1-0-0-19.wor.vbns.net (204.147.132.129)  16 ms 11 ms 13 ms 
5  jn1-so7-0-0-0.wae.vbns.net (204.147.136.136)  21 ms 18 ms 18 ms 
6  abilene-vbns.abilene.ucaid.edu (198.32.11.9)  22 ms  18 ms  22 ms
7  nycm-wash.abilene.ucaid.edu (198.32.8.46)  22 ms  22 ms  22 ms
8  62.40.103.253 (62.40.103.253)  104 ms 109 ms 106 ms
9  de2-1.de1.de.geant.net (62.40.96.129)  109 ms 102 ms 104 ms
10  de.fr1.fr.geant.net (62.40.96.50)  113 ms 121 ms 114 ms
11  renater-gw.fr1.fr.geant.net (62.40.103.54)  112 ms  114 ms  112 ms
12  nio-n2.cssi.renater.fr (193.51.206.13)  111 ms  114 ms  116 ms
13  nice.cssi.renater.fr (195.220.98.102)  123 ms  125 ms  124 ms
14  r3t2-nice.cssi.renater.fr (195.220.98.110)  126 ms  126 ms  124 ms
15  eurecom-valbonne.r3t2.ft.net (193.48.50.54)  135 ms  128 ms  133 ms
16  194.214.211.25 (194.214.211.25)  126 ms  128 ms  126 ms
17  * * *
18  * * *
19  fantasia.eurecom.fr (193.55.113.142)  132 ms  128 ms  136 ms
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� queue (aka buffer) preceding link in buffer has 
finite capacity

� packet arriving to full queue dropped (aka lost)

� lost packet m ay be retransm itted by previous 
node, by source end system , or not at all
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� throughput: rate (bits/tim e unit) at w hich bits 
transferred betw een sender/receiver

� instantaneous: rate at given point in tim e

� average: rate over longer period of tim e
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� Rs < Rc W hat is average end-end throughput?
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� Rs > Rc W hat is average end-end throughput?
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� per-connection end-
end throughput: 
m in(Rc,Rs,R/10)

� in practice: Rc or Rs

is often bottleneck
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1.1 W hat is the Internet?

1.2 N etw ork edge
� end system s, access netw orks, links

1.3 N etw ork core
� circuit sw itching, packet sw itching, netw ork structure

1.4 D elay, loss and throughput in packet-sw itched 
netw orks

1.5 Protocol layers, service m odels

1.6 N etw orks under attack: security

1.7 H istory
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N etw orks are com plex! 

� m any “pieces”:

� hosts

� routers

� links of various 
m edia

� applications

� protocols

� hardw are, softw are

Q uestion:

Is there any hope of 
organizing structure of 

netw ork?

Or at least our discussion of 
netw orks?
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D ealing w ith com plex system s:

� explicit structure allow s identification, relationship of 
com plex system ’s pieces

� layered reference m odel for discussion

� m odularization eases m aintenance, updating of 
system

� change of im plem entation of layer’s service 
transparent to rest of system

� e.g., change in gate procedure doesn’t affect rest 
of system

� layering considered harm ful?
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� application: supporting netw ork 
applications
� FTP, SM TP, H TTP

� transport: process-process data 
transfer
� TCP, U D P

� netw ork: routing of datagram s from  
source to destination
� IP, routing protocols

� link: data transfer betw een 
neighboring  netw ork elem ents
� PPP, Ethernet

� physical: bits “on the w ire”
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