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Interprocess
C

om
m

unication
M

echanism
s

•
shared

storage

–
T

hese
m

echanism
s

have
already

been
covered.

exam
ples:

∗
shared

virtualm
em

ory

∗
shared

files

–
processes

m
ustagree

on
a

nam
e

(e.g.,a
file

nam
e,or

a
shared

vi
rtual

m
em

ory
key)

in
order

to
establish

com
m

unication

•
m

essage
based

–
signals

–
sockets

–
pipes

–
.
.
.
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M
essage

P
assing

operating system

sender
receiver

send
receive

operating system

sender
receiver

send
receive

D
irect M

essage P
assing

Indirect M
essage P

assing

If
m

essage
passing

is
indirect,

the
m

essage
passing

system
m

ust

have
som

e
capacity

to
buffer

(store)
m

essages.
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P
roperties

ofM
essage

P
assing

M
echanism

s

A
ddressing:

how
to

identify
w

here
a

m
essage

should
go

D
irectionality:

•
sim

plex
(one-w

ay)

•
duplex

(tw
o-w

ay)

•
half-duplex

(tw
o-w

ay,butonly
one

w
ay

ata
tim

e)

M
essage

B
oundaries:

datagram
m

odel:
m

essage
boundaries

stream
m

odel:
no

boundaries
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P
roperties

ofM
essage

P
assing

M
echanism

s
(cont’d)

C
onnections:need

to
connectbefore

com
m

unicating?

•
in

connection-oriented
m

odels,recipientis
specified

atti
m

e
ofconnection,

notby
individualsend

operations.
A

llm
essages

sentover
a

c
onnection

have
the

sam
e

recipient.

•
in

connectionless
m

odels,recipientis
specified

as
a

param
e

ter
to

each
send

operation.

R
eliability:

•
can

m
essages

getlost?

•
can

m
essages

getreordered?

•
can

m
essages

getdam
aged?
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S
ockets

•
a

socketis
a

com
m

unicationend-point

•
iftw

o
processes

are
to

com
m

unicate,each
process

m
ustcreat

e
its

ow
n

socket

•
tw

o
com

m
on

types
ofsockets

stream
sockets:supportconnection-oriented,reliable,duplex

com
m

unication
under

the
stream

m
odel(no

m
essage

boundarie
s)

datagram
sockets:supportconnectionless,best-effort(unreliable),duple

x

com
m

unication
under

the
datagram

m
odel(m

essage
boundarie

s)

•
both

types
ofsockets

also
supporta

variety
ofaddress

dom
ai

ns,e.g.,

U
nix

dom
ain:

usefulfor
com

m
unication

betw
een

processes
running

on
the

sam
e

m
achine

IN
E

T
dom

ain:
usefulfor

com
m

unication
betw

een
process

running
on

differentm
achines

thatcan
com

m
unicate

using
IP

protocols
.
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U
sing

D
atagram

S
ockets

(R
eceiver)

s
=
s
o
c
k
e
t
(
a
d
d
r
e
s
s
T
y
p
e
,

S
O
C
K
_
D
G
R
A
M
)
;

b
i
n
d
(
s
,
a
d
d
r
e
s
s
)
;

r
e
c
v
f
r
o
m
(
s
,
b
u
f
,
b
u
f
L
e
n
g
t
h
,
s
o
u
r
c
e
A
d
d
r
e
s
s
)
;

.
.
.

c
l
o
s
e
(
s
)
;

•
s
o
c
k
e
t

creates
a

socket

•
b
i
n
d

assigns
an

address
to

the
socket

•
r
e
c
v
f
r
o
m

receives
a

m
essage

from
the

socket

–
b
u
f

is
a

buffer
to

hold
the

incom
ing

m
essage

–
s
o
u
r
c
e
A
d
d
r
e
s
s

is
a

buffer
to

hold
the

address
ofthe

m
essage

sender

•
both

b
u
f

and
s
o
u
r
c
e
A
d
d
r
e
s
s

are
filled

by
ther

e
c
v
f
r
o
m

call
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U
sing

D
atagram

S
ockets

(S
ender)

s
=
s
o
c
k
e
t
(
a
d
d
r
e
s
s
T
y
p
e
,

S
O
C
K
_
D
G
R
A
M
)
;

s
e
n
d
t
o
(
s
,
b
u
f
,
m
s
g
L
e
n
g
t
h
,
t
a
r
g
e
t
A
d
d
r
e
s
s
)

.
.
.

c
l
o
s
e
(
s
)
;

•
s
o
c
k
e
t

creates
a

socket

•
s
e
n
d
t
o

sends
a

m
essage

using
the

socket

–
b
u
f

is
a

buffer
thatcontains

the
m

essage
to

be
sent

–
m
s
g
L
e
n
g
t
h

indicates
the

length
ofthe

m
essage

in
the

buffer

–
t
a
r
g
e
t
A
d
d
r
e
s
s

is
the

address
ofthe

socketto
w

hich
the

m
essage

is
to

be
delivered
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M
ore

on
D

atagram
S

ockets

•
s
e
n
d
t
o

and
r
e
c
v
f
r
o
m

calls
m

ay
block

–
r
e
c
v
f
r
o
m

blocks
ifthere

are
no

m
essages

to
be

received
from

the

specified
socket

–
s
e
n
d
t
o

blocks
ifthe

system
has

no
m

ore
room

to
buffer

undelivered

m
essages

•
datagram

socketcom
m

unications
are

(in
general)

unreliabl
e

–
m

essages
(datagram

s)
m

ay
be

lost

–
m

essages
m

ay
be

reordered

•
T

he
sending

process
m

ustknow
the

address
ofthe

receive
proc

ess’s
socket.

H
ow

does
itknow

this?
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A
S

ocketA
ddress

C
onvention

S
e
r
v
i
c
e

P
o
r
t

D
e
s
c
r
i
p
t
i
o
n

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

e
c
h
o

7
/
u
d
p

s
y
s
t
a
t

1
1
/
t
c
p

n
e
t
s
t
a
t

1
5
/
t
c
p

c
h
a
r
g
e
n

1
9
/
u
d
p

f
t
p

2
1
/
t
c
p

s
s
h

2
2
/
t
c
p

#
S
S
H

R
e
m
o
t
e

L
o
g
i
n

P
r
o
t
o
c
o
l

t
e
l
n
e
t

2
3
/
t
c
p

s
m
t
p

2
5
/
t
c
p

t
i
m
e

3
7
/
u
d
p

g
o
p
h
e
r

7
0
/
t
c
p

#
I
n
t
e
r
n
e
t

G
o
p
h
e
r

f
i
n
g
e
r

7
9
/
t
c
p

w
w
w

8
0
/
t
c
p

#
W
o
r
l
d
W
i
d
e
W
e
b

H
T
T
P

p
o
p
2

1
0
9
/
t
c
p

#
P
O
P

v
e
r
s
i
o
n

2

i
m
a
p
2

1
4
3
/
t
c
p

#
I
M
A
P
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U
sing

S
tream

S
ockets

(P
assive

P
rocess)

s
=
s
o
c
k
e
t
(
a
d
d
r
e
s
s
T
y
p
e
,

S
O
C
K
_
S
T
R
E
A
M
)
;

b
i
n
d
(
s
,
a
d
d
r
e
s
s
)
;

l
i
s
t
e
n
(
s
,
b
a
c
k
l
o
g
)
;

n
s

=
a
c
c
e
p
t
(
s
,
s
o
u
r
c
e
A
d
d
r
e
s
s
)
;

r
e
c
v
(
n
s
,
b
u
f
,
b
u
f
L
e
n
g
t
h
)
;

s
e
n
d
(
n
s
,
b
u
f
,
b
u
f
L
e
n
g
t
h
)
;

.
.
.

c
l
o
s
e
(
n
s
)
;

/
/

c
l
o
s
e

a
c
c
e
p
t
e
d

c
o
n
n
e
c
t
i
o
n

c
l
o
s
e
(
s
)
;

/
/

d
o
n
’
t

a
c
c
e
p
t

m
o
r
e

c
o
n
n
e
c
t
i
o
n
s

•
l
i
s
t
e
n

specifies
the

num
ber

ofconnection
requests

for
this

sockett
hatw

ill

be
queued

by
the

kernel

•
a
c
c
e
p
t

accepts
a

connection
requestand

creates
a

new
socket(
n
s

)

•
r
e
c
v

receives
up

tob
u
f
L
e
n
g
t
h

bytes
ofdata

from
the

connection

•
s
e
n
d

sendsb
u
f
L
e
n
g
t
h

bytes
ofdata

over
the

connection.
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N
otes

on
U

sing
S

tream
S

ockets
(P

assive
P

rocess)

•
a
c
c
e
p
t

creates
a

new
socket(

n
s

)
for

the
new

connection

•
s
o
u
r
c
e
A
d
d
r
e
s
s

is
an

address
buffer.ac

c
e
p
t

fills
itw

ith
the

address
of

the
socketthathas

m
ade

the
connection

request

•
additionalconnection

requests
can

be
accepted

using
m

ore
a
c
c
e
p
t

calls
on

the
originalsocket(s)

•
a
c
c
e
p
t

blocks
ifthere

are
no

pending
connection

requests

•
connection

is
duplex

(bothse
n
d

and
r
e
c
v

can
be

used)
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U
sing

S
tream

S
ockets

(A
ctive

P
rocess)

s
=
s
o
c
k
e
t
(
a
d
d
r
e
s
s
T
y
p
e
,

S
O
C
K
_
S
T
R
E
A
M
)
;

c
o
n
n
e
c
t
(
s
,
t
a
r
g
e
t
A
d
d
r
e
s
s
)
;

s
e
n
d
(
s
,
b
u
f
,
b
u
f
L
e
n
g
t
h
)
;

r
e
c
v
(
s
,
b
u
f
,
b
u
f
L
e
n
g
t
h
)
;

.
.
.

c
l
o
s
e
(
s
)
;

•
c
o
n
n
e
c
t

sends
a

connection
requestto

the
socketw

ith
the

specified
ad

dress

–
c
o
n
n
e
c
t

blocks
untilthe

connection
requesthas

been
accepted

•
active

process
m

ay
(optionally)

bind
an

address
to

the
socke
t(using

b
i
n
d

)

before
connecting.

T
his

is
the

address
thatw

illbe
returned

by
the

a
c
c
e
p
t

callin
the

passive
process

•
ifthe

active
process

does
notchoose

an
address,the

system
w

illchoose
one
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Illustration
ofS

tream
S

ocketC
onnections

(active)

(active)

(passive)

s
ss2s3

process 1
process 2

process 3

queue of connection requests

socket

C
S

350
O

pe
ra

ting
S

yste
m

s
F

a
ll2009

Inte
rproce

ss
C

om
m

unica
tion

14

P
ipes

•
pipes

are
com

m
unication

objects
(notend-points)

•
pipes

use
the

stream
m

odeland
are

connection-oriented
and

r
eliable

•
som

e
pipes

are
sim

plex,som
e

are
duplex

•
pipes

use
an

im
plicitaddressing

m
echanism

thatlim
its

thei
r

use
to

com
m

unication
betw

eenrelated
processes,typically

a
child

process
and

its

parent

•
a
p
i
p
e
(
)

system
callcreates

a
pipe

and
returns

tw
o

descriptors,one
f

or
each

end
ofthe

pipe

–
for

a
sim

plex
pipe,one

descriptor
is

for
reading,the

other
i

s
for

w
riting

–
for

a
duplex

pipe,both
descriptors

can
be

used
for

reading
an

d
w

riting
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O
ne-w

ay
C

hild/P
arentC

om
m

unication
U

sing
a

S
im

plex
P

ipe

i
n
t

f
d
[
2
]
;

c
h
a
r

m
[
]

=
"
m
e
s
s
a
g
e

f
o
r

p
a
r
e
n
t
"
;

c
h
a
r

y
[
1
0
0
]
;

p
i
p
e
(
f
d
)
;

/
/

c
r
e
a
t
e

p
i
p
e

p
i
d

=
f
o
r
k
(
)
;

/
/

c
r
e
a
t
e

c
h
i
l
d

p
r
o
c
e
s
s

i
f

(
p
i
d

=
=
0
)

{

/
/

c
h
i
l
d

e
x
e
c
u
t
e
s

t
h
i
s

c
l
o
s
e
(
f
d
[
0
]
)
;

/
/

c
l
o
s
e

r
e
a
d

e
n
d

o
f

p
i
p
e

w
r
i
t
e
(
f
d
[
1
]
,
m
,
1
9
)
;

.
.
.

}
e
l
s
e

{

/
/

p
a
r
e
n
t

e
x
e
c
u
t
e
s

t
h
i
s

c
l
o
s
e
(
f
d
[
1
]
)
;

/
/

c
l
o
s
e

w
r
i
t
e

e
n
d

o
f

p
i
p
e

r
e
a
d
(
f
d
[
0
]
,
y
,
1
0
0
)
;

.
.
.
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Illustration
ofE

xam
ple

(after
p
i
p
e
(
)

)

parent process
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Illustration
ofE

xam
ple

(after
f
o
r
k
(
)

)

parent process
child process
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Illustration
ofE

xam
ple

(after
c
l
o
s
e
(
)

)

parent process
child process
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E
xam

ples
ofO

ther
Interprocess

C
om

m
unication

M
echanism

s

nam
ed

pipe:

•
sim

ilar
to

pipes,butw
ith

an
associated

nam
e

(usually
a

file
n

am
e)

•
nam

e
allow

s
arbitrary

processes
to

com
m

unicate
by

opening
t

he
sam

e

nam
ed

pipe

•
m

ustbe
explicitly

deleted,unlike
an

unnam
ed

pipe

m
essage

queue:

•
like

a
nam

ed
pipe,exceptthatthere

are
m

essage
boundaries

•
m
s
g
s
e
n
d

callsends
a

m
essage

into
the

queue,
m
s
g
r
e
c
v

callreceives
the

nextm
essage

from
the

queue
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S
ignals

•
signals

perm
itasynchronous

one-w
ay

com
m

unication

–
from

a
process

to
another

process,or
to

a
group

ofprocesses,
via

the
kernel

–
from

the
kernelto

a
process,or

to
a

group
ofprocesses

•
there

are
m

any
types

ofsignals

•
the

arrivalofa
signalm

ay
cause

the
execution

ofa
signalhandler

in
the

receiving
process

•
there

m
ay

be
a

differenthandler
for

each
type

ofsignal
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E
xam

ples
ofS

ignalTypes

S
i
g
n
a
l

V
a
l
u
e

A
c
t
i
o
n

C
o
m
m
e
n
t

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

S
I
G
I
N
T

2
T
e
r
m

I
n
t
e
r
r
u
p
t

f
r
o
m

k
e
y
b
o
a
r
d

S
I
G
I
L
L

4
C
o
r
e

I
l
l
e
g
a
l

I
n
s
t
r
u
c
t
i
o
n

S
I
G
K
I
L
L

9
T
e
r
m

K
i
l
l

s
i
g
n
a
l

S
I
G
C
H
L
D

2
0
,
1
7
,
1
8

I
g
n

C
h
i
l
d

s
t
o
p
p
e
d

o
r

t
e
r
m
i
n
a
t
e
d

S
I
G
B
U
S

1
0
,
7
,
1
0

C
o
r
e

B
u
s

e
r
r
o
r

S
I
G
X
C
P
U

2
4
,
2
4
,
3
0

C
o
r
e

C
P
U

t
i
m
e

l
i
m
i
t

e
x
c
e
e
d
e
d

S
I
G
S
T
O
P

1
7
,
1
9
,
2
3

S
t
o
p

S
t
o
p

p
r
o
c
e
s
s
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S
ignalH

andling

•
operating

system
determ

ines
defaultsignalhandling

for
ea

ch
new

process

•
exam

ple
defaultactions:

–
ignore

(do
nothing)

–
kill(term

inate
the

process)

–
stop

(block
the

process)

•
a

running
process

can
change

the
defaultfor

som
e

types
ofsig
nals

•
signal-related

system
calls

–
calls

to
setnon-defaultsignalhandlers,e.g.,U

nix
s
i
g
n
a
l

,s
i
g
a
c
t
i
o
n

–
calls

to
send

signals,e.g.,U
nixki

l
l
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Im
plem

enting
IP

C

•
application

processes
use

descriptors
(identifiers)

provi
ded

by
the

kernelto

refer
to

specific
sockets

and
pipes,as

w
ellas

files
and

other
o

bjects

•
kerneldescriptor

tables
(or

other
sim

ilar
m

echanism
)

are
used

to
associate

descriptors
w

ith
kerneldata

structures
thatim

plem
entIP

C
objects

•
kernelprovides

bounded
buffer

space
for

data
thathas

been
s

entusing
an

IP
C

m
echanism

,butthathas
notyetbeen

received

–
for

IP
C

objects,like
pipes,buffering

is
usually

on
a

per
obj

ectbasis

–
IP

C
end

points,like
sockets,buffering

is
associated

w
ith

e
ach

endpoint

P
1

P
2

system
 call

interface
system

 call
interface

buffer

operating system
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N
etw

ork
Interprocess

C
om

m
unication

•
som

e
sockets

can
be

used
to

connectprocesses
thatare

runnin
g

on
different

m
achine

•
the

kernel:

–
controls

access
to

netw
ork

interfaces

–
m

ultiplexes
socketconnections

across
the

netw
ork

P
2

P
3

P
1

netw
ork interface

P
2

P
3

P
1

netw
ork interface

netw
ork

operating
system

operating
system
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N
etw

orking
R

eference
M

odels

•
IS

O
/O

S
I

R
eference

M
odel

7
A

pplication
Layer

6
P

resentation
Layer

5
S

ession
Layer

4
T

ransportLayer

3
N

etw
ork

Layer

2
D

ata
Link

Layer

1
P

hysicalLayer

•
InternetM

odel

–
layers

1-4
and

7

Layer 1
Layer 1

Layer N

Layer N
+

1

Layer N

Layer N
+

1

layer 1 protocol

layer N
+

1 protocol

layer N
 protocol

layer N
+

1 service

layer N
 service
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InternetP
rotocol(IP

):Layer
3

•
every

m
achine

has
one

(or
m

ore)
IP

address,in
addition

to
its

data
link

layer

address(es)

•
In

IP
v4,addresses

are
32

bits,and
are

com
m

only
w

ritten
usin

g
“dot”

notation,

e.g.:

–
cpu06.student.cs=

129.97.152.106

–
w

w
w

.google.ca
=

216.239.37.99
or

216.239.51.104
or

...

•
IP

m
oves

packets
(datagram

s)
from

one
m

achine
to

another
m

ac
hine

•
principalfunction

ofIP
isrouting:

determ
ining

the
netw

ork
path

thata
packet

should
take

to
reach

its
destination

•
IP

packetdelivery
is

“besteffort”
(unreliable)
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IP
R

outing
Table

E
xam

ple

•
R

outing
table

for
zonker.uw

aterloo.ca,w
hich

is
on

three
ne

tw
orks,and

has
IP

addresses
129.97.74.66,172.16.162.1,and

192.168.148.1
(one

per
netw

ork):

D
estination

G
atew

ay
Interface

172.16.162.*
-

vm
net1

129.97.74.*
-

eth0

192.168.148.*
-

vm
net8

default
129.97.74.1

eth0

•
routing

table
key:

destination:
ultim

ate
destination

ofpacket

gatew
ay:

nexthop
tow

ards
destination

(or
“-”

ifdestination
is

direc
tly

reachable)

interface:
w

hich
netw

ork
interface

to
use

to
send

this
packet
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InternetTransportP
rotocols

T
C

P
:

transportcontrolprotocol

•
connection-oriented

•
reliable

•
stream

•
congestion

control

•
used

to
im

plem
entIN

E
T

dom
ain

stream
sockets

U
D

P
:

user
datagram

protocol

•
connectionless

•
unreliable

•
datagram

•
no

congestion
control

•
used

to
im

plem
entIN

E
T

dom
ain

datagram
sockets
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T
C

P
and

U
D

P
P

orts

•
since

there
can

be
m

any
T

C
P

or
U

D
P

com
m

unications
end

points
(

sockets)
on

a
single

m
achine,there

m
ustbe

a
w

ay
to

distinguish
am

ong
the

m

•
each

T
C

P
or

U
D

P
address

can
be

thoughtofas
having

tw
o

parts:

(m
achine

nam
e,portnum

ber)

•
T

he
m

achine
nam

e
is

the
IP

address
ofa

m
achine,and

the
portnu
m

ber
serves

to
distinguish

am
ong

the
end

points
on

thatm
achine.

•
IN

E
T

dom
ain

socketaddresses
are

T
C

P
or

U
D

P
addresses

(depen
ding

on

w
hether

the
socketis

a
stream

socketor
a

datagram
socket).
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E
xam

ple
ofN

etw
ork

Layers

N
etw

ork 
Instance

N
etw

ork 
Instance

N
etw

ork 
Instance

N
etw

ork 
Instance

Instance
D

ata Link
Instance
D

ata Link
Instance
D

ata Link
Instance
D

ata Link

Instance
T

ransport
Instance
T

ransport

A
pplication
P

rocess
A

pplication
P

rocess

gatew
ays

netw
ork

netw
ork

netw
ork
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N
etw

ork
P

ackets
(U

D
P

E
xam

ple)

U
D

P
 payload

IP
 payload

D
ata Link P

ayload

application m
essage

application m
essage

application m
essage

application m
essage

U
D

P
 header

U
D

P
 header

U
D

P
 header

IP
 H

eader

IP
 H

eader
D

ata Link H
eader
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B
S

D
U

nix
N

etw
orking

Layers

netw
ork

device
netw

ork
device

netw
ork

device

interface layer

socket layer

protocol layer

process

socket queues

system
 calls

(IP
) protocol queue

interface
queues

(ethernet,P
P

P
,loopback,...)

(T
C

P
,U

D
P

,IP
,...)
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