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Intro

What is an Operating System?

e Three views of an operating system
Application View: what services does it provide?
System View: what problems does it solve?
Implementation View: how is it built?

An operating system is part cop, part facilitator.
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Intro

Application View of an Operating System

e The OS provides an execution environment for running progra

— The execution environment provides a program with the msmetime and
memory space that it needs to run.

— The execution environment provides interfaces througtthvhiprogram can
use networks, storage, I/0 devices, and other system hegdwanponents.
x Interfaces provide a simplified, abstract view of hardwaragplication
programs.

— The execution environment isolates running programs framanother and
prevents undesirable interactions among them.

CS350 Operating Systems Fall 2015




Intro 3

Other Views of an Operating System

System View: The OS manages the hardware resources of a computer system.

e Resources include processors, memory, disks and othegstdevices,
network interfaces, I/0 devices such as keyboards, micerandtors, and
S0 on.

e The operating system allocates resources among runnigggoms. It
controls the sharing of resources among programs.

e The OS itself also uses resources, which it must share wjihcagpion
programs.
Implementation View: The OS is a concurrent, real-time program.

e Concurrency arises naturally in an OS when it supports aoect
applications, and because it must interact directly withttardware.

e Hardware interactions also impose timing constraints.
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The Operating System and the Kernel

e Some terminology:

kernel: The operating system kernel is the part of the operatingesyghat
responds to system calls, interrupts and exceptions.

operating system: The operating system as a whole includes the kernel, and
may include other related programs that provide serviceagplications.
This may include things like:
— utility programs
— command interpreters
— programming libraries
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Schematic View of an Operating System
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Operating System Abstractions

e The execution environment provided by the OS includes &tyaaf abstract
entities that can be manipulated by a running program. Elesnp

files and file systems:abstract view of secondary storage
address spacesabstract view of primary memory
processes, threads:abstract view of program execution

sockets, pipes:abstract view of network or other message channels

e This course will cover
— why these abstractions are designed the way they are
— how these abstractions are manipulated by applicatiornranog
— how these abstractions are implemented by the OS
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Course Outline

Introduction

Threads and Concurrency
Synchronization

Processes and the Kernel

Virtual Memory

Scheduling

Devices and Device Management
File Systems

Interprocess Communication and Networking (time perngii
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Threads and Concurrency 1

Review: Program Execution

e Registers
— program counter, stack pointer,.

e Memory
— program code
— program data
— program stack containing procedure activation records

e CPU
— fetches and executes instructions
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What is a Thread?

¢ Athread represents the control state of an executing pmogra

e Athread has an associatedntext(or state), which consists of

— the processor’'s CPU state, including the values of the pragrounter (PC),
the stack pointer, other registers, and the execution mode
(privileged/nonprivileged)

— a stack, which is located in the address space of the thrpeatess

Imagine that you would like to suspend the program executiod resume
it again later. Think of the thread context as the informatj@mu would

need in order to restart program execution from where itafivhen it was

suspended.
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Threads and Concurrency 3

Thread Context
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Concurrent Threads
e more than one thread may exist simultaneously (why migktlikia good
idea?)

e each thread has its own context, though they share accessgiam code and
data

e 0on a uniprocessor (one CPU), at most one thread is actuatyuéirg at any
time. The others are paused, waiting to resume execution.

e on a multiprocessor, multiple threads may execute at the sene, but if there
are more threads than processors then some threads willsegand waiting
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Threads and Concurrency

Two Threads, One Running
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Thread Interface (Partial), With OS/161 Examples

e athread libraryimplements threads

e thread library provides a thread interface, used by prograde to manipulate
threads
e common thread interface functions include

— create new thread
int thread fork(const char *nanme, struct proc *proc,
void (*func)(void =, unsigned |ong),
voi d *datal, unsigned |ong data2);
— end (and destroy) the current thread
void thread_exit(void);
— cause current thread yaeld (to be discussed later)
void thread yield(void);

e seekern/include/thread.h
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Threads and Concurrency 7

Example: Creating Threads Usingt hr ead_f or k()

for (index = 0; index < NumM ce; index++) {
error = thread_fork("nmouse_sinmulation thread",
NULL, nouse_simul ation, NULL, index);
if (error) {
pani c("nouse_sinulation: thread fork failed: %\n",
strerror(error));

}

[+ wait for all of the cats and mce to finish */
for(i=0;i<(NunCats+NumM ce);i ++) {
P( Cat MouseWi t) ;

}
Whatker n/ synchpr obs/ cat nouse. ¢ actually does is slightly more
elaborate than this.
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Example: Concurrent Mouse Simulation Threads (simplified)

static void nouse_sinulation(void * unusedpoi nter,
unsi gned | ong nousenunber)

{

int i; unsigned int bow ;

for(i=0;i<Nunloops;i++) {
/+ for now, this mouse chooses a random bow from
* which to eat, and it is not synchronized with
* other cats and mce
* |
/* legal bow nunbers range from1l to NunBow s x/
bowl = ((unsigned int)randon() % NunBow s) + 1
nouse_eat (bow ) ;
}
/+* indicate that this nouse is finished */
V( Cat MouseWi t);

[+ implicit thread_exit() on return fromthis function */
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Threads and Concurrency 9

Context Switch, Scheduling, and Dispatching

the act of pausing the execution of one thread and resumegxécution of
another is called é&hread) context switch

what happens during a context switch?

1. decide which thread will run next

2. save the context of the currently running thread

3. restore the context of the thread that is to run next

the act of saving the context of the current thread and iirsgethe context of
the next thread to run is calletispatching(the next thread)

sounds simple, but .

— architecturespecific implementation

— thread must save/restore its context carefully, sinceathexecution
continuously changes the context

— can be tricky to understand (at what point does a thread lacgiap? what
is it executing when it resumes?)
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Scheduling

e scheduling means deciding which thread should run next
e scheduling is implemented bysghedulerwhich is part of the thread library

e simpleround robinscheduling:
— scheduler maintains a queue of threads, often calledcetidy queue
— the first thread in the ready queue is the running thread

— on a context switch the running thread is moved to the endeoféhdy
gueue, and new first thread is allowed to run

— newly created threads are placed at the end of the ready queue

e more on scheduling later .
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Threads and Concurrency 11

Causes of Context Switches

a call tothread_yield by a running thread
— running threadroluntarily allows other threads to run

— yielding thread remains runnable, and on the ready queue

a call tothread_exit by a running thread

— running thread is terminated

running threadlocks via a call tochan_sl eep

— thread is no longer runnable, moves off of the ready queueraoc wait
channel

— more on this later. .

running thread ipreempted
— running threadnvoluntarily stops running

— remains runnable, and on the ready queue
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Preemption
e without preemption, a running thread could potentially fowrever, without
yielding, blocking, or exiting

e to ensurdair access to the CPU for all threads, the thread library maympéee
a running thread

e to implement preemption, the thread library must have a meéfgetting
control” (causing thread library code to be executed) ellengh the running
thread has not called a thread library function

e this is normally accomplished usimgterrupts
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Threads and Concurrency 13

Review: Interrupts

e an interrupt is an event that occurs during the executionpsbgram

e interrupts are caused by system devices (hardware), gimeng a disk
controller, a network interface

e when an interrupt occurs, the hardware automatically temagontrol to a fixed
location in memory

e at that memory location, the thread library places a proeedalled an
interrupt handler
¢ the interrupt handler normally:
1. saves the current thread context (in OS/161, this is Sava@ttap frameon
the current thread’s stack)
2. determines which device caused the interrupt and pesfdewicespecific
processing
3. restores the saved thread context and resumes exeaqutluat context
where it left off at the time of the interrupt.
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Preemptive Round-Robin Scheduling
¢ In preemptive round-robin scheduling, the thread libranpases a limit on the
amount of time that a thread can run before being preempted
e the amount of time that a thread is allocated is called thedidimgquantum

e when the running thread’s quantum expires, it is preempteidh@oved to the
back of the ready queue. The thread at the front of the readyeajis
dispatched and allowed to run.

e the quantum is anpper boundn the amount of time that a thread can run once
it has been dispatched

¢ the dispatched thread may run for less than the scheduliagtqgon if it yields,
exits, or blocks before its quantum expires
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Threads and Concurrency 15

Implementing Preemptive Scheduling

e suppose that the system timer generates an interrupt eviemg units, e.g.,
once every millisecond

e suppose that the thread library wants to use a schedulingumug = 500¢,
l.e., it will preempt a thread after half a second of executio

¢ to implement this, the thread library can maintain a vagatalled
runni ng_ti nme to track how long the current thread has been running:

— when a thread is intially dispatchedynni ng_t i ne is set to zero

— when an interrupt occurs, the timgpecific part of the interrupt handler can
incrementr unni ng_t i me and then test its value
« if runni ng_t i ne is less thany, the interrupt handler simply returns and
the running thread resumes its execution
« if runni ng_t i me is equal tog, then the interrupt handler invokes
t hr ead_yi el d to cause a context switch
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0S/161 Thread Stack after Voluntary Context Switch ¢ hr ead_yi el d())

stack growth

thread_yield()
stack frame

thread_switch
stack frame

saved thread context
(switchframe)
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Threads and Concurrency 17

0S/161 Thread Stack after Preemption

stack frame(s)

stack growth

trap frame

interrqpt handling
stack frame(s)
thread_yield
stack Tr)émeo

thread_switch()
stack frame

saved thread context
(switchframe)
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Implementing Threads

¢ the thread library is responsibile for implementing thiead

¢ the thread library stores threads’ contexts (or pointethedhreads’ contexts)
when they are not running

¢ the data structure used by the thread library to store adlueatext is
sometimes called thread control block

In the OS/161 kernel's thread implementation, thread castare stored in
t hr ead structures.
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Threads and Concurrency

19

The OS/161t hr ead Structure

/* see kern/include/thread.h */

struct thread {

char *t _narne;

const char *t_wchan_nane;
threadstate t t_state;

[ *
| *
[ *

Wi t
St at
/* Thread subsysteminternal fiel

struct thread_machdep t_machdep
struct threadlistnode t_|istnode;

voi d =t _stack; [ *
struct switchframe *t_context; /=*
struct cpu *t_cpu; [ *

struct proc *t_proc; [ *

Name of this thread */

channel nane, if sleeping */
e this thread is in */

ds. =/

/* Any machi ne- dependent goo =/
/* run/sleep/zonbie lists x/
Kernel -1 evel stack =/

Regi ster context (on stack)
CPU thread runs on =/
Process thread bel ongs to */

*/
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Review: MIPS Register Usage

RO, zero = ## zero (always returns 0)

R1, at = ## reserved for use by assenbler

R2, vO = ## return value / system call nunber

R3, vl = ## return val ue

R4, a0 = ## 1st argunent (to subroutine)

R5, al = ## 2nd ar gunent

R6, a2 = ## 3rd argunent

R7, a3 = ## 4th argunent
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Threads and Concurrency 21

Review: MIPS Register Usage

RO8-R15, tO0-t7 = ## tenps (not preserved by subroutines)
R24-R25, t8-t9 = ## tenps (not preserved by subroutines)
#it can be used wi thout saving
R16- R23, s0-s7 = ## preserved by subroutines
##  save before using,
## restore before return
R26- 27, kO-k1l = ## reserved for interrupt handl er

R28, ap = ## gl obal pointer

## (for easy access to sone vari abl es)
R29, sp = ## stack pointer
R30, s8/fp = ## 9th subroutine reg / frame pointer
R31, ra = ## return addr (used by jal)
CS350 Operating Systems Fall 2015
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Dispatching on the MIPS (1 of 2)
[+ See kern/arch/m ps/thread/switch.S */

swi tchfranme_swi tch:
[+ a0: address of switchframe pointer of old thread. =/
/+ al: address of switchframe pointer of new thread. =/

/+ Allocate stack space for saving 10 registers. 10«4 = 40 =/
addi sp, sp, -40

sw ra, 36(sp) /* Save the registers */
sw  gp, 32(sp)
sw  s8, 28(sp)
sSW  s6, 24(sp)
sw s5, 20(sp)
sw s4, 16(sp)
sw  s3, 12(sp)
sw s2, 8(sp)
sw sl1, 4(sp)
sw s0, 0O(sp)

[+ Store the old stack pointer in the old thread =/
sw sp, 0(a0)
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23

Dispatching on the MIPS (2 of 2)

/+* Get the new stack pointer fromthe new thread */
lw sp, 0(al)
nop /+ delay slot for load */

[+ Now, restore the registers */
lw s0, 0(sp)

lw sl1, 4(sp)

lw s2, 8(sp)

lw s3, 12(sp)

lw s4, 16(sp)

lw s5, 20(sp)

lw s6, 24(sp)

lw s8, 28(sp)

lw gp, 32(sp)

lw ra, 36(sp)

nop /+ delay slot for load */

[+ and return. =/

j ra

addi sp, sp, 40 /+ in delay slot x/
.end switchfrane_sw tch
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24

Dispatching on the MIPS (Notes)

¢ Not all of the registers are saved during a context switch

e This is because the context switch code is reached via aocall t

t hr ead_sw t ch and by convention on the MIPS not all of the registers are

required to be preserved across subroutine calls

e thus, after a call tewi t chf r ane_swi t ch returns, the caller

(t hread_sw t ch) does not expect all registers to have the same values as
they had before the callto save time, those registers are not preserved by the

switch

o if the caller wants to reuse those registers it must saveesidre them

CS350 Operating Systems
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Synchronization 1

Concurrency

e On multiprocessors, several threads can execute simaliahyg one on each
processor.

¢ On uniprocessors, only one thread executes at a time. Hows@ause of
preemption and timesharing, threads appear to run comtlyre

Concurrency and synchronization are important even ormocgssors.

CS350 Operating Systems Fall 2015

Synchronization 2

Thread Synchronization

e Concurrent threads can interact with each other in a vaoietyays:

— Threads share access, through the operating system, éorsglsvices (more
on this later. . )

— Threads may share access to program data, e.g., globdblesria
e A common synchronization problem is to enforoetual exclusionwhich

means making sure that only one thread at a time uses a shgeetl @.g., a
variable or a device.

e The part of a program in which the shared object is accesssdlex! acritical
section
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Synchronization 3

Critical Section Example (Part 0)

/* Note the use of volatile */

int volatile total = O0;
void add() { void sub() {
int i; int i;
for (i=0; i<N, i++) { for (i=0; i<N i++) {
t ot al ++; total --;
¥ ¥
} }

If one thread executesdd and another executessib what is the value of
t ot al when they have finished?
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Critical Section Example (Part 0)

/* Note the use of volatile */

int volatile total = O0;
void add() { void sub() {
| oadaddr R8 tot al | oadaddr R10 t ot al
for (i=0; i<N, i++) { for (i=0; i<N, i++) {
lw R9 0O(R8) lw R11 O(R10)
add RO 1 sub R11 1
sw R9 O(R8) sw R11 0O(R10)
¥ }
} }
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Synchronization 5

Critical Section Example (Part 0)

Thread 1 Thread 2
| oadaddr R8 total
lw RO 0O(R8) R9=0

add RO 1 Ro=1
<| NTERRUPT>
| oadaddr R10 t ot al
lw R11 O(R10) R11=0
sub R11 1 R11=-1
sw R11 0O(R10) total =-1
<| NTERRUPT>

sw RO O(R8) total =1

One possible order of execution.
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Critical Section Example (Part 0)

Thread 1 Thread 2
| oadaddr R8 total
lw RO 0(R8) R9=0

<| NTERRUPT>
| oadaddr R10 t ot al
lw R11 O(R10) R11=0
<| NTERRUPT>
add RO 1 R9=1
sw RO O(R8) total =1
<| NTERRUPT>

sub R11 1 R11=-1
sw R11 O( R10) total =-1

Another possible order of execution. Many interleavinggefructions are
possible. Synchronization is required to ensure a cormelermg.

CS350 Operating Systems Fall 2015




Synchronization 7

The use of volatile

[ What if we DO NOT use volatile =/

int velatile total = O;
void add() { void sub() {
| oadaddr R8 t ot al | oadaddr R10 t ot al
| w RO 0(R8) lw R11 O(R10)
for (i=0; i<N, i++) { for (i=0; i<N i++) {
add RO 1 sub R11 1
¥ }
sw R9 0O(R8) sw R11 0O(R10)
} }

Without volatile the compiler could optimize the code. lieathread executes
add and another executasib, what is the value of ot al when they have

finished?
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The use of volatile

[ What if we DO NOT use volatile =/

int velatile total = O;
void add() { void sub() {
| oadaddr R8 t ot al | oadaddr R10 t ot al
| w RO 0(R8) lw R11 O(R10)
add RO N sub R11 N
sw RO O(R8) sw R11 0O(R10)
¥ ¥

The compiler could aggressively optimize the code. Vdatllls the com
piler that the object may change for reasons which cannotebermined
from the local code (e.g., due to interaction with a devicberause of an-
other thread).
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Synchronization 9

The use of volatile

/* Note the use of volatile */

int volatile total = O0;
void add() { void sub() {
| oadaddr R8 tot al | oadaddr R10 t ot al
for (i=0; i<N, i++) { for (i=0; i<N, i++) {
lw R9 0O(R8) lw R11 O(R10)
add RO 1 sub R11 1
sw R9 O(R8) sw R11 0O(R10)
¥ }
} }

The volatile declaration forces the compiler to load andestbe value on
every use. Using volatile is necessary but not sufficientdéorect behaviour.
Mutual exclusion is also required to ensure a correct ondesf instructions.
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Ensuring Correctness with Multiple Threads

/* Note the use of volatile */

int volatile total = O0;
void add() { void sub() {
int i; int i;
for (i=0; i<N, i++) { for (i=0; i<N i++) {
Al'l ow one thread to execute and make ot hers wait
t ot al ++; total --;
Permt one waiting thread to continue execution
¥ ¥
} }

Threads must enforce mutual exclusion.
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Synchronization 11

Another Critical Section Example (Part 1)

int listremovefront(list *xlp) {
int num
i st_el enent =*el enent;

assert(!is_enmpty(lp));

el ement = | p->first;

num = | p->first->item

if (Ip->first == Ip->last) {
| p->first = Ip->last = NULL;

} else {

| p->first = el ement->next;
} .
| p->num.in_list--;
free(el enent);
return num

}
Thel i st _renove_f ront function is a critical section. It may not work
properly if two threads call it at the same time on the saingt . (Why?)
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Another Critical Section Example (Part 2)

void |ist_append(list *=lp, int newitem {
list_element *elenment = malloc(sizeof(list_elenent));
el enent->item = new.item
assert(!isinlist(lp, newiten));
if (isenpty(lp)) {
| p->first = elenent; |p->last = el enent;
} else {
| p- >l ast->next = elenent; |p->last = el enent;

}

| p- >numi n_l i st ++;

The | i st _append function is part of the same critical section as
l'ist_removefront. It may not work properly if two threads call

it at the same time, or if a thread calls it while another haleda

l'ist_renove_front
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Synchronization 13

Enforcing Mutual Exclusion

e mutual exclusion algorithms ensure that only one threadiat@executes the
code in a critical section

e several techniques for enforcing mutual exclusion
— exploit special hardwarspecific machine instructions, e.g.,
x test-and-set
x compare-and-swapor
x load-link / store-conditional
that are intended for this purpose

— control interrupts to ensure that threads are not preenitdd they are
executing a critical section
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Disabling Interrupts

e On a uniprocessor, only one thread at a time is actually ngani

¢ If the running thread is executing a critical section, muax@lusion may be
violated if

1. the running thread is preempted (or voluntarily yieldg)levit is in the
critical section, and

2. the scheduler chooses a different thread to run, and ¢kwdhread enters
the same critical section that the preempted thread was in

e Since preemption is caused by timer interrupts, mutualuskeh can be
enforced by disabling timer interrupts before a threadrsrttee critical section,
and re-enabling them when the thread leaves the criticéibsec
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Synchronization 15

Interrupts in OS/161

This is one way that the OS/161 kernel enforces mutual exariusin a single
processor. There is a simple interface

e spl O() sets IPL to O, enabling all interrupts.

e spl hi gh() sets IPL to the highest value, disabling all interrupts.

e spl x(s) setsIPLto S, enabling whatever state S represents.
These are used by splx() and by the spinlock code.

e splraise(int oldipl, int newpl)

e spllower(int oldipl, int newpl)

e For splraiseNEW PL > QOLDI PL, and for spllowerNEW PL < OLDI PL.

Seekern/i ncl ude/ spl . h andkern/t hread/ spl.c
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Pros and Cons of Disabling Interrupts

e advantages:
— does not require any hardwaspecific synchronization instructions

— works for any number of concurrent threads

¢ disadvantages:

— indiscriminate: prevents all preemption, not just preearpthat would
threaten the critical section

— ignoring timer interrupts has side effects, e.g., kernalware of passage of
time. (Worse, OS/161’spl hi gh() disablesall interrupts, not just timer
interrupts.) Keep critical sectiorshortto minimize these problems.

— will not enforce mutual exclusion on multiprocessors (Why?
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Synchronization 17

Hardware-Specific Synchronization Instructions

e atestand-set instructioatomicallysets the value of a specified memory
location and either places that memory locatiaitvalue into a register
e abstractly, a test-and-set instruction works like theoiwlhg function:

Test AndSet (addr, val ue)
old = ~addr; /1l get old value at addr
*addr = value; // wite new value to addr
return old;

these steps happatomically

e example: x86chg instruction:
xchg src, dest

wheresr c is typically a register, andest is a memory address. Value in
registersr c is written to memory at addresiest , and the old value atest
Is placed intcsr c.
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Alternatives to Test-And-Set

e Compare-And-Swap

Conpar eAndSwap( addr, expect ed, val ue)
old = ~addr; /1l get old value at addr
if (old == expected) =*addr = val ue;
return ol d;

e example: SPARCas instruction
cas addr,Rl, R2

if value ataddr matches value iRl then swap contents efddr andR2

e |oad-linked and store-conditional

— Load-linked returns the current value of a memory locatwnile a
subsequent store-conditional to the same memory locatilbstare a new
value only if no updates have occurred to that location sihedoad-linked.

— more on this later. .
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Synchronization 19

A Spin Lock Using Test-And-Set

a testand-set instruction can be used to enforce mutual exalusio

for each critical section, definelack variable, in memory
bool ean volatile lock; /* shared, initially false */

We will use the lock variable to keep track of whether there ikread in the
critical section, in which case the valuelafck will be t r ue

before a thread can enter the critical section, it does th@fimg:
whil e (Test AndSet (& ock,true)) { } /+* busy-wait =*/

when the thread leaves the critical section, it does

| ock = fal se;

this enforces mutual exclusion (why?), but starvation isssybility

This construct is sometimes known asgn lock since a thread “spins” in
the while loop until the critical section is free.
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Spinlocks in 0S/161

struct spinlock {
vol atile spinlock _data_t |k _lock; /* word for spin =/
struct cpu *l k_holder; /* CPU holding this |ock =*/

s

void spinlock_init(struct spinlock *IKk);

voi d spinlock _cl eanup(struct spinlock *Ilk);
voi d spinlock _acquire(struct spinlock *Ilk);
voi d spinlock_rel ease(struct spinlock *lk);
bool spinlock_do_i_hold(struct spinlock *I|Kk);

Spinning happens igpi nl ock_acqui re
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Synchronization 21

Spinlocks in OS/161

spinlock_init(struct spinlock *IKk)

{
spi nl ock_data_set (& k->Ik_| ock, 0);
| kK->l k_hol der = NULL;
}
voi d spi nlock_cl eanup(struct spinlock =*Ik)
{
KASSERT( | k- >l k_hol der == NULL);
KASSERT( spi nl ock_data_get (& k->I k_| ock) == 0);
}

voi d spinlock data _set(volatile spinlock data t =*sd,
unsi gned val)

*sd = val
CS350 Operating Systems Fall 2015
Synchronization 22

Acquiring a Spinlock in 0S/161

voi d spinlock_acquire(struct spinlock *Ik)

{
/* note: code that sets |k->hol der has been renoved! =*/
splraise(l PL_NONE, |PL_H GH;
while (1) {
/* Do test-and-test-and-set to reduce bus contention =/
if (spinlock_data_get (& k->lk_lock) '=0) {
conti nue;
}
if (spinlock _data_testandset (& k->Ik_lock) !'= 0) {
conti nue;
}
br eak;
}
}
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Using Load-Linked / Store-Conditional

spi nl ock_dat a_t est andset (vol atil e spinlock _data_t =*sd)

{

spi nl ock_data_t x,Yvy;

/ = Test-and-set using LL/SC.
* Load the existing value into X, and use Y to store 1.
* After the SC, Y contains 1 if the store succeeded,
* 0 if it failed. On failure, return 1 to pretend
* that the spinlock was al ready hel d.

*/

y = 1
CS350 Operating Systems Fall 2015
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Using Load-Linked / Store-Conditional (Part 2)

__asmvolatil e(

".set push;” [+ save assenbl er node =/
".set mps32;" [+ allow MPS32 instructions =/
".set volatile;" [/* avoid unwanted optim zation */
"Il 9%®, o(w);" [ * X = *sd */
"sc wd, O(w);" [ * *sd = y; y = success? */
".set pop" /* restore assenbl er node =*/
tErto(x), At (y) oo trt o (sd));

if (y ==0) {
return 1;

}

return x;
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Releasing a Spinlock in OS/161

voi d spinlock_rel ease(struct spinlock =*|k)

{
[+ Note: code that sets | k->hol der has been renopved! =x/
spi nl ock_dat a_set (& k->I k_| ock, 0);
spllower (I PL_H GH, | PL_NONE);
}
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Pros and Cons of Spinlocks

e Pros:
— can be efficient for short critical sections

— works on multiprocessors

e Cons:
— CPU is busy (nothing else runs) while waiting for lock

— starvation is possible
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Thread Blocking

e Sometimes a thread will need to wait for an event. For exanifdethread
needs to access a critical section that is busy, it must wathe critical section
to become free before it can enter
e other examples that we will see later on:
— wait for data from a (relatively) slow device
— wait for input from a keyboard
— wait for busy device to become idle
¢ With spinlocks, threadbusy waitwhen they cannot enter a critical section. This

means that a processor is busy doing useless work. If a thmagiacheed to wait
for a long time, it would be better to avoid busy waiting.

e To handle this, the thread scheduler tdockthreads.

e A blocked thread stops running until it is signaled to wakeallowing the
processor to run some other thread.
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Thread Blocking in OS/161

e OS/161 thread library functions for blocking and unblogkthreads:
—void wchan_l ock(struct wchan *wc);

— voi d wchan_unl ock(struct wchan *wc);
* |locks/unlocks the wait channet

—void wchan_sl eep(struct wchan *wc) ;

« blocks calling thread on wait channst
« channel must be locked, will be unlocked upon return

— voi d wchan_wakeal | (struct wchan *wc);
« unblock all threads sleeping on wait channel

— voi d wchan_wakeone(struct wchan *wc);
x unblock one thread sleeping on wait chanwel

Note: current implementation is FIFO but not promised byitherface
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Thread Blocking in OS/161

e wchan_sl eep() is much liket hr ead_yi el d() . The calling thread is
voluntarily giving up the CPU, so the scheduler chooses athesad to run, the
state of the running thread is saved and the new thread iatdisgd. However:

— after at hr ead_yi el d(), the calling thread iseadyto run again as soon
as it is chosen by the scheduler

— afterawchan_sl eep() , the calling thread iblocked and must not be
scheduled to run again until after it has been explicitlylaoked by a call
towchan_wakeone() orwchan_wakeal | ().
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Thread States

e avery simple thread state transition diagram

guantum expires
or thread_yield()

dispatch

got resource or event need resource or event

(wchan_wakeone/all() (wchan_sleep())
blocked

¢ the states:
running: currently executing
ready: ready to execute

blocked: waiting for something, so not ready to execute.
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Semaphores

e A semaphore is a synchronization primitive that can be usemforce mutual
exclusion requirements. It can also be used to solve othelslof
synchronization problems.

e A semaphore is an object that has an integer value, and thpbds two
operations:

P: if the semaphore value is greater titardecrement the value. Otherwise,
wait until the value is greater thanand then decrement it.

V: increment the value of the semaphore

e Two kinds of semaphores:
counting semaphores:can take on any nenegative value

binary semaphores: take on only the valuegand1. (V on a binary
semaphore with valué has no effect.)

By definition, theP andV operations of a semaphore at®mic
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Mutual Exclusion Using a Semaphore

struct semaphore =*s;
s = semcreate("MySeml", 1); /* initial value is 1 */

P(s); /* do this before entering critical section =/
critical section /* e.g., call to list_renovefront =/

V(s); /* do this after leaving critical section x/
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A Simple Example using Semaphores

volatile int total = O;
void add() { void sub() {
int i; int i;
for (i=0; i<N i++) { for (i=0; i<N i++) {
P(sem; P(sem;
t ot al ++; total --;
V(sem; V(sem;
¥ ¥
} }

What type of semaphore can be useddenf
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0S/161 Semaphores

struct semaphore {
char *semnane;
struct wchan *semwchan;
struct spinlock seml ock;
vol atile int semcount;

%

struct semaphore *semcreate(const char =*nane,
int initial _count);

voi d P(struct semaphore *s);

voi d V(struct semaphore *s);

voi d semdestroy(struct senmaphore =*s);

seeker n/ i ncl ude/ synch. h andker n/ t hread/ synch. c
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0S/161 SemaphoresP() from kern/thread/ synch. c
P(struct semaphore *sem
{
KASSERT(sem ! = NULL);
KASSERT( curt hread->t .in_.interrupt == fal se);

spi nl ock_acqui re( &sem >seml ock) ;
whil e (sem >semcount == 0) {
/* Note: we don’t maintain strict FIFO ordering */
wchan_| ock(sem >semwchan) ;
spi nl ock_rel ease( &sem >seml ock) ;
wchan_sl eep(sem >semwchan) ;
spi nl ock_acqui re( &em >seml ock) ;
¥
KASSERT(sem >semcount > 0);
sem >semcount - -;
spi nl ock_rel ease( &em >seml ock) ;
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0S/161 SemaphoresY() from kern/thread/ synch. c

V(struct semaphore *sem

{
KASSERT(sem ! = NULL);

spi nl ock_acqui re( &em >seml ock) ;
sem >semcount ++;
KASSERT( semt >semcount > 0);

wchan_wakeone(sem >semwchan) ;

spi nl ock_rel ease( &em >seml ock) ;

}
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Producer/Consumer Synchronization
e suppose we have threads that add items to a list (producedtheeads that
remove items from the list (consumers)

e suppose we want to ensure that consumers do not consumdigittiseempty-
instead they must wait until the list has something in it

e this requires synchronization between consumers and peosiu

e semaphores can provide the necessary synchronizationpas ®n the next

slide
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Producer/Consumer Synchronization using Semaphores

struct senmaphore =*s;
s = semcreate("ltens”, 0); /* initial value is 0 */

Pr oducer’s Pseudo- code:
add itemto the list (call 1ist_append())
V(s);

Consuner’ s Pseudo- code:
P(s);
renove itemfromthe list (call list_oremovefront())

The Items semaphore does not enforce mutual exclusion olisthéf we
want mutual exclusion, we can also use semaphores to enfofew?)
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Bounded Buffer Producer/Consumer Synchronization

e suppose we add one more requirement: the number of items listtshould
not exceed\

e producers that try to add items when the list is full shouldrzele to wait until
the list is no longer full
e We can use an additional semaphore to enforce this new aontstr

— semaphor&ccupi ed is used to count the number of occupied entries in
the list (to ensure nothing is consumed if there are no oecLintries)

— semaphoré&noccupi ed is used to count the number of unoccupied entries
in the list (to ensure nothing is produced if there are no aop®d entries)

struct semaphore *Cccupi ed;
struct senmaphore *Unoccupi ed;

occupi ed = semcreate("Cccupi ed", 0); [+« initially = 0 =/
unoccupi ed = semcreate("Unoccupied”, N; /x initially = N «/
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Bounded Buffer Producer/Consumer Synchronization with Senaphores

Producer’s Pseudo- code:
P(unoccupi ed) ;
add itemto the list (call 1ist_append())
V(occupi ed) ;

Consuner’ s Pseudo- code:
P(occupi ed) ;
renove itemfromthe list (call list_oremovefront())
V(unoccupi ed) ;
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0S/161 Locks

e OS/161 also uses a synchronization primitive calléoc& Locks are intended
to be used to enforce mutual exclusion.

struct lock *mylock = | ock_create("LockNanme");

| ock_aqui re(nyl ock);
critical section /* e.g., call to list_renovefront =/
| ock_r el ease( nmyl ock);

e Alock is similar to a binary semaphore with an initial valuelo However,
locks also enforce an additional constraint: the threatriaases a lock must
be the same thread that most recently acquired it.

e The system enforces this additional constraint to helprenthat locks are used

as intended.
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Condition Variables

e OS/161 supports another common synchronization primiteadition
variables

e each condition variable is intended to work together witbcki condition
variables are only useidom within the critical section that is protected by the
lock

¢ three operations are possible on a condition variable:

wait: This causes the calling thread to block, and it releasesthedssociated
with the condition variable. Once the thread is unblockedatquires the
lock.

signal: If threads are blocked on the signaled condition variablen tone of
those threads is unblocked.

broadcast: Like signal, but unblocks all threads that are blocked on the
condition variable.
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Using Condition Variables

e Condition variables get their name because they allow tsréawait for
arbitrary conditions to become true inside of a criticaltmec

¢ Normally, each condition variable corresponds to a pdedrccondition that is
of interest to an application. For example, in the bounddtkbu
producer/consumer example on the following slides, thedaraditions are:

— count > 0 (condition variablenot enpt y)
— count < N (condition variablenot f ul | )

e when a condition is not true, a thread asmi t on the corresponding condition
variable until it becomes true

e when a thread detects that a condition is true, it ssemal orbr oadcast
to notify any threads that may be waiting

Note that signalling (or broadcasting to) a condition Valeathat has no
waiters haso effect Signals do not accumulate.
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Waiting on Condition Variables

e when a blocked thread is unblocked @ygnal orbr oadcast), it
reacquires the lock before returning from thei t call

e athread is in the critical section when it calai t , and it will be in the critical
section whemai t returns. However, in between the call and the return, while
the caller is blocked, the caller is out of the critical sextiand other threads
may enter.

¢ In particular, the thread that cabs gnal (or br oadcast ) to wake up the
waiting thread will itself be in the critical section whersignals. The waiting
thread will have to wait (at least) until the signaller redes the lock before it
can unblock and return from thvaai t call.

This describes Messtyle condition variables, which are used in OS/161.
There are alternative condition variable semantics (Heameantics), which
differ from the semantics described here.

CS350 Operating Systems Fall 2015




Synchronization 45

Bounded Buffer Producer Using Locks and Condition Variables

int volatile count = 0; /% must initially be 0 */
struct | ock *nutex; [+ for mutual exclusion */
struct cv *notfull, *notenpty; /* condition variables */

/= Initialization Note: the |lock and cv’'s nust be created
* using |ock_create() and cv.create() before Produce()
* and Consune() are called =/

Produce(itenlype item {
| ock_acqui r e( mut ex) ;
while (count == N) {
cvwait(notfull, nutex);
}

add itemto buffer (call 1ist_append())
count = count + 1,

cv_si gnal (notenpty, nutex);

| ock_rel ease( mut ex) ;
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Bounded Buffer Consumer Using Locks and Condition Variables

i tenlype Consume() {
| ock_acqui r e( mut ex) ;
while (count == 0) {
cv_wai t (notenpty, mnutex);

}

renove itemfrombuffer (call list_renovefront())
count = count - 1,

cv.signal (notfull, nutex);

| ock_r el ease( nmut ex) ;
return(item;

Both Pr oduce() andConsune() callcv_wait () inside of awhi | e
loop. Why?

CS350 Operating Systems Fall 2015




Synchronization a7

Deadlocks

e Suppose there are two threads and two lotk& k A andl ockB, both initially
unlocked.

e Suppose the following sequence of events occurs
1. Thread 1 doesock_acqui re(| ockA).
2. Thread 2 doesock_acqui re(l ockB).

3. Thread 1 doekock_acqui r e( | ockB) and blocks, becauseockB is
held by thread 2.

4. Thread 2 doesock_acqui r e(| ockA) and blocks, becaudeockAis
held by thread 1.

These two threads adeadlocked neither thread can make progress. Wait-
ing will not resolve the deadlock. The threads are permanshick.
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Deadlocks (Another Simple Example)

e Suppose a machine hé$ MB of memory. The following sequence of events
occurs.

1. ThreadA starts, request¥) MB of memory.
2. ThreadB starts, also request® MB of memory.

3. ThreadA requests an addition&8lMB of memory. The kernel blocks thread
A since there is only MB of available memory.

4. ThreadB requests an additionalMB of memory. The kernel blocks thread
B since there is not enough memory available.

These two threads are deadlocked.
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Deadlock Prevention

No Hold and Wait: prevent a thread from requesting resources if it currerdaly h
resources allocated to it. A thread may hold several ressutiut to do so it
must make a single request for all of them.

Preemption: take resources away from a thread and give them to anothaalfys
not possible). Thread is restarted when it can acquire aliebources it needs.

Resource Ordering: Order (e.g., number) the resource types, and require tbht ea
thread acquire resources in increasing resource type.drdat is, a thread may
make no requests for resources of type less than or equélitas holding
resources of typé
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Deadlock Detection and Recovery

e main idea: the system maintains the resource allocatiqrhgrad tests it to
determine whether there is a deadlock. If there is, the systest recover from
the deadlock situation.

e deadlock recovery is usually accomplished by terminatimg @ more of the
threads involved in the deadlock

e when to test for deadlocks? Can test on every blocked resoaquest, or can
simply test periodically. Deadlocks persist, so perioditedtion will not
“miss” them.

Deadlock detection and deadlock recovery are both costhys approach
makes sense only if deadlocks are expected to be infrequent.
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What is a Process?

Answer 1: a process is an abstraction of a program in execution

Answer 2: a process consists of
e anaddress spacavhich represents the memory that holds the program’s
code and data
e athreadof execution (possibly several threads)
e other resources associated with the running program. Fongbe:
— open files

— sockets
— attributes, such as a name (process identifier)

A process with one thread issequentiaprocess. A process with more than
one thread is aoncurrentprocess.
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Multiprogramming

e multiprogramming means having multiple processes exsirthe same time
e most modern, general purpose operating systems suppdrprogkamming

¢ all processes share the available hardware resourcesheittharing
coordinated by the operating system:

— Each process uses some of the available memory to hold itesxigpace.
The OS decides which memory and how much memory each proeess g

— OS can coordinate shared access to devices (keyboards), disice
processes use these devices indirectly, by making systksn ca

— Processeimesharethe processor(s). Again, timesharing is controlled by
the operating system.

e OS ensures that processes are isolated from one anotlezprbdess
communication should be possible, but only at the expleguest of the
processes involved.
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The OS Kernel

e The kernel is a program. It has code and data like any othgrano.

e Usually kernel code runs in a privileged execution mode Jewiiher programs
do not

application kernel

stack || data code memory data code

'\ thread library

CPU registers
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Kernel Privilege, Kernel Protection

What does it mean to run in privileged mode?

Kernel uses privilege to
— control hardware

— protect and isolate itself from processes

privileges vary from platform to platform, but may include:
— ability to execute special instructions (likal t)
— ability to manipulate processor state (like execution mode

— ability to access memory addresses that can't be accedsenvize

kernel ensures that it isolatedfrom processes. No process can execute or
change kernel code, or read or write kernel data, excepagifrcontrolled
mechanisms like system calls.
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System Calls

e System calls are an interface between processes and tred.kern

e A process uses system calls to request operating systerneserv

e Some examples:

Service 0S/161 Examples

create,destroy,manage processe$ or k, execv, wai t pi d, get pi d

create,destroy,read,write files | open, cl ose, renove, read, wite
manage file system and directoriesrkdi r, rndi r, | i nk, sync

interprocess communication | pi pe,read, wite

manage virtual memory sbrk
guery,manage system reboot, __tine
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How System Calls Work

e The hardware provides a mechanism that a running prograrassito cause a

system call. Often, itis a special instruction, e.g., th&B$yscal |
instruction.

e What happens on a system call:

— the processor is switched to system (privileged) executiode

— key parts of the current thread context, such as the progoamter, are
saved

— the program counter is set to a fixed (specified by the hardwaeenory
address, which is within the kernel’s address space

CS350 Operating Systems Fall 2015




Processes and the Kernel 7

System Call Execution and Return

e Once a system call occurs, the calling thread will be exaguisystem call
handler, which is part of the kernel, in privileged mode.

e The kernel's handler determines which service the callmggss wanted, and
performs that service.
e When the kernel is finished, it returns from the system cdlis eans:

— restore the key parts of the thread context that were saved the system
call was made

— switch the processor back to unprivileged (user) executiode

e Now the thread is executing the calling process’ progranmagécking up
where it left off when it made the system call.

A system call causes a thread to stop executing applicatide and to start
executing kernel code in privileged mode. The system calirmeswitches
the thread back to executing application code in unprieitemode.
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System Call Diagram

Process Kernel
T
! time
| system call
L _____] -
/ I
thread !
execution ;
path 1
system call return |
O L
|
|
|
1
|
Y
Y
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System Call Software Stack

follows
procedure call
convention\ Application

system call

happens here Syscall Library unprivileged

code

privileged
code

follows kernel
system call Kernel
convention
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0S/161cl ose System Call Description

Library: standard C library (libc)
Synopsis:

#i ncl ude <uni std. h>

I nt

close(int fd);

Description: The file handld d is closed.. . .

Return Values: On success;| ose returns 0. On errorl is returned anér r no
is set according to the error encountered.

Errors:
EBADF: f d is not a valid file handle
EIO: A hard I/O error occurred
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An Example System Call: A Tiny OS/161 Application that Uses| ose

/* Program user/uwtestbin/syscall.c =/
#i ncl ude <uni std. h>
#i ncl ude <errno. h>

i nt
mai n()
{
int Xx;
x = cl ose(999);
if (x <0) {
return errno;

}

return Xx;
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Disassembly listing of user/uw-testbin/syscall

00400050 <mai n>:
400050: 27bdffe8 addiu sp,sp,-24
400054: afbf0010 sw ra, 16(sp)
400058: 0c100077 jal 4001dc <cl ose>
40005c: 240403e7 1i a0, 999
400060: 04410003 bgez vO0, 400070 <mai n+0x20>
400064: 00000000 nop
400068: 3c021000 |lui vO,0x1000
40006c: 8c420000 |w vO,0(vO0)
400070: 8fbf0010 Iw ra, 16(sp)
400074: 00000000 nop
400078: 03e00008 jr ra
40007c: 27bd0018 addiu sp, sp, 24

MIPS procedure call convention: arguments in a0,alreturn value in vO.

The above can be obtained usitg350- obj dunp - d.
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0S/161 MIPS System Call Conventions

e When thesyscal | instruction occurs:
— An integer system call code should be located in registenvRY (
— Any system call arguments should be located in registersaB¥ R5 (al),
R6 (a2), and R7 (a3), much like procedure call arguments.
e When the system call returns

— register R7 (a3) will contain a 0 if the system call succeedea 1 if the
system call failed

— register R2 (v0) will contain the system call return valuthgé system call
succeeded, or an error number (errno) if the system cadidfail
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0S/161 System Call Code Definitions

/* Contains a nunber for every nore-or-less standard =*/

[+ Unix systemcall (you will inplenment sone subset). =*/
#defi ne SYS cl ose 49
#defi ne SYS read 50
#define SYS pread 51
/| #define SYS readv 52 [/* won't be inplenmenting */
/| #define SYS_preadv 53 /* won’t be inplenenting */
#define SYS getdirentry 54
#define SYS wite 55

This comes fromkern/i ncl ude/ kern/ syscal |l . h. The files in
ker n/ i ncl ude/ ker n define things (like system call codes) that must be
known by both the kernel and applications.
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System Call Wrapper Functions from the Standard Library

004001dc <cl ose>:
4001dc: 08100030 | 4000c0 <_ syscall >
4001e0: 24020031 i v0, 49

004001e4 <read>:
4001e4: 08100030 | 4000c0 <__syscall>
4001e8: 24020032 1i v0,50

The above is disassembled code from the standard C libiagy,(wvhich is
linked withuser / uwt est bi n/ syscal |l . o
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The OS/161 System Call and Return Processing

004000c0 <__syscal |l >:
4000c0: 0000000c syscal
4000c4: 10e00005 beqgz a3,4000dc <__syscal | +Ox1c>
4000c8: 00000000 nop
4000cc: 3c011000 [lui at, 0x1000
4000d0: ac220000 sw vO0,O0(at)
4000d4: 2403ffff i vi1,-1
4000d8: 2402ffff i vO,-1
4000dc: 03e00008 jr ra
4000e0: 00000000 nop

The system call and return processing, from the standardr@nji. Like the
rest of the library, this is unprivileged, uskewel code.
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0S/161 MIPS Exception Handler

conmon_except i on:
nfcO kO, cO _status /* Get status register =/
andi kO, kO, CST_KUp /=* Check the we-were-in-user-node bit =*/
beq kO, $0, 1f /+ If clear, fromkernel, already have stack =/
/= 1f is branch forward to | abel 1: =/
nop [+ delay slot =*/

[+ Coming fromuser node - find kernel stack =/
nfcO k1, cO_context /+ we keep the CPU nunber here =*/
srl k1, k1, CTX PTBASESH FT /* shift to get the CPU nunber =/

sl k1, k1, 2 [+ shift back to nmake array index =*/
lui kO, %i (cpustacks) /+ get base address of cpustacks[] =/
addu kO, kO, k1 [+ index it =/

nove k1, sp /= Save previous stack pointer =*/

b 2f [+ Skip to conmon code x/

| w sp, %o(cpustacks)(k0) /+ Load kernel sp (in delay slot) =*/
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0S/161 MIPS Exception Handler

[+ Coming fromkernel node - just save previous stuff =/
nove k1, sp |+ Save previous stack in k1 (delay slot) =/

[+ At this point:
* Interrupts are off. (The processor did this for us.)
* kO contains the value for curthread, to go into s7
* k1 contains the old stack pointer

* sp points into the kernel stack

Al'l other registers are untouched.

*

*/

When the syscal | instruction occurs, the MIPS transfers control to- ad
dress 0x80000080. This kernel exception handler lives there. See
kern/ arch/ m ps/ | ocore/ exception-nipsl.S
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0S/161 User and Kernel Thread Stacks

application kernel

stack || data code memory stack

- o = o - == == =

thread library

CPU registers

Each OS/161 thread has two stacks, one that is used whil@resadtis ex
ecuting unprivileged application code, and another thatsisd while the
thread is executing privileged kernel code.
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0S/161 MIPS Exception Handler (cont’d)

Thecomon_except i on code then does the following:

1. allocates @rap frameon the thread’s kernel stack and saves the user-level
application’s complete processor state (all registergixkO and k1) into the
trap frame.

2. calls them ps_t r ap function to continue processing the exception.

3. whenm ps_t r ap returns, restores the application processor state frorrdape
frame to the registers

4. issues MIP$ r andr f e (restore from exception) instructions to return control
to the application code. The instruction takes control back to the location
specified by the application program counter whensthecal | occurred (i.e.,
exception PC) and thef e (which happens in the delay slot of the) restores
the processor to unprivileged mode
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0S/161 Trap Frame

application kernel

stack || data code memory stack

/

I EE trap frame with saved

application state

thread library

CPU registers

While the kernel handles the system call, the applicatiGf$) state is saved
in a trap frame on the thread’s kernel stack, and the CPUteggiare avail
able to hold kernel execution state.
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m ps_t r ap: Handling System Calls, Exceptions, and Interrupts

e On the MIPS, the same exception handler is invoked to handltemsycalls,
exceptions and interrupts

e The hardware sets a code to indicate the reason (systemaption, or
interrupt) that the exception handler has been invoked

e OS/161 has a handler function corresponding to each of tieasens. The
m ps_t r ap function tests the reason code and calls the appropriatgidum
the system call handlesyscal | ) in the case of a system call.

e M ps_trap can be found irker n/ ar ch/ m ps/ | ocore/trap. c.

Interrupts and exceptions will be presented shortly
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0S/161 System Call Handler

syscal |l (struct trapframe tf)
{ <callno =tf->tf_v0; retval = 0;
switch (callno) {
case SYS reboot:
err = sys_reboot (tf->tf_a0);
br eak;
case SYS__ _tinme:
err = sys___time((userptr_t)tf->tf_a0,
(userptr_t)tf->tf_al);
br eak;

[+ Add stuff here x/

defaul t:
kprintf("Unknown syscall %\n", callno);
err = ENOSYS;
br eak;

}

syscal | checks system call code and invokes a handler for the iredicat
system call. Seker n/ arch/ m ps/ syscal | / syscal |l .c
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0S/161 MIPS System Call Return Handling

if (err) {

tf->tf_v0 = err;

tf->tf_a3 = 1; /* signal an error =*/
} else {

/* Success. =/

tf->tf_v0 = retval

tf->tf_a3 = 0; [+ signal no error =/
}

/= Advance the PC, to avoid the syscall again. x/
tf->tf_epc += 4;

[+ Make sure the syscall code didn't forget to | ower spl =/
KASSERT( curt hread->t _curspl == 0);

[+ ...or leak any spinlocks =/

KASSERT( curt hread->t _i pl hi gh_count == 0);

syscal | must ensure that the kernel adheres to the system call redarn
vention.
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Exceptions

e Exceptions are another way that control is transferred fagerocess to the

kernel.

e Exceptions are conditions that occur during the executf@nanstruction by a
process. For example, arithmetic overflows, illegal ingians, or page faults
(to be discussed later).

e Exceptions are detected by the hardware.

e When an exception is detected, the hardware transfersatémta specific

address.

e Normally, a kernel exception handler is located at that esklr

Exception handling is similar to, but not identical to, gstcall handling.

(What is different?)
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EX_| RQ
EX_MOD
EX_TLBL
EX_TLBS
EX_ADEL
EX_ADES
EX_| BE
EX_DBE
EX_SYS
EX_BP
EX_RI
EX_CPU
EX_OVF

oCoo~NOOUT~AWNELO

10
11
12

MIPS Exceptions

I nterrupt =/

* TLB Modify (wite to read-only page) =/
* TLB m ss on | oad =*/

* TLB m ss on store =/

* Address error on |load x/

* Address error on store x/

Bus error on instruction fetch */
Bus error on data load *orx store =/
Syscal | */

Br eakpoi nt */

Reserved (illegal) instruction */
Coprocessor unusable */

* Arithnetic overfl ow */

In OS/161,m ps_tr ap uses these codes to decide whether it has been in
voked because of an interrupt, a system call, or an exception
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Interrupts (Revisited)

e Interrupts are a third mechanism by which control may besfieamed to the
kernel

e Interrupts are similar to exceptions. However, they aresedly hardware
devices, not by the execution of a program. For example:
— a network interface may generate an interrupt when a netpacket arrives

— adisk controller may generate an interrupt to indicate itHads finished
writing data to the disk

— atimer may generate an interrupt to indicate that time hasqzh

¢ Interrupt handling is similar to exception handlingurrent execution context is
saved, and control is transferred to a kernel interrupt leauad a fixed address.
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Interrupts, Exceptions, and System Calls: Summary

e Interrupts, exceptions and system calls are three mecharig which control
is transferred from an application program to the kernel

e When these events occur, the hardware switches the CPUrintieged mode
and transfers control to a predefined location, at which adtérandlershould
be located.

e The kernel handler creategrap frameand uses it to saves the application
thread context so that the handler code can be executed @Ptde

¢ Just before the kernel handler finishes executing, it resttire application
thread context from the trap frame, before returning condrthe application.

In 0S/161, trap frames are placed on kieenel staclof the thread performed
the system call, or of the thread that was running when tregrunpt or ex-
ception occurred
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System Calls for Process Management

Linux 0Ss/161
Creation fork,execv fork,execv
Destruction _exit,kill _exit
Synchronization wait,waitpid,pause, . waitpid
Attribute Mgmt || getpid,getuid,nice,getrusage, getpid

CS350 Operating Systems Fall 2015

Processes and the Kernel 30

The fork, _exit, getpid and waitpid system calls

mai n()
{
rc = fork(); /* returns O to child, pid to parent =*/
if (rc == 0) {
ny_pid = getpid();
x = child_code();
_exit(x);
} else {
child_pid = rc;
par ent _code();
child_exit wai t pi d(child_pid);
parent pid getpid();
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Process Creation Example (Part 1)

Process A Kernel

| fork

Parent process (Process A) requests creation of a new process.
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Process Creation Example (Part 2)

Process A Kernel Process B

B’s thread is

system call return ready, not running

Kernel creates new process (Process B)
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The execv system call

int main()

{
int rc = 0;
char xargs[4];

args[0] = (char ) "/testbin/argtest";
args[1] = (char ) "first"

args[2] = (char x) "second";

args[3] = 0;

rc = execv("/testbin/argtest", args);
printf("If you see this execv failed\n");
printf("rc = %l errno = %@d\n", rc, errno);

exit(0);
}
CS350 Operating Systems Fall 2015
Processes and the Kernel 34
Combining fork and execv
mai n()
{
char =args[4];
/= set args here */
rc = fork(); /* returns O to child, pid to parent =*/
if (rc == 0) {
status = execv("/testbin/argtest", args);
printf("lIf you see this execv failed\n");
printf("status = %l errno = %\ n", status, errno);
exit(0);
} else {
child_pid = rc;
par ent _code();
child exit = waitpid(child_pid);
}
}
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Implementation of Processes

e The kernel maintains information about all of the procegséise system in a
data structure often called the process table.
e Perprocess information may include:
— process identifier and owner
— the address space for the process
— threads belonging to the process
— lists of resources allocated to the process, such as opsn file

— accounting information
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0S/161 Process

/* From kern/include/proc.h */

struct proc {
char *p_nanme; /* Nane of this process =/
struct spinlock p_lock; /+ Lock for this structure */
struct threadarray p_threads; /+* Threads in process =*/

struct addrspace *p_addrspace; /* virtual address space =*/
struct vnode *p_cwd; /* current working directory =/

[+ add nore naterial here as needed =/
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0S/161 Process

/* From kern/include/proc.h */
/* Create a fresh process for use by runprogram() =*/
struct proc *proc_create_runprogramnmconst char *nane);

[+ Destroy a process =/
voi d proc_destroy(struct proc *proc);

/+ Attach a thread to a process x/
/* Must not already have a process */
i nt proc_addthread(struct proc *proc, struct thread *t);

/+ Detach a thread fromits process =/
void proc_renthread(struct thread *t);
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Implementing Timesharing
e whenever a system call, exception, or interrupt occurstrobis transferred
from the running program to the kernel

e at these points, the kernel has the ability to cause a coswesch from the
running process’ thread to another process’ thread

¢ notice that these context switches always occur while agasichread is
executing kernel code

By switching from one process’s thread to another procelsezad, the ker
nel timeshares the processor among multiple processes.
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Two Processes in 0S/161
application #1 kernel application #2
stack | data code stack stack stack|| data code
trap frame for app #1 thread library
||:|||:|||:|||:|||:|| saved kernel thread
context for thread #1
CPU registers
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Timesharing Example (Part 1)
Process A Kernel Process B
; B’s thread is
| system call ready, not running
! or e.xceptlon c Ll —
\__|___Orinterrupt |
I return
| o _
Py :
- |
I~ A's thread is v
. ready, not running
context switch
Kernel switches execution context to Process B.
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Timesharing Example (Part 2)

Process A Kernel Process B

context switch or exception

|

1

system call |

|

|

or interrupt |
— B’s thread is

ready, not running

return -]

*----
‘.......4

Kernel switches execution context back to process A.
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Implementing Preemption
¢ the kernel uses interrupts from the system timer to meabkerpdssage of time
and to determine whether the running process’s quantumxpaed.

e atimer interrupt (like any other interrupt) transfers cohfrom the running
program to the kernel.

e this gives the kernel the opportunity to preempt the runtinngad and dispatch
anew one.
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Preemptive Multiprogramming Example
Process A Kernel Process B
| timer interrupt
L L
| interrupt return
S I Key:
S - R I IRNNITTYCIRPTLE ready thread
/ I D R running threac
z |
context : :f:ff::f:f:::::fffj
switches : |
z |
z [ I~
\ I o
- |
T A oo
N L_ - !
Y
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Virtual and Physical Addresses

Physical addresses are provided directly by the machine.

— one physical address space per machine

— the size of a physical address determines the maximum ambunt
addressable physical memory

Virtual addresses (or logical addresses) are addressas@udyy the OS to
processes.

— one virtual address spaper process

Programs use virtual addresses. As a program runs, the aeedwith help
from the operating system) converts each virtual addreagptoysical address.

The conversion of a virtual address to a physical addressledaddress
translation

On the MIPS, virtual addresses and physical addresse2 &ies long. This
limits the size of virtual and physical address spaces.
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Simple Address Translation: Dynamic Relocation

e hardware provides memory management unit (MMWhich includes a
relocation registerand alimit register (or bound registey.
¢ to translate a virtual address to a physical address, the MMU
— checks whether the virtual address is larger than the Imthe limit register
— ifitis, the MMU raises arexception
— otherwise, the MMU adds the base address (stored in theatedaaegister)
to the virtual address to produce the physical address

e The OS maintains a separate base address and limit for eaosgr and
ensures that the relocation and limit registers in the MMidagls contain the
base address and limit of the currentlynning process.

e To ensure this, the OS must normally change the values in M&/Blregisters
during each address space switch (i.e., when context Sngf¢h a thread of a
different process).
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Properties of Dynamic Relocation

e each virtual address space correspondsdorgiguous range of physical
addresses

e the OS is responsible for decidimghereeach virtual address space should map
to in physical memory

— the OS must track which parts of physical memory are in usg:wdnch
parts are free

— since different address spaces may have different siz2€ $must
allocate/deallocate variabkzed chunks of physical memory

— this creates the potential fexternal fragmentationf physical memory:
wasted, unallocated space

e the MMU is responsible for performing all address transiagi using base and
limit information provided to it by the the OS
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Dynamic Relocation: Address Space Diagram

Proc 1 virtual address space physical memory
0 RO 0
A
max1 R
o -
A + max1
C
max2
Proc 2

virtual address space

C + max2
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Dynamic Relocation Mechanism

virtual address

—=— Vv bits —

physical address
—— m bits——

_____________________________________

[ |

I T F |
- : |
address ! '

exception T " MMU

: .

[ |

' <— v bits ——> ~— mbits —=

bound relocation !

: register register !
.
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Bound regi ster: 0x0011 8000
Rel ocati on register: 0x0010 0000
Process 1: virtual addr O0x000A 1024
Process 1. physical addr =

Process 1: virtual addr 0x0010 EO048
Process 1: physical addr =

Bound regi ster: 0x0001 0000
Rel ocati on register: 0x0030 0000
Process 2: virtual addr 0x0001 8090
Process 2: physical addr =

Bound regi ster: Ox000A 1184
Rel ocati on register 0x0020 0000
Process 3: virtual addr O0x000A 1024

Process 3: physical addr =

Address Translation: Dynamic Relocation Example
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Address Translation: Paging

which each of the process’s pages is located.

of the running process.

Each virtual address space is divided into feeezle chunks callegages

Physical address space is divided iframes Frame size matches page size.

OS maintains @age tabldor each process. Page table specifies the frame in

At run time, MMU translates virtual addresses to physicahgshe page table
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Address Space Diagram for Paging
Proc 1 virtual address space physical memory
0 0
max1
0
max2
Proc 2
virtual address space
m
2 -1
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Properties of Paging

e OS is responsible for deciding which frame will hold eacheag
— simple physical memory management

— potential forinternal fragmentatiorof physical memory: wasted, allocated
space

— virtual address space need not be physically contiguoubyisipal space
after translation.

e MMU is responsible for performing all address translatiaesg the page table
that is created and maintained by the OS.

e The OS must normally change the values in the MMU registersamh address
space switch, so that they refer to the page table of therdilyrainning
process.
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How the MMU Translates Virtual Addresses

e The MMU includes gage table base registand apage table length register

— the base register contains the (physical) address of th@é#ige table entry
for the currently-running process

— the length register contains the number of entries in the palgje of the
currently running process.
e To translate a virtual address, the MMU:
— determines thpage numbeandoffsetof the virtual address

— checks whether the page number is larger than the value petletable
length register
— ifitis, the MMU raises an exception

— otherwise, the MMU uses the page table to determindrdme numbenof
the frame that holds the virtual page, and combines the fram&er and
offset to determine the physical address

CS350 Operating Systems Fall 2015




Virtual Memory

11

Paging Mechanism

virtual address physical addres:
—— v bits— —— m bits—=
‘ page # ‘ oﬁset‘ ‘ frame # ‘ oﬁset‘
A A
T F

|
|
|
|
—_—————————— |
|
1
|
|
|

address
exception ‘

' | l
page table length —~— m bits—=

register page table base
register
frame #
protection and page table
other flags
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Address Translation: Paging Example
¢ Virtual addr = 32 bits, physical addr = 32 bits, offset = 1Xbit
Page Table Proc 1 Page Table Proc 2
0x0010 0000 0x0050 0000
Page | Frane Page | Frane
0 | Ox5 0002 0 | Ox4 0001
1 | Ox5 0001 1 | Ox7 9005
2 | Ox5 0000 2 | Ox7 FADD
3 | Ox6 0002
Process 1 Process 2
Page Tabl e base register 0x0010 0000 0x0050 0000
Page Table Len register 0x0000 0004 0x0000 0003
Virtual addr 0x0000 2004 0x0000 2004
Physi cal addr = ? ?
Vi rtual addr 0x0000 31A4 0x0000 31A4
Physi cal addr = ? ?
CS350 Operating Systems Fall 2015




Virtual Memory 13

Page Table Entries

¢ the primary payload of each page table entry (PTE) is a framneer

e PTEs typically contain other information as well, such as

— information provided by the kernel to control address tiaien by the
MMU, such as:
« valid bit: is the process permitted to use this part of theresklspace?
x present bit: is this page mapped into physical memory (ligefto page
replacement, to be discussed later)
* protection bits: to be discussed

— information provided by the MMU to help the kernel manageradd
spaces, such as:

x reference (use) bit: has the process used this page rezently
« dirty bit: has the process changed the contents of this page?
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Validity and Protection

e during address translation, the MMU checks that the pageghesed by the
process hasaalid page table entry

— typically, each PTE contains\alid bit
— invalid PTEs indicate pages that the process is not pemhtitteise

e the MMU may also enforce other protection rules, for example
— each PTE may containraad-onlybit that indicates whether the
corresponding page is readly, or can be modified by the process

e if a process attempts to access an invalid page, or violgtestaction rule, the
MMU raises an exception, which is handled by the kernel

The kernel controls which pages are valid and which are predeby setting
the contents of PTEs and/or MMU registers.
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Summary: Roles of the Kernel and the MMU

e Kernel:

— manage MMU state on address space switches (context sweichtfiread
in one process to thread in a different process)

— create and manage page tables
— manage (allocate/deallocate) physical memory
— handle exceptions raised by the MMU

e MMU (hardware):
— translate virtual addresses to physical addresses
— check for and raise exceptions when necessary
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Speed of Address Translation

e Execution of each machine instruction may involve one, twmore memory
operations

— one to fetch instruction
— one or more for instruction operands
e Address translation through a page table adds one extra mperperation (for

page table entry lookup) for each memory operation perfdrdweing
instruction execution

— Simple address translation through a page table can cuiatisin execution
rate in half.

— More complex translation schemes (e.g., midtiel paging) are even more
expensive.
e Solution: include a Translation Lookaside Buffer (TLB) etMMU
— TLB is a fast, fully associative address translation cache
— TLB hit avoids page table lookup
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TLB

e Each entry in the TLB contains a (page number, frame numizer) p

¢ If address translation can be accomplished using a TLB eatoess to the
page table is avoided.

— This is called ar'LB hit

e Otherwise, translate through the page table.
— This is called ar'LB miss

e TLB lookup is much faster than a memory access. TLB is an ésbee
memory- page numbers of all entries are checked simultaneously fieatch.
However, the TLB is typically small (typically hundredsgel28, or 256
entries).

¢ If the MMU cannot distinguish TLB entries from different agds spaces, then
the kernel must clear or invalidate the TLB on each addressespwitch.
(Why?)
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TLB Management

e A TLB may behardware-controllecor software-controlled

e In a hardware-controlled TLB, when there is a TLB miss:

— The MMU (hardware) finds the frame number by performing a gagte
lookup, translates the virtual address, and adds the &t@msl(page number,
frame number pair) to the TLB.

— If the TLB is full, the MMU evicts an entry to make room for thew one.

e In a software-controlled TLB, when there is a TLB miss:

— the MMU simply causes an exception, which triggers the Kezreeption
handler to run

— the kernel must determine the correct page-to-frame mgd load the
mapping into the TLB (evicting an entry if the TLB is full), fuge returning
from the exception

— after the exception handler runs, the MMU retries the irtdionm that caused
the exception.
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The MIPS R3000 TLB

e The MIPS has a softwateontrolled TLB that can hold 64 entries.

e Each TLB entry includes a virtual page number, a physicah&aumber, an
address space identifier (not used by OS/161), and sevegsl(fialid,
read-only).

e OS/161 provides low-level functions for managing the TLB:

TLB _Write: modify a specified TLB entry
TLB _Read: read a specified TLB entry
TLB _Probe: look for a page number in the TLB

¢ If the MMU cannot translate a virtual address using the TLBiises an
exception, which must be handled by OS/161.

Seekern/ arch/ m ps/include/tlb.h
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What is in a Virtual Address Space?

0x00400000 — 0x00401a0c
text (program code) and read—only data

growth

A N \

0x10000000 — 0x101200b0 stack
data high end of stack: Ox7fffffff

0x00000000 OXFFffff

This diagram illustrates the layout of the virtual addrgssce for the OS/161
test applicatioruser / t est bi n/ sort
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Address Translation In OS/161: dumbvm

e OS/161 starts with a very simple virtual memory implemeatat

e virtual address spaces are describe@fgr space objects, which record the
mappings from virtual to physical addresses

struct addrspace {

#i f OPT_DUMBVM
vaddr _t as_vbasel; /* base virtual address of code segment =/
paddr _t as_pbasel; /* base physical address of code segnent =*
size_t as_npagesl; /* size (in pages) of code segment =/
vaddr _t as_vbase2; /* base virtual address of data segment =/
paddr _t as_pbase2; /* base physical address of data segnment =
size_t as_npages2; /* size (in pages) of data segnent =/
paddr _t as_stackpbase; /* base physical address of stack =*/

#el se
[+ Put stuff here for your VM system */

#endi f

b

¢ Notice that each segment must be mapped contiguously iysigat memory.
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Address Translation Under dunbvm

the MIPS MMU tries to translate each virtual address usieggthitries in the
TLB

If there is no valid entry for the page the MMU is trying to tedate, the MMU
generates a TLB fault (called audress exceptign

e Thevmf aul t function (se&ker n/ arch/ m ps/ vm dunbvm c) handles
this exception for the OS/161 kernel. It uses informatiamfithe current
processaddr space to construct and load a TLB entry for the page.

On return from exception, the MIPS retries the instructiwet taused the
exception. This time, it may succeed.

vmf aul t is not very sophisticated. If the TLB fills up, OS/161 will std
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Address Translation: OS/161 dumbvm Example
e Note: in OS/161 the stack is 12 pages and the page size is 4 KBG00.

| Variable/Field | Process 1| Process 2|

as_vbasel | 0x0040 0000 | Ox0040 0000
as_pbasel | 0x0020 0000 | 0x0050 0000
as_npagesl | O0x0000 0008 | Ox0000 0002
as_vbase2 | 0x1000 0000 | 0x1000 0000
as_pbase2 | 0x0080 0000 | OXxO0AO0 0000
as_npages2 | 0x0000 0010 | 0x0000 0008
as_st ackpbase | 0x0010 0000 | Ox00BO 0000

Process 1 Process 2
Virtual addr 0x0040 0004 0x0040 0004
Physi cal addr = ? ?
Virtual addr 0x1000 91A4 0x1000 91A4
Physi cal addr = ? ?
Vi rtual addr OX7FFF 41A4 OX7FFF 41A4
Physi cal addr = ? ?
Virtual addr Ox7FFF 32B0 0x2000 41BC
Physi cal addr = ? ?
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Initializing an Address Space

e When the kernel creates a process to run a particular progiramst create an
address space for the process, and load the program’s cdamtninto that
address space

0OS/161pre-loadsthe address space before the program runs. Many other
OS load pageen demand(Why?)

e A program’s code and data is described ireaecutable filewhich is created
when the program is compiled and linked

e 0S/161 (and some other operating systems) expect exegdiialsito be in ELF
(Executable andl inking Format) format

e The OS/16Jkxecv system call ranitializes the address space of a process

i nt execv(const char =*program char =*xargs)

e Thepr ogr amparameter of thexecv system call should be the name of the
ELF executable file for the program that is to be loaded inéoettidress space.
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ELF Files
e ELF files contain address space segment descriptions, \ahgchseful to the
kernel when it is loading a new address space
¢ the ELF file identifies the (virtual) address of the prografin& instruction

e the ELF file also contains lots of other information (e.gct&m descriptors,
symbol tables) that is useful to compilers, linkers, delanggloaders and other
tools used to build programs
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Address Space Segments in ELF Files

The ELF file contains a header describing the segments antesggnages

Each ELF segment describes a contiguous region of the vatidaess space.

The header includes an entry for each segment which describe

— the virtual address of the start of the segment

— the length of the segment in the virtual address space

— the location of the start of the segment image in the ELF filpr@ésent)
— the length of the segment image in the ELF file (if present)

the image is an exact copy of the binary data that should lwketbanto the
specified portion of the virtual address space

the image may be smaller than the address space segmenicimaale the rest
of the address space segment is expected to befiletb

To initialize an address space, the OS/161 kernel copiemesgigimages
from the ELF file to the specifed portions of the virtual addrepace.
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ELF Files and OS/161

e OS/161'sdunmbvmimplementation assumes that an ELF file contains two
segments:

— atext segmentontaining the program code and any reedly data
— adata segmentontaining any other global program data

¢ the ELF file does not describe the stack (why not?)

e dunbvmcreates atack segmerior each process. Itis 12 pages long, ending at
virtual addres®x7f ffff f f

Look atker n/ syscal | /| oadel f. c to see how OS/161 loads segments
from ELF files
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ELF Sections and Segments

¢ Inthe ELF file, a program’s code and data are grouped togettesections
based on their properties. Some sections:

.text: program code

.rodata: read-only global data

.data: initialized global data

.bss: uninitialized global data (Block Started by Symbol)

.sbss: small uninitialized global data
¢ not all of these sections are present in every ELF file

e normally
— the. t ext and. r odat a sections together form the text segment

— the. dat a, . bss and. sbss sections together form the data segement

e space follocal program variables is allocated on the stack when the program
runs
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Theuser/ uw-t est bi n/ segnment s. ¢ Example Program (1 of 2)

#i ncl ude <uni std. h>
#define N  (200)

int x = Oxdeadbeef;

int t1;

int t2;

int t3;

int array[4096];

char const =*str = "Hello World\n";
const int z = Oxabcddcba;

struct exanple {

i nt ypos;
i nt Xpos;
b
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The user/ uw-t est bi n/ segnment s. ¢ Example Program (2 of 2)
i nt
mai n()
{

int count = O;

const int value = 1;
tl = N,

t2 = 2;

count = x + t1;

t2 =z +t2 + val ue;

r eboot ( RB_PONERCFF) ;
return 0; /* avoid conpiler warnings x/
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Secti on Headers:

[Nr] Nare

[ O]

[ 1] .text

[ 2] .rodata
[ 3] .reginfo
[ 4] .data

[ 5] .sbss

[ 6] .bss

Type
NULL
PRO&BI TS
PRO&BI TS

M PS_REG NFO

PROGBI TS
NOBI TS
NCBI TS

Addr

00000000
00400000
00400200
00400220
10000000
10000010
10000030

ELF Sections for the Example Program

O f

000000
010000
010200
010220
020000
020010
020010

Si ze

000000
000200
000020
000018
000010
000014
004000

s25,,% &

ﬁiégs: W(wite), A (alloc), X (execute), p (processor specific)

## Size =
## OFf = offset
## Addr = virtua

nunber of bytes (e.g.

.text

into the ELF file

addr ess

is 0x200 =

512 bytes

Thecs350-readel f program can be used to inspect OS/161 MIPS ELF

files: cs350-r eadel f

-a segnents
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ELF Segments for the Example Program

Pr ogr am Header s:

Type O fset Vi rt Addr PhysAddr FileSiz MenSiz Flg Align

REG NFO 0x010220 0x00400220 0x00400220 0x00018 0x00018 R  0x4

LOCAD
LOAD

program

the REGINFO section is not used
the first LOAD segment includes the .text and .rodata sestion

the second LOAD segment includes .data, .sbss, and .bss

0x010000 0x00400000 0x00400000 0x00238 0x00238 R E 0x10000
0x020000 0x10000000 0x10000000 0x00010 0x04030 RW 0x10000

segment info, like section info, can be inspected usingg®@50- r eadel f
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Contents of the Example Program’s. t ext Section

Contents of section .text:
400000 3c1c1001 279c8000 2408fff8 03a8e824 <...'...$...... $

## Decodi ng 3c1c1001 to determ ne instruction

## 0x3c1c1001 = binary 111100000111000001000000000001
## 0011 1100 0001 1100 0001 0000 0000 0001

## instr | rs | rt | i medi ate

## 6 bits | 5 bits| 5 bits| 16 bits

## 001111 | 00000 | 11100 | 0001 0000 0000 0001

## LUl | O | reg 28| 0x1001

## LU | unused| reg 28| 0x1001

## Load upper imrediate into rt (register target)

## lui gp, 0x1001

Thecs350- obj dunp program can be used to inspect OS/161 MIPS ELF
file section contentcs350- obj dunp -s segnents
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Contents of the Example Program’s. r odat a Section

Contents of section .rodata:
400200 abcddcba 00000000 00000000 00000000 ................
400210 48656¢c6¢c 6f 20576f 726c640a 00000000 Hello World. . ...

## const int z = Oxabcddcba

## |f conpiler doesn't prevent z frombeing witten,
#it then the hardware coul d.

## 0x48 = "H O0x65 = '€ 0x0a = '\n" 0x00 = "\0O’

The. r odat a section contains the “Hello World” string literal and theneo
stant integer variable.
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Contents of the Example Program’s. dat a Section

Contents of section .data:
10000000 deadbeef 00400210 00000000 00000000 ..... @.........

## Size = 0x10 bytes = 16 bytes (padding for alignnent)
## int x = deadbeef (4 bytes)

## char const *str = "Hello Wrld\n"; (4 bytes)

## address of str = 0x10000004

## value stored in str = 0x00400210.

## NOTE: this is the address of the start

## of the string literal in the .rodata section

The. dat a section contains the initialized global variabgtsr andx.
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Contents of the Example Program’s. bss and . sbss Sections

10000000

D x
10000004 D str
10000010 S t3 ## S indi cates sbss section
10000014 S t2
10000018 S t1
1000001c S errno
10000020 S __argv
10000030 B array ## B indi cates bss section
10004030 A _end
10008000 A _gp

Thet 1,t 2, andt 3 variables are in thesbss section. Thear r ay variable
isinthe. bss section. There are no values for these variables in the E&F fil
as they are uninitialized. Thes350- nmprogram can be used to inspect
symbols defined in ELF filexxs350- nm - n <fi | enane>, in this case
cs350-nm -n segnents.
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An Address Space for the Kernel

e Each process has its own address space. What about thekernel

e Three possibilities:

Kernel in physical space: disable address translation in privileged system
execution mode, enable it in unprivileged mode

Kernel in separate virtual address space:need a way to change address
translation (e.g., switch page tables) when moving betvpestieged and
unprivileged code

Kernel mapped into portion of address space oévery process. OS/161,
Linux, and other operating systems use this approach
— memory protection mechanism is used to isolate the keraei fr
applications
— one advantage of this approach: application virtual addse@sg.,
system call parameters) are easy for the kernel to use
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The Kernel in Process’ Address Spaces

Kernel
(shared, protected)

1T T [ "

| |

I I !

: | : :

| ! | — | !

! I ! I

! | ! |

! I ! I

! | ! |

! I ! I

! | ! |

| |

Process 1 Process 2

Address Space Address Spat

Attempts to access kernel code/data in user mode result imanyeprotee
tion exceptions, not invalid address exceptions.
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Address Translation on the MIPS R3000

2GB 2GB
<— user space ———><+—— kernel space ——>
kuseg ksegO || ksegl kseg2
0.5GB | 0.5GB 1GB
A Lu J
0xc0000000
TLB mapped 0xa0000000
0x00000000 0x80000000 OXFFfFFff
unmapped, cached unmapped, uncached

In OS/161, user programs live in kuseg, kernel code and datetgtes live
in ksegO, devices are accessed through ksegl, and ksegiseaab
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The Problem of Sparse Address Spaces

nnnnnnnnnnnnnnnn
text (program

I
I ‘ ‘ growth I ‘

" — ox1012 stack
et - I p—

0x00000000 oxtitif

e Consider the page table faser / t est bi n/ sort, assuming a 4 Kbyte page:

— need2'” page table entries (PTESs) to cover the bottom half of theiairt
address space (2GB).

— the text segment occupies 2 pages, the data segment oc28pipages,
and OS/161 sets the initial stack size to 12 pages, so ther@ér303 valid
pages (o).

¢ If dynamic relocation is used, the kernel will need to map 82@dress space
contiguously into physical memory, even though only a tiacfion of that
address space is actually used by the program.

e If paging is used, the kernel will need to create a page talite24° PTEs,
almost all of which are marked as not valid.
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Handling Sparse Address Spaces

¢ Use dynamic relocation, but provide separate base andiémgéach valid
segment of the address space. Do not map the rest of the adpae=e.

— 0S/161dunmbvmuses a simple variant of this idea, which depends on
having a softwarenanaged TLB.

— A more general approach sggmentation

e A second approach is to usaulti-level paging

— replace the single large linear page table with a hierar¢isynaller page
tables

— a sparse address space can be mapped by a sparse tree Yierarch

— easier to manage several smaller page tables than one tegdeeonember:
each page table must be continguous in physical memory!)
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Segmentation
e Often, programs (likesor t ) need several virtual address segments, e.g, for
code, data, and stack.

¢ With segmentation, a virtual address can be thought of asdawo parts:

(segment ID, address within segment)

e Each segment also has a length.
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Segmented Address Space Diagram

Proc 1 physical memory
0
segment 0
segment 1
segment 2
segment 0
m
2 -1
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Mechanism for Translating Segmented Addresses

physical address
—~— m bits —=

virtual address |:|
~—V bits —
offset +

segment table

T : : F |
address ;
exception ;

[ : 1 ]
—— m bits —
segment table
base register  gjze \start

protection

segment table
length register

This translation mechanism requires physically contiguallocation of seg
ments.
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Address Translation: Segmented Addresses Example

e Virtual addr = 32 bits, physical addr = 32 bits, offset = 2&hit

Segment Table 1 @x0010 0000 Segment Table 2 @x0050 0000
Seg | Size | Prot | Start Seg | Size | Prot | Start

0 | 0x6000 X- |1 0x7 0000 0 | 0x9000 X- | 0x90 0000
1 | Ox1000 | -W | Ox6 0000 1 | OxDOOO | -W | OXAF 0000
2 | O0xC000 | -W | Ox5 0000 2 | OXA000 | -W | Ox70 0000
3 | 0xBOOO | -W | Ox8 0000

Process 1 Process 2

Seg Tabl e base reg 0x0010 0000 0x0050 0000

Seg Tabl e Len 0x0000 0004 0x0000 0003

Virtual addr 0x0000 2004 0x1000 B481

Physi cal addr = ? ?

Virtual addr 0x2000 31A4 0x2000 B1A4

Physi cal addr = ? ?
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Handling Sparse Paged Virtual Address Spaces

e Large paged virtual address spaces require large pags.table

o example:2® byte virtual address spaceKbyte (2! byte) pages4 byte page
table entries means

248

ﬁ22 = 237 bytes per page table

e page tables for large address spaces may be very large, and
— they must be in memory, and

— they must be physically contiguous
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Two-Level Paging

virtual address (v bits)

‘ page#‘ page% offset ‘ ‘ frame # ‘ offset ‘

physical address (m bits)

address
exception ‘
: ‘ H level 1
level 1 ~—mbits — page table I
length register page table i
base register brooo
level 2
page tables
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Address Translation: Two-Level Paging Example
e Bits: Virtual addr = 32, physical addr = 32, level 1 = 4, levet 22

Level 1 Level 2 Level 2 Level 2
0x0010 0000 0x0005 0000 0x0004 0000 0x0007 0000
S | Len | Address P | Frame P | Frane P | Frane
0 3 | Ox7 0000 || O | Ox8001 0 | 0x4001 0 | Ox200A
1 3| 0x5 0000 || 1 | 0x9005 1 | 0x7005 1 | 0x200B
2 4 | 0x4 0000 || 2 | Ox6ADD 2 | Ox7A00 2 | 0x200C
3 | 0x1023
Base register 0x0010 0000 0x0010 0000
Level 1 Len 0x0000 0003 0x0000 0003
Virtual addr 0x1000 2004 0x3004 020F
Physi cal addr = ? ?
Virtual addr 0x2003 31A4 0x1003 20A8
Physi cal addr = ? ?
Virtual addr 0x0002 A049
Physi cal addr = ?
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Combining Segmentation and Paging
Proc 1 physical memory
0
segment 0
. 1
segment1 [N
1 1
segment 2 -
Proc 2
segment 0 I
1 1
1 1
1 1
! 1
1 1 m
1 1 2 -1
|
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Combining Segmentation and Paging: Translation Mechanism
virtual address physical address
~—— Vhits — = m bits 7
‘ seg#‘ page #‘ oﬁset‘ ‘ frame # ‘ offset ‘
T F segment table page table
address i ‘ 1
exception !
| : 1 - ]
segment table m bits —>
- segment table
length register .
base register
page table| page table
length base addr
protection
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Address Translation: Segmentation and Paging Example
e Bits: Virtual addr = 32, physical addr = 32, Segment = 8, Page =

Segment Table 1 Page Table Page Table Page Table
0x0020 0000 0x0003 0000 || 0x0001 0000 || 0x0002 0000
S| Len| Prot| Address || P| Frane P| Frane P | Frane
0 3] X- | Ox3 0000 || O | Ox8001 || O | Ox4001 || O | Ox200A
1 4| -W | Ox1 0000 || 1 | Ox9005 || 1 | Ox7005 || 1 | Ox200B
2 3] -W | 0Ox2 0000 || 2 | OX6ADD || 2 | OX7A00 || 2 | Ox200C
3 | 0x1023
Base register 0x0020 0000 0x0020 0000
Seg Tabl e Len 0x0000 0003 0x0000 0003
Virtual addr 0x0100 2004 0x0102 C104
Physi cal addr = ? :
Virtual addr 0x0203 31A4 0x0304 020F
Physi cal addr = ? :
Virtual addr 0x0002 A049 0x0104 20A8
Physi cal addr = ?
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Goals:

Exploiting Secondary Storage

e Allow virtual address spaces that are larger than the phyaudress space.

¢ Allow greater multiprogramming levels by using less of thaikable (primary)
memory for each process.

Method:

e Allow pages (or segments) from the virtual address space &idred in
secondary storage, e.g., on disks, as well as primary memory

e Move pages (or segments) between secondary storage araryprimemory so
that they are in primary memory when they are needed.
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Paging Policies

When to Page?:
Demand pagindprings pages into memory when they are used. Alternatively,
the OS can attempt to guess which pages will be usedpeeidtchthem.

What to Replace?:
Unless there are unused frames, one page must be replaaatfopage that is
loaded into memory. Aeplacement policgpecifies how to determine which
page to replace.

Similar issues arise if (pure) segmentation is used, oytfit of data trans
fer is segments rather than pages. Since segments may \&rgjrsegmen-
tation also requires placement policywhich specifies where, in memory, a
newly-fetched segment should be placed.
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Page Faults

e When paging is used, some valid pages may be loaded into peamat some
may not be.

e To account for this, each PTE may contaiprasentbit, to indicate whether the
page is or is not loaded into memory
— V =1, P = 1: page is valid and in memory (no exception occurs)
— V =1, P = 0: page is valid, but is not in memory (exception!)
— V =0, P = z: invalid page (exception!)

e If V =1andP = 0, the MMU will generate an exception if a process tries to
access the page. This is callegage fault

e To handle a page fault, the kernel must:
— issue a request to the disk to copy the missing page into mgmor
— blockthe faulting process

— once the copy has completed, g&t= 1 in the PTE and unblock the process

e the processor will then retry the instrution that causedptge fault
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Page Faults in 0S/161

¢ things are a bit different in systems with softwan@anaged TLBs, such as
0S/161 on the MIPS processor

¢ MMUSs with software-managed TLBs never check page tabla$tfaus do not
interpretP bits in page table entries

¢ In an MMU with a software-managed TLB, either there is a vaighslation for
a page in the TLB, or there is not.

— If there is not, the MMU generates an exception. It is up tokimel to
determine the reason for the exception. Is this:
% an access to a valid page that is not in memory (a page fault)?
x an access to a valid page that is in memory?
% an access to an invalid page?

— The kernel should ensure that a page has a translation inLBeofly if the
page is valid and in memory. (Why?)
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A Simple Replacement Policy: FIFO

¢ the FIFO policy: replace the page that has been in memorytigekt

e athree-frame example:

Num|1|2|3|4|5|6|7|8|9]|10]|11]| 12
Refs|a|b|lc|d|a|bje|ja|b|l c| d| e
Framella|a|a|d|d|d|e|e|le| e | e | e
Frame 2 b blalajajala| c | c | cC
Frame 3 cic|c|b|b|b|b|b|d]|d
Fault?| x | X | X | X | X | X | X X | X
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Optimal Page Replacement

e There is an optimal page replacement policy for demand gagin

e The OPT policy: replace the page that will not be referencedhfe longest

time.
Num|1|2|3|4|5/6|7|8|9|10| 11| 12
Refs|a|b|c|d]| a e| a c d e
Framel| a | a a al a al c c
Frame 2 b b b d d
Frame 3 cld|d|d|el|le|e| e e e
Fault?| x | x | x | X X X X
e OPT requires knowledge of the future.
CS350 Operating Systems Fall 2015
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Other Replacement Policies

e FIFO is simple, but it does not consider:
Frequency of Use: how often a page has been used?
Recency of Use:when was a page last used?

Cleanliness: has the page been changed while it is in memory?

e Theprinciple of localitysuggests that usage ought to be considered in a
replacement decision.

e Cleanliness may be worth considering for performance reaso
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Locality

e Locality is a property of the page reference string. In otherds, it is a
property of programs themselves.

e Temporal localitysays that pages that have been used recently are likely to be
used again.

e Spatial localitysays that pages “close” to those that have been used angtlikel
be used next.

In practice, page reference strings exhibit strong logaiithy?
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Least Recently Used (LRU) Page Replacement

¢ LRU is based on the principle of temporal locality: repldoe page that has not
been used for the longest time

e To implement LRU, it is necessary to track each page’s rgcehuase. For
example: maintain a list of iImemory pages, and move a page to the front of
the list when it is used.

¢ Although LRU and variants have many applications, true LRUifficult to
implement in virtual memory systems. (Why?)
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Least Recently Used: LRU

e the same threrame example:

Num|1|2|3|4|5/6|7|8|9|10| 11| 12

Refs|a|b|c|d|a|b|e|la|b]| ¢ d e

Frame 1| a | a d d|{d|e|e|e]| c c c

Frame 2 b blalal|a al a|dd d

Frame 3 clc|lc|b|b|b|b|Db b e

Fault? | x | X | x| X | x| X | X X X X
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The “Use” Bit

e A use bit(or reference bitis a bit found in each page table entry that:

— is set by the MMU each time the page is used, i.e., each timsl\g

translates a virtual address on that page

— can be read and cleared by the operating system

e The use bit provides a small amount of efficiently-maintaleaisage

information that can be exploited by a page replacementi#thgo.
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The Clock Replacement Algorithm

e The clock algorithm (also known as “second chance”) is orta®&implest
algorithms that exploits the use bit.

e Clock is identical to FIFO, except that a page is “skippedtsfuse bit is set.

e The clock algorithm can be visualized as a victim pointet tyales through
the page frames. The pointer moves whenever a replacemeattéssary:

while use bit of victimis set

clear use bit of victim

victim= (victim+ 1) % numfranes
choose victimfor replacenent
victim= (victim+ 1) % numfranes
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Page Cleanliness: the “Modified” Bit

A page ismodified(sometimes called dirty) if it has been changed since it was
loaded into memory.

A modified page is more costly to replace than a clean pagey®Vh

The MMU identifies modified pages by settingredified bitin page table entry
of a page when a processitesto a virtual address on that page, i.e., when the
page is changed.

The operating system can clear the modified bit when it cléznpage

The modified bit potentially has two roles:
— Indicates which pages need to be cleaned.

— Can be used to influence the replacement policy.
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How Much Physical Memory Does a Process Need?
¢ Principle of locality suggests that some portions of thecpss’s virtual address
space are more likely to be referenced than others.

¢ A refinement of this principle is theorking set modebf process reference
behaviour.

e According to the working set model, at any given time soméipoiof a
program’s address space will be heavily used and the remamd not be.
The heavily used portion of the address space is calledtinking setf the
process.

e The working set of a process may change over time.

e Theresident sebf a process is the set of pages that are located in memory.

According to the working set model, if a process’s residentiscludes its
working set, it will rarely page fault.
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Resident Set Sizes (Example)

PID VSZ RSS COVIVAND

805 13940 5956 /usr/bi n/ gnome-session
831 2620 848 /usr/bin/ssh-agent

834 7936 5832 /usr/lib/gconf2/gconfd-2 11
838 6964 2292 gnone- snproxy

840 14720 5008 gnone-settings-daenon
848 8412 3888 sawfi sh

851 34980 7544 nautil us

853 19804 14208 gnomne- panel

857 9656 2672 gpilotd

867 4608 1252 gnone- name-service
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Thrashing and Load Control

e What is a good multiprogramming level?
— If too low: resources are idle
— If too high: too few resources per process
e A system that is spending too much time paging is said tthizshing
Thrashing occurs when there are too many processes cometithe
available memory.
e Thrashing can be cured by load shedding, e.g.,
— Killing processes (not nice)
— Suspending angwapping ouprocesses (nicer)
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Swapping Out Processes

e Swapping a process out means removing all of its pages fromamg or
marking them so that they will be removed by the normal pag&oement
process. Suspending a process ensures that it is not renmhlibé it is swapped
out.

e Which process(es) to suspend?

— low priority processes
— blocked processes
— large processes (lots of space freed) or small processasr(&areload)

e There must also be a policy for making suspended processeyg when system
load has decreased.
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Bus Architecture Example

‘ CPU } ‘ CPU
I I memory
bus
Bridge Memory

USB
PCI-E

SATA

3 &
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Simplified Bus Architecture

CPU CPU

Memory @ @ Graphics| % %

bus
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Sys/161 LAMEbus Device Examples

timer/clock- current time, timer, beep
disk drive - persistent storage

serial console - character input/output
text screen - character-oriented graphics

network interface - packet input/output
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Device Register Example: Sys/161 timer/clock
Offset | Size Type Description

0 4 status current time (seconds)

4 4 status current time (nanoseconds)

8 4 command restart-on-expiry

12 4 | status and command interrupt (reading clears)

16 4 | status and command countdown time (microseconds)

20 4 command speaker (causes beeps)
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Device Register Example: Sys/161 disk controller

Offset | Size Type Description
0 4 status number of sectors
4 4 | status and command status
8 4 command sector number
12 4 status rotational speed (RPM
32768 | 512 data transfer buffer
CS350 Operating Systems Fall 2015
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Device Drivers

e adevice driver is a part of the kernel that interacts with\aate

e example: write character to serial output device

wite character to device data register
write output conmand to device command register
repeat {
read device status register
} until device status is ‘‘conpleted
cl ear the device status register

¢ this example illustrategolling: the driver repeatedly checks whether the device

is finished, until it is finished.
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Another Polling Example

wite target sector nunber into sector nunber register
wite output data (512 bytes) into transfer buffer
wite ‘“‘wite’’ command into status register
repeat {

read status register
} until status is ‘‘conpleted’’ (or error)
clear the status register

Disk operations are slow. The device driver may have to polaflong time.
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Using Interrupts to Avoid Polling

¢ polling can be avoided if the device can use interrupts tecatd that it is
finished

e example: disk write operation using interrupts:

wite target sector nunber into sector nunber register
wite output data (512 bytes) into transfer buffer
wite '"wite’’ command into status register

bl ock until device generates conpletion interrupt

read status register to check for errors

cl ear status register

¢ while thread running the driver is blocked, the CPU is freeutoother threads

e kernel synchronization primitives (e.g., semaphores)bmansed to implement
blocking
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Device Data Transfer

e Sometimes, a device operation will involve a large chunkasde much larger
than can be moved with a single instruction.

— example: disk read or write operation
e Devices may have data buffers for such data - but how to getatebetween
the device and memory?

— Option 1:program-controlled 1/0O
The device driver moves the data iteratively, one word ane fi

x Simple, but the CPU ibusywhile the data is being transferred.

— Option 2:direct memory access (DMA)
+x CPU isnot busyduring data transfer, and is free to do something else.

Sys/161 LAMEbus devices do program-controlled 1/O.
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Direct Memory Access (DMA)

e DMA is used for block data transfers between devices (e djskacontroller)
and memory

e Under DMA, the CPU initiates the data transfer and is noti¥ibe@n the transfer
is finished. However, the device (not the CPU) controls thedfer itself.

CPU CPU
3

1

2 viv
Memory [keyboara @ Graphics|

1. CPU issues DMA request to controller

bus

2. controller directs data transfer

3. controller interrupts CPU
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Device Driver for Disk Write with DMA

wite target disk sector nunber into sector nunber register
wite source nenory address into address register

wite ""wite’’ command into status register

bl ock (sl eep) until device generates conpletion interrupt
read status register to check for errors

cl ear status register

Note: driver no longer copies data into device transferdyuff
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Accessing Devices

e how can a device driver access device registers?

e Option 1: special I/O instructions

such as n andout instructions on x86

device registers are assigned “port” numbers

instructions transfer data between a specified port and ar€gister

e Option 2: memorymapped I/O
— each device register has a physical memory address

— device drivers can read from or write to device registeragiaiormal load
and store instructions, as though accessing memory
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MIPS/OS161 Physical Address Space

0x00000000 OXFFffffff
RAM

ROM: 0x1fc00000 - Ox1fdfffff
devices: 0x1fe00000 - Ox1fffffff

64 KB device "slot"
0x1fe00000 [Yahiiiiiid

Each device is assigned to one of 32 64KB device “slots”. AdEy regis
ters and data buffers are memory-mapped into its assigoed sl
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Logical View of a Disk Drive

disk is an array of numbered blocks (or sectors)

each block is the same size (e.g., 512 bytes)

blocks are the unit of transfer between the disk and memory

— typically, one or more contiguous blocks can be transfeimedsingle
operation

storage iswon-volatile i.e., data persists even when the device is without power
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Simplified Cost Model for Disk Block Transfer

e moving data to/from a disk involves:
seek time: move the read/write heads to the appropriate cylinder
rotational latency: wait until the desired sectors spin to the read/write heads

transfer time: wait while the desired sectors spin past the read/write $iead

e request service time is the sum of seek time, rotationahtgteand transfer time
tservice = tseek + trot + ttransfer

e note that there are other overheads but they are typicaliyl sefative to these
three
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Rotational Latency and Transfer Time

e rotational latency depends on the rotational speed of e di

e if the disk spins at rotations per second:

1
0 S trot S -
w
e expected rotational latency:
_ 1
trot = %
¢ transfer time depends on the rotational speed and on therdrobdata

transferred
e if k sectors are to be transferred and therelasectors per track:
k

ttransfer = T—w
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Seek Time

e seek time depends on the speed of the arm on which the resdheads are
mounted.

e asimple linear seek time model:

— tmazsecek 1S the time required to move the read/write heads from the
innermost cylinder to the outermost cylinder

— C'is the total number of cylinders
o if k is the requirecseek distancé: > 0):

k
tseek (k) = Etmamseek
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Performance Implications of Disk Characteristics

e larger transfers to/from a disk device amere efficienthan smaller ones. That
Is, the cost (time) per byte is smaller for larger transf@/ghy?)

e sequential I/O is faster than n@equential I/0
— sequential I/O operations eliminate the need for (mosfisee

— disks use other techniques, likack buffering to reduce the cost of
sequential I/O even more
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Disk Head Scheduling

e goal: reduce seek times by controlling the order in whicluestis are serviced

¢ disk head scheduling may be performed by the controllerhbyperating
system, or both

¢ for disk head scheduling to be effective, there must be agoéautstanding
disk requests (otherwise there is nothing to reorder)

e an online approach is required: the disk request queue is ntit sta
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FCFS Disk Head Scheduling

¢ handle requests in the order in which they arrive

e fair and simple, but no optimization of seek times

50 100 150
AN AN AN AN AN AN AN AN AN AN AN
N N N N N N N N N N\
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ Ly ) \
\ -
\ T T T T T T T T s
[ [ [ | | [ [ [ [ [
1 1 | 1 1 1 1
| OJ . | . . | | | . | D
/ ; ;
I I I | -
I I I I I I I I
/ / / / / / / / / /
/ / / / / / / / / /
head / / / / / / / / /
/ / / / / / / / /
/ / / / / / / / / /
/ / / / / / / / / /
/ / / / / / / / / /
/ / / / / / / / / /
/ / / / / / / / / /
7/ 7 7 7/ 7/ 7/ 7/ 7/ 7 7
53 6570 104
arrival order: 104183 14 65 70
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Shortest Seek Time First (SSTF)

e choose closest request (a greedy approach)

e seek times are reduced, but requests may starve

s s s / / s s s s s / /

53 6570 104
arrival order: 104 183 14 65 70
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Elevator Algorithms (SCAN)

e Under SCAN, aka the elevator algorithm, the disk head mavese direction
until there are no more requests in front of it, then revedsetion.

¢ there are many variations on this idea

e SCAN reduces seek times (relative to FCFS), while avoidiagvation
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SCAN Example

/ /

/ /

/ /
/
/

/ / 7/ / / 7/ / / 7/
37 53 6570 104

arrival order: 104183 37 14 65 70
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Job Scheduling Model

e problem scenario: a set pfbsneeds to be executed using a single server, on
which only one job at a time may run

e for theith job, we have an arrival time; and a run time-;

e after theith job has run on the server for total timg it finishes and leaves the
system

e ajobschedulemdecides which job should be running on the server at each poin
in time

e lets; (s; > a;) represent the time at which thih job first runs, and lef;
represent the time at which tlih job finishes
— theturnaround timeof theith job is f; — a;

— theresponse timef theith job iss; — a;
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Basic Non-Preemptive Schedulers: FCFS and SJF

e FCFS: runs jobs in arrival time order.
— simple, avoids starvation

— pre-emptive variant: round-robin

e SJF: shortest job first - run jobs in increasing order;of
— minimizes averag&rnaroundtime
— long jobs may starve

— pre-emptive variant: SRTF (shortest remaining time first)
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FCFS Gantt Chart Example

J1 [
J2 L
J3 i i i i i I
J4 i i i i i i i I
: : : : : : : : : : : > time
0 4 8 12 16 20
Job J1|J2|J3| J4
arrival (a;) 0
run time ;)
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SJF Example

Ji L
J3 [
J4 i i i —
: : : : : : : : : : : > time
0 4 8 12 16 20
Job J1|J2|J3| J4

arrival (a;) 0

run time ;)
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Round Robin Example

N
J2 — ? — ? I —
J3 ?  — ? ? .
J4 ? ? ? ? =
: : : : : : : : : : : > time
0 4 8 12 16 20
Job J1[J2]J3]| J4
arrival (a;) 0
run time ;)
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SRTF Example

Ji N
J3 [
J4 § ¢ .
: : : : : : : : : : : > time
0 4 8 12 16 20
Job J1[J2]J3]| J4

arrival (a;) 0

run time ;)
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CPU Scheduling

e CPU scheduling is job scheduling where:
— the server is a CPU (or a single core of a muatire CPU)

— the jobs areeady threads
x athread “arrives” when it becomes ready, i.e., when it i$ éirsated, or

when it wakes up from sleep
* the run-time of the thread is the amount of time that it wilh luefore it

either finishes or blocks
— thread run times are typicallyot knownin advance by the scheduler

e typical scheduler objectives
— responsiveness - lovesponse timér some or all threads
— “fair” sharing of the CPU

— efficiency - there is a cost to switching
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Prioritization

e CPU schedulers are often expected to consider processeadtpriorities

e priorities may be
— specified by the application (e.g., Linux
setpriority/sched_setschedul er)

— chosen by the scheduler

— some combination of these

e two approaches to scheduling with priorites
1. schedule the highest priority thread

2. weighted fair sharing
— let p; be the priority of theth thread
— try to give each thread a “share” of the CPU in proportion $gitiority:

Di
Zj pj @
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Multi-level Feedback Queues

e objective: good responsiveness ioteractiveprocesses
— threads of interactive processes block frequently, have stin times
e idea: gradually diminish priority of threads with long rumes and infrequent
blocking
— if a thread blocks before its quantum is usednase its priority
— if a thread uses its entire quantulonver its priority
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Multi-level Feedback Queues (Algorithm)

scheduler maintains several rourabin ready queues

— highest priority threads in queugy, lower priority inQ1, still lower in Q,
and so on.

scheduler always chooses thread from the lowest non-enuetyeq

threads in queu®); use quantung;, andg; < q; if 7 < j

newly ready threads go into ready quepg

a leveli thread that is preempted goes into quéye;

This basic algorithm magtarvethreads in lower queues. Various enhance-
ments can avoid this, e.g, periodically migrate all thraatisQ).
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3 Level Feedback Queue State Diagram

blocked

preempt
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Linux Completely Fair Scheduler (CFS) - Key Ideas

e “Completely Fair Scheduling” a weighted fair sharing approach

e suppose that; is the actual amount of time that the scheduler has allowed th
ith thread to run.

>, P >, P
0 - 01 p1 -

e on anideally sharedprocessor, we would expecs > =

>, P

pi

o CFS calls;
thread

thevirtual runtimeof the«th thread, and tracks it for each

e CFS chooses the thread with the lowest virtual runtime, and it until some
other thread’s virtual runtime is lower (subject to a minfimtuntime quantum)

— virtual runtime advances more slowly for higher priorityeghds, so they get
longer time slices

— all ready threads run regularly, so good responsiveness
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Scheduling on Multi-Core Processors

core

A

core

A

core

A

core

A

per core ready queue(s) VS. shared ready queue(

CS350 Operating Systems Fall 2015

Scheduling 14

Scalability and Cache Affinity

e Contention and Scalability
— access to shared ready queue is a critical section, mutalaiston needed
— as number of cores grows, contention for ready queue becampexblem

— per core desigscalesto a larger number of cores

e CPU cache affinity
— as thread runs, data it accesses is loaded into CPU cache(s)

— moving the thread to another core means data must be relaaddtat
core’s caches

as thread runs, it acquires affinity for one core because of the cached data

per core design benefits from affinity by keeping threads erséime core

shared queue design does not
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Load Balancing

in percore design, queues may have different lengths

this results inoad imbalanceacross the cores
— cores may be idle while others are busy

— threads on lightly loaded cores get more CPU time than tisreadceavily
loaded cores

not an issue in shared queue design

per-core designs typically need some mechanisnthi@ad migrationto
address load imbalances

— migration means moving threads from heavily loaded cordightly loaded
cores
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Files and File Systems

o files: persistent, named data objects
— data consists of a sequence of numbered bytes
— file may change size over time

— file has associated metkata

* examples: owner, access controls, file type, creation arekac
timestamps

o file system: a collection of files which share a common nameespa

— allows files to be created, destroyed, renamed,
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File Interface

e open, close
— open returns a file identifier (or handle or descriptor), \Wwhicused in
subsequent operations to identify the file. (Why is this (®ne
e read, write, seek
— read copies data from a file into a virtual address space
— write copies data from a virtual address space into a file

— seek enables non-sequential reading/writing

e get/set file meta-data, e.g., Urfist at, chnod
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File Read

fileoffset (implicit)
vaddr

g b

length

virtual address
space

file

read(filel D, vaddr, |ength)
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File Position

each file descriptor (open file) has an associated file pasitio

read and write operations
— start from the current file position

— update the current file position

this makes sequential file I/0O easy for an application to estju

for nonsequential (random) file 1/0, use:
— a seek operatiori 6eek) to adjust file position before reading or writing
— a positioned read or write operation, e.g., Upixead, pwite:
pread(fileld,vaddr,|length,filePosition)
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Sequential File Reading Example (Unix)

char buf[512];
int i;
int f = open("nyfile", O RDONLY);
for(i=0; i<100; i++) {
read(f, (void =*)buf, 512);

}
cl ose(f);
Read the first 00 x 512 bytes of a file512 bytes at a time.
CS350 Operating Systems Fall 2015
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File Reading Example Using Seek (Unix)

char buf[512];
int i;
int f = open("nyfile", O RDONLY);
for(i=1; i<=100; i++) {
| seek(f, (100-i)*512, SEEK SET);
read(f, (void =*)buf, 512);
}

cl ose(f);

Read the first 00 x 512 bytes of a file512 bytes at a time, in reverse order.
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File Reading Example Using Positioned Read

char buf[512];
int i;
int f = open("nyfile", O RDO\LY);
for(i=0; i<100; i+=2) {
pread(f, (void *)buf,512,i*512);

cl ose(f);

Read every seconil 2 byte chunk of a file, untib0 have been read.
CS350 Operating Systems Fall 2015
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Directories and File Names

¢ A directory mapdile namegstrings) toi-numbers
— an iknumber is a unique (within a file system) identifier for a fitedorectory

— given an i-number, the file system can find the data and megafalathe file
e Directories provide a way for applications to group reldikzs

e Since directories can be nested, a filesystem’s directoaede viewed as a
tree, with a singleoot directory.

e In a directory tree, files are leaves

e Files may be identified bgathnameswhich describe a path through the
directory tree from the root directory to the file, e.g.:

/ homre/ user/ cour ses/ cs350/ notes/ fil esys. pdf
¢ Directories also have pathnames

e Applications refer to files using pathnames, not i-numbers
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Hierarchical Namespace Example

Key
@ = directory
L] =file
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Hard Links

ahard linkis an association between a name (string) andramber
— each entry in a directory is a hard link

when a file is created, so is a hard link to that file
— open(/ al/ b/ ¢, O.CREAT| O.TRUNC)

— this creates a new file if a file calléda/ b/ ¢ does not already exist

— it also creates a hard link to the file in the directoy/ b

Once afile is create@ddditional hard links can be made to it.

— example:l i nk(/x/ b, /'yl k/ h) creates a new hard lirkin directory
/'yl k. The link refers to the i-number of filex/ b, which must exist.

linking to an existing file creates a new pathname for that file

— each file has a unique i-number, but may have multiple patbsam

Not possible td i nk to a directory (to avoid cycles)
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Unlinking and Referential Integrity

¢ hard links can be removed:
—unl i nk(/x/ b)
¢ the file system ensures that hard links heaferential integrity which means
that if the link exists, the file that it refers to also exists.
— When a hard link is created, it refers to an existing file.

— There is no system call to delete a file. Instead, a file is ééleten its last
hard link is removed.
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Symbolic Links

e asymbolic link or soft link is an association between a name (string) and a
pathname.

—symink(/z/a,lylkln creates a symbolic linknin directory/ y/ k.
The symbolic link refers to the pathnarhe/ a.
e If an application attempts to opéry/ k/ m the file system will
1. recogniz€ y/ k/ mas a symbolic link, and

2. attempt to opehz/ a instead

o referential integrity is1otpreserved for symbolic links

— in the example abové,z/ a need not exist!
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UNIX/Linux Link Example (1 of 3)

%cat > filel

This is filel.

<cntl -d>

%ls -1li

685844 -rw------ 1 user group 15 2008-08-20 filel
%In filel |inkl

%Iln -s filel syml

% 1l n not-here |ink2

In: not-here: No such file or directory

%In -s not-here syne

Files, hard links, and soft/symbolic links.

CS350 Operating Systems Fall 2015

File Systems 14

UNIX/Linux Link Example (2 of 3)

%ls -1li
685844 -rw------ 2 user group 15 2008-08-20 filel
685844 -rw------ 2 user group 15 2008-08-20 |inkl

685845 | rwxrwxrwx 1 user group 5 2008-08-20 synl -> filel
685846 | rwxrwxrwx 1 user group 8 2008-08-20 syn2 -> not-here
% cat filel

This is filel.

% cat linkl

This is filel.

% cat syml

This is filel.

% cat synR

cat: synR: No such file or directory

% /binfrmfilel

Accessing and manipulating files, hard links, and soft/syliabinks.
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UNIX/Linux Link Example (3 of 3)

%ls -1li

685844 -rw------ 1 user group 15 2008-08-20 linkl

685845 | rwxrwxrwx 1 user group 5 2008-08-20 syml -> filel
685846 | rwxrwxrwx 1 user group 8 2008-08-20 syn2 -> not-here
% cat |inkl

This is filel.

% cat syml

cat: synil: No such file or directory

%cat > filel

This is a brand new filel.

<cntl -d>
%Ils -1li
685847 -rw------ 1 user group 27 2008-08-20 filel
685844 -rw------ 1 user group 15 2008-08-20 linkl

685845 | rwxrwxrwx 1 user group 5 2008-08-20 syml -> filel
685846 | rwxrwxrwx 1 user group 8 2008-08-20 synR -> not-here
% cat |inkl

This is filel.

% cat synil

This is a brand new filel.

Different behaviour for hard links and soft/symbolic links
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Multiple File Systems

e itis not uncommon for a system to have multiple file systems
e some kind of global file namespace is required

e two examples:
DOS/Windows: use twapart file names: file system name, pathname within
file system
— example: C:\user\cs350\ schedul e. t xt
Unix: create single hierarchical namespace that combines thespates of
two file systems
— Unix mount system call does this

e mounting doesiot make two file systems into one file system
— it merely creates a single, hierarchical namespace thabic@s the
namespaces of two file systems

— the new namespace is temporary - it exists only until the yitdesn is
unmounted
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Unix nount Example

"root" file system file system X
;

g
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Links and Multiple File Systems

¢ hard links cannot cross file system boundaries
— each hard link maps a name to anumber, which is unique onhyithin a
file system

e for example, even after the mount operation illustratedhenprevious slide,
i nk(/x/alx/g,/!zld) would resultin an error, because the new link,
which is in the root file system refers to an object in file sysbe

e soft links do not have this limitation

o for example, after the mount operation illustrated on thevimus slide:
—sym ink(/x/alx/g,!zld) would succeed
— open(/ z/ d) would succeed, with the effect of openihg/ a/ x/ g.

e even ifthesyml i nk operation were to occureforethenount command, it
would succeed
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File System Implementation

e what needs to be stored persistently?
— file data
— file metadata
— directories and links
— file system meta-data

e non-persistent information
— open files per process
— file position for each open file

— cachedcopies of persistent data

CS350 Operating Systems

Fall 2015
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File System Example

e Use an extremely small disk as an example:
— 256 KB disk!

— Most disks have a sector size of 512 bytes

x Memory is usuallybyte addressable
« Disk is usually “sector addressable”

— 512 total sectors on this disk

e Group every 8 consecutive sectors into a block
— Better spatial locality (fewer seeks)

— Reduces the number of block pointers (we’ll see what thismasaon)

— 4 KB block is a convenient size for demand paging

— 64 total blocks on this disk

CS350 Operating Systems
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VSFS: Very Simple File System (1 of 5)

e Most of the blocks should be for storing user data (last 56Ksp

Data Region ,
| [TTTT] | | WWWWW [DID[DIDDDD[D]
15 16 23 24 31
| Data Region .
[DIDIDIDIDIDIDID] DIDIDIDDIDIDID] [DID[DIDIDIDID[D]
32 39 40 47 48 55:56 63
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VSFS: Very Simple File System (2 of 5)

e Need some way to map files to data blocks

e Create an array ofmodes, where each i-node contains the meta-data for a file

— The index into the array is the file’s index number (i-number)

e Assume each i-node is 256 bytes, and we dedicate 5 blockshfuias

— This allows for 80 total i-nodes/files

: Inodes i Data Region ,
D:E_ WFDT—IWDTWUI [D[DIDIDIDIDIDID] D
15 16 2324 31

Data Region

DDDDDDDD DIDIDIDIDIDIDID] [DIDIDID[DIDIDID DDDIDDDDD

39 40 47 48 55 56
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VSFS: Very Simple File System (3 of 5)

e We also need to know whichriodes and blocks are unused
e Many ways of doing this:

— In VSFS, we use a bitmap for each

— Can also use a free list instead of a bitmap

e A block size of 4 KB means we can track 32K i-nodes and 32K tHock

— This is far more than we actually need

. Inodes Data Region
[:_I—|—I—|—|_[—|—|—|DDDDDDDD [DID[D[DIDID[DID] |—|—|—|—I_|—|—|—|DDDDDDDD
15 16 23 24

. Data Region ,

[DIDIDIDID[DIDID] [DIDIDIDIDIDIDD]

32 39 40 47 48 55 56 63
CS350 Operating Systems Fall 2015
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VSFS: Very Simple File System (4 of 5)

e Reserve the first block as tlseperblock

e A superblock contains meta-information about the entieedyistem

— e.g., how many i-nodes and blocks are in the system, whelienibee table
begins, etc.

, Inodes ' Data Region
— fD'ID"IDTDTD'IDTDTD"I [DID[DD[D[D[DID] [DD[D[D[D[D[DID]
15 16 23 24 31
Data Region

DDDDDIDDD DIDIDIDIDIDIDID] [DIDIDIDID[DIDID DDDIDDDDID
39 40 47 48 55 56
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VSFS: Very Simple File System (5 of 5)

The Inode Table (Closeup)

i : i I iblock 0 i iblock 1 | iblock 2 i iblock3 | iblock 4

0(1]2]|3|16|17|18(19|32|33|34(35|48(49(50|51|64(65|66|67
45|67 |20(21)|22|23(36(37|38|39|52|53(54|55|68|69(70|71
9 (10(11(24|25|26|27 (40(41|42|43|56 |57 (58(59|72|73|74|75

12(13[14[15(28|29(30(31|44[45|46|47|60 |61 |62|63| 76| 77| 78|79
OKB 12KB 16KB 20KB 24KB 28KB 32KB
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i-nodes

e Ani-node is dixed sizendex structure that holds both file meta-data and a
small number of pointers to data blocks

¢ i-node fields include:
— file type
— file permissions
— file length
— number of file blocks
— time of last file access
— time of last i-node update, last file update
— number of hard links to this file
— direct data block pointers

— single, double, and triple indirect data block pointers

CS350 Operating Systems Fall 2015




File Systems 27

VSFS: i-node

Assume disk blocks can be referenced based on a 4 byte address
— 232 blocks, 4 KB blocks

— Maximum disk size is 16 TB

In VSFS, an4inode is 256 bytes
— Assume there is enough room for 12 direct pointers to blocks
— Each pointer points to a different block for storing useledat

— Pointers are ordered: first pointer points to the first blocthe file, etc.

What is the maximum file size if we only have direct pointers?
- 12*4 KB =48 KB

Great for small files (which are common)

Not so great if you want to store big files
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VSFS: Indirect Blocks

In addition to 12 direct pointers, we can also introducenairect pointer

— An indirect pointer points to a block full of direct pointers

4 KB block of direct pointers = 1024 pointers
— Maximum file size is: (12 + 1024) * 4 KB = 4144 KB

Better, but still not enough

Add adouble indirect pointer
— Points to a 4 KB block of indirect pointers
— (12 + 1024 + 1024 * 1024) * 4 KB
— Just over 4 GB in size (is this enough?)
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i-node (not to scale!)

i-node Diagram

data blocks

attribute values

direct
direct

single indirect

double indirect

triple indirect

indirect blocks
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File System Design

e File system parameters:

— How many i-nodes should a file system have?
— How many direct and indirect blocks should an i-node have?
— What is the “right” block size?

e For a general purpose file system, design it to be efficierthtocommon case

Most files are small

Average file size is growing
Most bytes are stored in large files

Roughly 2K is the most common size

Almost 200K is the average

File systems contains lots of files Almost 100K on average

File systems are roughly half full
Directories are typically small

A few big files use most of the space

Even as disks grow, file systems remain "50% full
Many have few entries; most have 20 or fewer
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Directories

e Implemented as a special type of file.

e Directory file contains directory entries, each consistihg
— a file name (component of a path name) and the correspondingnber

5
foo 12
bar 13
foobar 24

¢ Directory files can be read by application programs (¢.g),

¢ Directory files are only updated by the kernel, in respondag@ystem
operations, e.g, create file, create link

e Application programs cannot write directly to directoryesl (Why not?)
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Implementing Hard Links

e hard links are simply directory entries

e for example, consider:
link(/ylklg,/zlm

e to implement this:
1. find out the internal file identifier fary/ k/ g

2. create a new entry in directofy

— file name in new entry im
— file identifier (i-number) in the new entry is the one disc@eein step 1
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Implementing Soft Links

¢ soft links can be implemented as a special type of file

e for example, consider:
symink(/ylklg,/zlm
e to implement this:
— create a newgymlinkfile

— add a new entry in directoryz
x file name in new entry im
x I-number in the new entry is the i-number of the new symlink file

— store the pathname string “/y/k/g” as the contents of the sy\awlink file
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Free Space Management

e Use the bitmaps to find a free i-node and free blocks

— Each bit represents the availability of an i-node or block

e There are often many free blocks to choose from

— To improve spatial locality and reduce fragementation,easljistem may
want to select a free block that is followed by a sequencetwrdtee blocks
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Reading From a File (/foo/bar)

e First read the roothode
— At “well known” position (i-node 2)

— i-node 1 is usually for tracking bad locks

data inode | root foo  bar |root foo  bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read

read
open(bar) read
read
read
read
read() read
write
read
read() read
write
read
read() read
write
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Reading From a File (/foo/bar)

e Read the directory information from root
— Find the i-number for foo

— Read the foo i-node

data inode | root foo bar |root foo  bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read

read
open(bar) read
read
read
read
read() read
write
read
read() read
write
read
read() read
write
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Reading From a File (/foo/bar)

e Read the directory information from foo
— Find the inumber for bar

— Read the bar i-node

data inode | root foo bar |root foo  bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read

read
open(bar) read
read
read
read
read() read
write
read
read() read
write
read
read() read
write

CS350 Operating Systems Fall 2015

File Systems 38

Reading From a File (/foo/bar)

e Permission check (is the user allowed to read this file?)
¢ Allocate a file descriptor in the per-process descriptoletab

e Increment the counter for this i-number in the global opentéible

data inode | root foo bar |root foo  bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read

read
open(bar) read
read
read
read
read() read
write
read
read() read
write
read
read() read
write
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Reading From a File (/foo/bar)

Find the block using a direct/indirect pointer and read thad

Update the4node with a new access time

Update the file position in the per-process descriptor table

Closing a file deallocates the file descriptor and decrentaetsounter for this
i-number in the global open file table

data inode | root foo bar |root foo  bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read

read
open(bar) read
read
read
read
read() read
write
read
read() read
write
read
read() read
write
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Creating a File (/foo/bar)

data inode | root foo bar |root foo bar bar bar
bitmap bitmap |inode inode inode|data data data[0] data[l] data[l]
read
read
read
read
create read
(/foo/bar) write
write
read
write
write
read
read
write() write
write
write
read
read
write() write
write
write
read
read
write() write
write
write
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In-Memory (Non-Persistent) Structures

e per process

— descriptor table

+ which file descriptors does this process have open?
* to which file does each open descriptor refer?
x what is the current file position for each descriptor?

e system wide
— open file table
+ which files are currently open (by any process)?
— i-node cache
* In-memory copies of recently-used i-nodes
— block cache
x in-memory copies of data blocks and indirect blocks
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Chaining

e VSFS uses a per-file index (direct and indirect pointersyteas blocks

e Two alternative approaches:
— Chaining:
x Each block includes a pointer to the next block
— External chaining:

x The chain is kept as an external structure
x Microsoft's File Allocation Table (FAT) uses external chisig
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Chaining

¢ Directory table contains the name of the file, and each fitadiag block

e Acceptable for sequential access, very slow for randomsscehy?)
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External Chaining

¢ Introduces a special file access table that specifies alkdilthchains

v v “~-_  external chain
[ "] [T [ [ [l [ 1 [ [gs] i
1 ) (file access table)

/
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Log-Structured File System (LFS)

e LFSis built on a very different set of assumptions:

— Memory sizes are growing
« Most reads will be served from cache
*x Reads therefore are fast and do not require any seeks

— Large gap between random 1/O and sequential I/O performance

e Main idea: Make all writes sequential writes

CS350 Operating Systems Fall 2015

File Systems 46

Log-Structured File System

Write data block D at address AO

AD

Write i-node | for the file and point it to block D

— 1

bIk[O]:AO
D |

A0

The next block write will be placed after i-node |

To overwrite data, just write aew block and i-node at the next position
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Log-Structured File System

¢ Write buffering is used to collect multiple writes to the safile together

— Reduces the number ohiodes that need to be written

y A l

blk[0]:AO bIK[O]:A5

blk[1]:A1

Dy Dy Dy Dy | biki2jA2 | Dy,
.01 ] 621 531 DBIAS k.0

AQ A1l A2 A3 Inodefj] AS Inode[k]
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Log-Structured File System

Problem:

— How do we find the i-node for a file on a cache miss?

i-node map (imap) takes an i-node number as an input, ancheetive disk
address of the most recent version of the i-node

Write a portion of the i-node map every time an i-node is updat

1
imap blk[0]:AO [map[k].A1
[K._.k#N]: .
A2 D I[k] | imap
CR
0 AO Al A2

How do we find the i-node maps?

— Maintain a periodically updated checkpoint region withrgers to the latest
imaps

— Checkpoint region always updated during graceful shutdown
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Problems Caused by Failures

e asingle logical file system operation may require seves¥ HO operations

e example: deleting a file
— remove entry from directory
— remove file index @node) from i-node table
— mark file’s data blocks free in free space index

e what if, because of a failure, some but not all of these chaiage reflected on
the disk?

e system failure will destroy in-memory file system structure

e persistent structures shouldt@sh consistent.e., should be consistent
when system restarts after a failure
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Fault Tolerance

e special-purpose consistency checkers (e.g., tsixk in Berkeley FFS, Linux
ext2)

— runs after a crash, before normal operations resume

— find and attempt to repair inconsistent file system data tstres, e.g.:
« file with no directory entry
x free space that is not marked as free

e journaling (e.g., Veritas, NTFS, Linux ext3)

— record file system meta-data changes in a journal (log),acstquences of
changes can be written to disk in a single operation

— afterchanges have been journaled, update the disk data strsicture
(write-ahead logginy

— after a failure, redo journaled updates in case they werdam before the
failure
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Interprocess Communication Mechanisms

e shared storage

— shared virtual memory

— shared files

e Mmessagdased

— sockets
— pipes
signals

CS350

Operating Systems

Fall 2015

Interprocess Communication

Message Passing

Indirect Message Passing

_® ]

Direct Message Passing

‘ operating system .
sender receiver
send . . receive
(operating systemw
sender : receiver
send receive

If message passing is indirect, the message passing sydtstrhave some
capacity to buffer (store) messages.
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Properties of Message Passing Mechanisms

Directionality:
e simplex (oneway), duplex (two-way)
e half-duplex (two-way, but only one way at a time)
Message Boundaries:
datagram model: message boundaries
stream model: no boundaries

Connections: need to connect before communicating?

e in connection-oriented models, recipient is specifiedraétof connection,
not by individual send operations. All messages sent ovenaection have
the same recipient.

e in connectionless models, recipient is specified as a pdearteeach send

operation.
Reliability:
e can messages get lost? reordered? damaged?
CS350 Operating Systems Fall 2015
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Sockets

e a socket is a communicatiand-point
e if two processes are to communicate, each process muse @®atvn socket

e two common types of sockets

stream sockets: support connection-oriented, reliable, duplex commuoa
under the stream model (no message boundaries)

datagram sockets: support connectionless, best-effort (unreliable), duple
communication under the datagram model (message bousgarie
e both types of sockets also support a variety of address dsnaig.,

Unix domain: useful for communication between processes running on the
same machine

INET domain: useful for communication between process running on
different machines that can communicate using IP protocols
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Using Datagram Sockets (Receiver)
s = socket (addressType, SOCK DGRAM ;

bi nd(s, addr ess) ;
recvfron(s, buf, buf Lengt h, sour ceAddr ess) ;

;:'I‘ose( s);

socket creates a socket

bi nd assigns an address to the socket

r ecvf r omreceives a message from the socket
— buf is a buffer to hold the incoming message

— sour ceAddr ess is a buffer to hold the address of the message sender

bothbuf andsour ceAddr ess are filled by the ecvf r omcall
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Using Datagram Sockets (Sender)

s = socket (addressType, SOCK DGRAM ;
sendt o( s, buf, msgLengt h, t ar get Addr ess)

;:'I‘ose( S);

e socket creates a socket

e sendt o sends a message using the socket
— buf is a buffer that contains the message to be sent

— nmsgLengt h indicates the length of the message in the buffer

— tar get Addr ess is the address of the socket to which the message is to

be delivered
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More on Datagram Sockets

e sendt o andr ecvf r omcallsmayblock

— recvfr omblocks if there are no messages to be received from the
specified socket

— sendt o blocks if the system has no more room to buffer undelivered
messages
e datagram socket communications are (in general) unreliabl
— messages (datagrams) may be lost

— messages may be reordered

e The sending process must know the address of the receivegg'ssocket.
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Using Stream Sockets (Passive Process)

s = socket (addressType, SOCK STREAM ;
bi nd(s, addr ess) ;

l'isten(s, backl og);

ns = accept (s, sourceAddress);
recv(ns, buf, buf Lengt h) ;

send( ns, buf, buf Lengt h) ;

close(ns); // close accepted connection
close(s); [// don’t accept nore connections

¢ | i st en specifies the number of connection requests for this sobkétill be
queued by the kernel

e accept accepts a connection request and creates a new sosket (
e recv receives up touf Lengt h bytes of data from the connection

e send sendsbuf Lengt h bytes of data over the connection.
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Notes on Using Stream Sockets (Passive Process)

e accept creates a new sockeatg) for the new connection

e sour ceAddr ess is an address buffeaccept fills it with the address of the
socket that has made the connection request

¢ additional connection requests can be accepted using acarept calls on
the original sockety)

e accept blocks if there are no pending connection requests

e connection is duplex (bothend andr ecv can be used)

CS350 Operating Systems Fall 2015

Interprocess Communication 10

Using Stream Sockets (Active Process)

s = socket (addressType, SOCK STREAM ;
connect (s, target Addr ess) ;

send(s, buf, buf Lengt h) ;

recv(s, buf, buf Lengt h) ;

;:.I‘ose( s);

e connect sends a connection request to the socket with the specifired sl
— connect blocks until the connection request has been accepted

e active process may (optionally) bind an address to the $¢akengbi nd)
before connecting. This is the address that will be retutnetheaccept call
in the passive process

e if the active process does not choose an address, the sydtarthowse one
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lllustration of Stream Socket Connections

y queue of connection request:

s [TTTH s
s2
s3
socket
process 1 process 2
(active) (passive)
process 3
(active)
CS350 Operating Systems Fall 2015
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Pipes

e pipes are communication objects (not graints)
e pipes use the stream model and are connection-orientecchalble
e some pipes are simplex, some are duplex

e pipes use an implicit addressing mechanism that limits tnsg to
communication betweerlatedprocesses, typically a child process and its
parent

e api pe() system call creates a pipe and returns two descriptors,arreath
end of the pipe
— for a simplex pipe, one descriptor is for reading, the othdoi writing
— for a duplex pipe, both descriptors can be used for readidghaiting
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One-way Child/Parent Communication Using a Simplex Pipe

int fd[2];

char n{] = "nessage for parent"”;

char y[100];

pi pe(fd); // create pipe

pid = fork(); // create child process

if (pid == 10) {
/1l child executes this
close(fd[0]); // close read end of pipe
wite(fd[ 1], m 19);

} else {
/'l parent executes this
close(fd[1]); // close wite end of pipe
read(fd[0],y, 19);
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lllustration of Example (after pi pe())

parent process
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lllustration of Example (after f ork())
parent process child process
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lllustration of Example (after cl ose())
parent process child process
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Examples of Other Interprocess Communication Mechanisms

named pipe:
e similar to pipes, but with an associated name (usually a &ilee)

e name allows arbitrary processes to communicate by opehagame
named pipe

e must be explicitly deleted, unlike an unnamed pipe
message queue:
¢ like a named pipe, except that there are message boundaries

e nsgsend call sends a message into the quewsgr ecv call receives the
next message from the queue
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Implementing IPC

e application processes use descriptors (identifiers) geavby the kernel to refer
to specific sockets and pipes, as well as files and other gbject

e kerneldescriptor tablegor other similar mechanism) are used to associate
descriptors with kernel data structures that implementdBjécts

e kernel provides bounded buffer space for data that has egmsing an IPC
mechanism, but that has not yet been received
— for IPC objects, like pipes, buffering is usually on a pereabjbasis

— IPC end points, like sockets, buffering is associated waitheendpoint

L~

system call \\1 buffer
interface

L.~ system call
interface

operating system
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Network Interprocess Communication
e some sockets can be used to connect processes that aregranrdifferent

machines

e the kernel:
— controls access to network interfaces
— multiplexes socket connections across the network

01020 @

| |
M SE U

Y g R / operating
negwork interface network interface| SYSteM
/\nen,\fy\
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Signals

signals permit asynchronous emay communication
— from a process to another process, or to a group of procesadkge kernel

— from the kernel to a process, or to a group of processes

there are many types of signals

the arrival of a signal may cause the execution sigmal handleiin the
receiving process

there may be a different handler for each type of signal
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Examples of Signal Types

Si gnal Val ue Acti on Comment
SI A NT 2 Term Interrupt from keyboard
SIA LL 4 Core Il egal Instruction
SI &KI LL 9 Term Kill signal
SIGCHLD 20, 17, 18 I gn Chil d stopped or term nated
SI GBUS 10, 7, 10 Core Bus error

SI GXCPU 24, 24, 30 Core CPUtinme limt exceeded
SI GSTOP 17,19, 23 St op Stop process
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Signal Handling

operating system determines default signal handling fon @&w process

example default actions:
— ignore (do nothing)
— kill (terminate the process)

— stop (block the process)

a running process can change the default for some typesralsig

signatrelated system calls
— calls to set non-default signal handlers, e.g., Wsibgnal , si gacti on
— calls to send signals, e.g., Unx | |
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