
P
roce

sse
s

a
nd

the
K

e
rne

l
1

W
hatis

a
P

rocess?

A
nsw

er
1:

a
process

is
an

abstraction
ofa

program
in

execution

A
nsw

er
2:

a
process

consists
of

•
an

address
space,w

hich
represents

the
m

em
ory

thatholds
the

program
’s

code
and

data

•
a

thread
ofexecution

(possibly
severalthreads)

•
other

resources
associated

w
ith

the
running

program
.

F
or

ex
am

ple:

–
open

files

–
sockets

–
attributes,such

as
a

nam
e

(process
identifier)

–
.
.
.

A
process

w
ith

one
thread

is
asequentialprocess.

A
process

w
ith

m
ore

than
one

thread
is

aconcurrentprocess.
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M
ultiprogram

m
ing

•
m

ultiprogram
m

ing
m

eans
having

m
ultiple

processes
existin

g
atthe

sam
e

tim
e

•
m

ostm
odern,generalpurpose

operating
system

s
supportm

ul
tiprogram

m
ing

•
allprocesses

share
the

available
hardw

are
resources,w

ith
the

sharing

coordinated
by

the
operating

system
:

–
E

ach
process

uses
som

e
ofthe

available
m

em
ory

to
hold

its
add

ress
space.

T
he

O
S

decides
w

hich
m

em
ory

and
how

m
uch

m
em

ory
each

process
g

ets

–
O

S
can

coordinate
shared

access
to

devices
(keyboards,disk

s),since

processes
use

these
devices

indirectly,by
m

aking
system

ca
lls.

–
P

rocessestim
eshare

the
processor(s).

A
gain,tim

esharing
is

controlled
by

the
operating

system
.

•
O

S
ensures

thatprocesses
are

isolated
from

one
another.

Int
erprocess

com
m

unication
should

be
possible,butonly

atthe
explicitr

equestofthe

processes
involved.
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T
he

O
S

K
ernel

•
T

he
kernelis

a
program

.
Ithas

code
and

data
like

any
other

pro
gram

.

•
U

sually
kernelcode

runs
in

a
privileged

execution
m

ode,w
hi

le
other

program
s

do
not

•
F

or
now

,think
ofthe

kernelas
a

program
thatresides

in
its

ow
n

address
space,

separate
from

the
address

spaces
ofprocesses

thatare
runni

ng
on

the
system

.

Later,w
e

w
illelaborate

on
the

relationship
betw

een
the

ker
nel’s

address
space

and
process

address
spaces.
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A
n

A
pplication

and
the

K
ernel

C
P

U
 registers

m
em

ory
code

data
code

data
stack

thread library

kernel
application
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K
ernelP

rivilege,K
ernelP

rotection

•
W

hatdoes
itm

ean
to

run
in

privileged
m

ode?

•
K

erneluses
privilege

to

–
controlhardw

are

–
protectand

isolate
itselffrom

processes

•
privileges

vary
from

platform
to

platform
,butm

ay
include:

–
ability

to
execute

specialinstructions
(likeha

l
t

)

–
ability

to
m

anipulate
processor

state
(like

execution
m

ode
)

–
ability

to
access

m
em

ory
addresses

thatcan’tbe
accessed

ot
herw

ise

•
kernelensures

thatitisisolated
from

processes.
N

o
process

can
execute

or

change
kernelcode,or

read
or

w
rite

kerneldata,exceptthro
ugh

controlled

m
echanism

s
like

system
calls.
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S
ystem

C
alls

•
S

ystem
calls

are
an

interface
betw

een
processes

and
the

kern
el.

•
A

process
uses

system
calls

to
requestoperating

system
serv

ices.

•
F

rom
pointofview

ofthe
process,these

services
are

used
to

m
anipulate

the

abstractions
thatare

partofits
execution

environm
ent.

F
o

r
exam

ple,a
process

m
ightuse

a
system

callto

–
open

a
file

–
send

a
m

essage
over

a
pipe

–
create

another
process

–
increase

the
size

ofits
address

space
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H
ow

S
ystem

C
alls

W
ork

•
T

he
hardw

are
provides

a
m

echanism
thata

running
program

can
use

to
cause

a
system

call.
O

ften,itis
a

specialinstruction,e.g.,the
M

IP
S
s
y
s
c
a
l
l

instruction.

•
W

hathappens
on

a
system

call:

–
the

processor
is

sw
itched

to
system

(privileged)
execution

m
ode

–
key

parts
ofthe

currentthread
context,such

as
the

program
c

ounter,are

saved

–
the

program
counter

is
setto

a
fixed

(determ
ined

by
the

hardw
a

re)
m

em
ory

address,w
hich

is
w

ithin
the

kernel’s
address

space
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S
ystem

C
allE

xecution
and

R
eturn

•
O

nce
a

system
calloccurs,the

calling
thread

w
illbe

executi
ng

a
system

call
handler,w

hich
is

partofthe
kernel,in

system
m

ode.

•
T

he
kernel’s

handler
determ

ines
w

hich
service

the
calling

p
rocess

w
anted,and

perform
s

thatservice.

•
W

hen
the

kernelis
finished,itreturns

from
the

system
call.

T
his

m
eans:

–
restore

the
key

parts
ofthe

thread
contextthatw

ere
saved

w
h

en
the

system
callw

as
m

ade

–
sw

itch
the

processor
back

to
unprivileged

(user)
execution

m
ode

•
N

ow
the

thread
is

executing
the

calling
process’program

aga
in,picking

up
w

here
itleftoffw

hen
itm

ade
the

system
call.

A
system

call
causes

a
thread

to
stop

executing
application

c
ode

and
to

startexecuting
kernelcode

in
privileged

m
ode.

T
he

sy
stem

callreturn
sw

itches
the

thread
back

to
executing

applicati
on

code

in
unprivileged

m
ode.
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S
ystem

C
allD

iagram

P
rocess

K
ernel

tim
e

system
 call return

system
 call

thread
execution
path
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O
S

/161
c
l
o
s
e

S
ystem

C
allD

escription

Library:
standard

C
library

(libc)

S
ynopsis:

#
i
n
c
l
u
d
e

<
u
n
i
s
t
d
.
h
>

i
n
t

c
l
o
s
e
(
i
n
t

f
d
)
;

D
escription:

T
he

file
handlef

d
is

closed.
.
.
.

R
eturn

Values:
O

n
success,cl

o
s
e

returns
0.

O
n

error,-1
is

returned
and

e
r
r
n
o

is
setaccording

to
the

error
encountered.

E
rrors:

E
B

A
D

F
:
f
d

is
nota

valid
file

handle

E
IO

:
A

hard
I/O

error
occurred
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A
T

iny
O

S
/161

A
pplication

thatU
sesc

l
o
s
e

:
S

yscallE
xam

ple

/
*

P
r
o
g
r
a
m
:

S
y
s
c
a
l
l
E
x
a
m
p
l
e

*
/

#
i
n
c
l
u
d
e

<
u
n
i
s
t
d
.
h
>

#
i
n
c
l
u
d
e

<
e
r
r
n
o
.
h
>

i
n
t

m
a
i
n
(
)

{

i
n
t

x
;

x
=

c
l
o
s
e
(
9
9
9
)
;

i
f

(
x

<
0
)

{

r
e
t
u
r
n

e
r
r
n
o
;

}r
e
t
u
r
n

x
;
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S
yscallE

xam
ple,D

isassem
bled

0
0
4
0
0
1
0
0

<
m
a
i
n
>
:

4
0
0
1
0
0
:

2
7
b
d
f
f
e
8

a
d
d
i
u

s
p
,
s
p
,
-
2
4

4
0
0
1
0
4
:

a
f
b
f
0
0
1
0

s
w

r
a
,
1
6
(
s
p
)

4
0
0
1
0
8
:

0
c
1
0
0
0
7
7

j
a
l

4
0
0
1
d
c

<
c
l
o
s
e
>

4
0
0
1
0
c
:

2
4
0
4
0
3
e
7

l
i

a
0
,
9
9
9

4
0
0
1
1
0
:

0
4
4
0
0
0
0
5

b
l
t
z

v
0
,
4
0
0
1
2
8

<
m
a
i
n
+
0
x
2
8
>

4
0
0
1
1
4
:

0
0
4
0
1
8
2
1

m
o
v
e

v
1
,
v
0

4
0
0
1
1
8
:

8
f
b
f
0
0
1
0

l
w

r
a
,
1
6
(
s
p
)

4
0
0
1
1
c
:

0
0
6
0
1
0
2
1

m
o
v
e

v
0
,
v
1

4
0
0
1
2
0
:

0
3
e
0
0
0
0
8

j
r

r
a

4
0
0
1
2
4
:

2
7
b
d
0
0
1
8

a
d
d
i
u

s
p
,
s
p
,
2
4

4
0
0
1
2
8
:

3
c
0
3
1
0
0
0

l
u
i

v
1
,
0
x
1
0
0
0

4
0
0
1
2
c
:

8
c
6
3
0
0
0
0

l
w

v
1
,
0
(
v
1
)

4
0
0
1
3
0
:

0
8
1
0
0
0
4
6

j
4
0
0
1
1
8

<
m
a
i
n
+
0
x
1
8
>

4
0
0
1
3
4
:

0
0
0
0
0
0
0
0

n
o
p

T
he

above
can

be
obtained

by
disassem

bling
the

com
piled

S
y
s
c
a
l
l
E
x
a
m
p
l
e

executable
file

usingc
s
3
5
0
-
o
b
j
d
u
m
p

-
d
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S
ystem

C
allW

rapper
F

unctions
from

the
S

tandard
Library

.
.
.

0
0
4
0
0
1
d
4

<
w
r
i
t
e
>
:

4
0
0
1
d
4
:

0
8
1
0
0
0
6
0

j
4
0
0
1
8
0

<
_
_
s
y
s
c
a
l
l
>

4
0
0
1
d
8
:

2
4
0
2
0
0
0
6

l
i

v
0
,
6

0
0
4
0
0
1
d
c

<
c
l
o
s
e
>
:

4
0
0
1
d
c
:

0
8
1
0
0
0
6
0

j
4
0
0
1
8
0

<
_
_
s
y
s
c
a
l
l
>

4
0
0
1
e
0
:

2
4
0
2
0
0
0
7

l
i

v
0
,
7

0
0
4
0
0
1
e
4

<
r
e
b
o
o
t
>
:

4
0
0
1
e
4
:

0
8
1
0
0
0
6
0

j
4
0
0
1
8
0

<
_
_
s
y
s
c
a
l
l
>

4
0
0
1
e
8
:

2
4
0
2
0
0
0
8

l
i

v
0
,
8

.
.
.

T
he

above
is

disassem
bled

code
from

the
standard

C
li-

brary
(libc),

w
hich

is
linked

w
ith
S
y
s
c
a
l
l
E
x
a
m
p
l
e

.
S

ee

l
i
b
/
l
i
b
c
/
s
y
s
c
a
l
l
s
.
S

for
m

ore
inform

ation
about

how
the

standard
C

library
is

im
plem

ented.
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O
S

/161
M

IP
S

S
ystem

C
allC

onventions

•
W

hen
thes

y
s
c
a
l
l

instruction
occurs:

–
A

n
integer

system
callcode

should
be

located
in

register
R

2
(

v0)

–
A

ny
system

callargum
ents

should
be

located
in

registers
R

4
(

a0),R
5

(a1),

R
6

(a2),and
R

7
(a3),m

uch
like

procedure
callargum

ents.

•
W

hen
the

system
callreturns

–
register

R
7

(a3)
w

illcontain
a

0
ifthe

system
callsucceeded

,or
a

1
ifthe

system
callfailed

–
register

R
2

(v0)
w

illcontain
the

system
callreturn

value
if

the
system

call

succeeded,or
an

error
num

ber
(errno)

ifthe
system

callfail
ed.
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O
S

/161
S

ystem
C

allC
ode

D
efinitions

.
.
.

#
d
e
f
i
n
e

S
Y
S
_
r
e
a
d

5

#
d
e
f
i
n
e

S
Y
S
_
w
r
i
t
e

6

#
d
e
f
i
n
e

S
Y
S
_
c
l
o
s
e

7

#
d
e
f
i
n
e

S
Y
S
_
r
e
b
o
o
t

8

#
d
e
f
i
n
e

S
Y
S
_
s
y
n
c

9

#
d
e
f
i
n
e

S
Y
S
_
s
b
r
k

1
0

.
.
.

T
his

com
es

fromk
e
r
n
/
i
n
c
l
u
d
e
/
k
e
r
n
/
c
a
l
l
n
o
.
h

.
T

he
files

in
k
e
r
n
/
i
n
c
l
u
d
e
/
k
e
r
n

define
things

(like
system

callcodes)

thatm
ustbe

know
n

by
both

the
kerneland

applications.
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T
he

O
S

/161
S

ystem
C

alland
R

eturn
P

rocessing

0
0
4
0
0
1
8
0

<
_
_
s
y
s
c
a
l
l
>
:

4
0
0
1
8
0
:

0
0
0
0
0
0
0
c

s
y
s
c
a
l
l

4
0
0
1
8
4
:

1
0
e
0
0
0
0
5

b
e
q
z

a
3
,
4
0
0
1
9
c

<
_
_
s
y
s
c
a
l
l
+
0
x
1
c
>

4
0
0
1
8
8
:

0
0
0
0
0
0
0
0

n
o
p

4
0
0
1
8
c
:

3
c
0
1
1
0
0
0

l
u
i

a
t
,
0
x
1
0
0
0

4
0
0
1
9
0
:

a
c
2
2
0
0
0
0

s
w

v
0
,
0
(
a
t
)

4
0
0
1
9
4
:

2
4
0
3
f
f
f
f

l
i

v
1
,
-
1

4
0
0
1
9
8
:

2
4
0
2
f
f
f
f

l
i

v
0
,
-
1

4
0
0
1
9
c
:

0
3
e
0
0
0
0
8

j
r

r
a

4
0
0
1
a
0
:

0
0
0
0
0
0
0
0

n
o
p

T
he

system
calland

return
processing,from

the
standard

C
li

brary.

Like
the

restofthe
library,this

is
unprivileged,user-lev

elcode.
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O
S

/161
M

IP
S

E
xception

H
andler

e
x
c
e
p
t
i
o
n
:

m
o
v
e

k
1
,

s
p

/
*

S
a
v
e
p
r
e
v
i
o
u
s

s
t
a
c
k

p
o
i
n
t
e
r

i
n

k
1

*
/

m
f
c
0

k
0
,

c
0
_
s
t
a
t
u
s

/
*

G
e
t
s
t
a
t
u
s

r
e
g
i
s
t
e
r

*
/

a
n
d
i

k
0
,

k
0
,

C
S
T
_
K
U
p

/
*

C
h
e
c
k
t
h
e

w
e
-
w
e
r
e
-
i
n
-
u
s
e
r
-
m
o
d
e

b
i
t

*
/

b
e
q

k
0
,

$
0
,

1
f

/
*

I
f
c
l
e
a
r
,
f
r
o
m

k
e
r
n
e
l
,
a
l
r
e
a
d
y

h
a
v
e

s
t
a
c
k

*
n
o
p

/
*

d
e
l
a
y
s
l
o
t

*
/

/
*

C
o
m
i
n
g

f
r
o
m

u
s
e
r

m
o
d
e
-

l
o
a
d

k
e
r
n
e
l

s
t
a
c
k

i
n
t
o

s
p

*
/

l
a

k
0
,

c
u
r
k
s
t
a
c
k

/
*

g
e
t
a
d
d
r
e
s
s

o
f

"
c
u
r
k
s
t
a
c
k
"

*
/

l
w

s
p
,

0
(
k
0
)

/
*

g
e
t
i
t
s

v
a
l
u
e

*
/

n
o
p

/
*

d
e
l
a
y
s
l
o
t

f
o
r

t
h
e

l
o
a
d

*
/

1
:
m
f
c
0

k
0
,

c
0
_
c
a
u
s
e

/
*

N
o
w
,
l
o
a
d

t
h
e

e
x
c
e
p
t
i
o
n

c
a
u
s
e
.

*
/

j
c
o
m
m
o
n
_
e
x
c
e
p
t
i
o
n

/
*

S
k
i
p
t
o

c
o
m
m
o
n

c
o
d
e

*
/

n
o
p

/
*

d
e
l
a
y
s
l
o
t

*
/

W
hen

the
s
y
s
c
a
l
l

instruction
occurs,

the
M

IP
S

transfers
control

to

address0
x
8
0
0
0
0
0
8
0

.
T

his
kernel

exception
handler

lives
there.

S
ee

k
e
r
n
/
a
r
c
h
/
m
i
p
s
/
m
i
p
s
/
e
x
c
e
p
t
i
o
n
.
S
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O
S

/161
U

ser
and

K
ernelT

hread
S

tacks

C
P

U
 registers

m
em

ory
code

data
code

data
stack

stack

thread library

application
kernel

E
ach

O
S

/161
thread

has
tw

o
stacks,

one
that

is
used

w
hile

the

thread
is

executing
unprivileged

application
code,and

ano
ther

that

is
used

w
hile

the
thread

is
executing

privileged
kernelcode

.
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O
S

/161
M

IP
S

E
xception

H
andler

(cont’d)

T
he
c
o
m
m
o
n
e
x
c
e
p
t
i
o
n

code
does

the
follow

ing:

1.
allocates

atrap
fram

e
on

the
thread’s

kernelstack
and

saves
the

user-level

application’s
com

plete
processor

state
(allregisters

exc
eptk0

and
k1)

into
the

trap
fram

e.

2.
calls

them
i
p
s
t
r
a
p

function
to

continue
processing

the
exception.

3.
w

henm
i
p
s
t
r
a
p

returns,restore
the

application
processor

state
from

the

trap
from

to
the

registers

4.
issue

M
IP

Sj
r

and
r
f
e

(restore
from

exception)
instructions

to
return

control

to
the

application
code.

T
hejr

instruction
takes

controlback
to

location

specified
by

the
application

program
counter

w
hen

the
s
y
s
c
a
l
l

occurred,

and
ther

f
e

(w
hich

happens
in

the
delay

slotofthejr
)

restores
the

processor

to
unprivileged

m
ode
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O
S

/161
Trap

F
ram

e

C
P

U
 registers

m
em

ory
code

data
code

data
stack

stack

thread library

trap fram
e w

ith saved
application state

application
kernel

W
hile

the
kernel

handles
the

system
call,

the
application’s

C
P

U

state
is

saved
in

a
trap

fram
e

on
the

thread’s
kernelstack,

an
d

the

C
P

U
registers

are
available

to
hold

kernelexecution
state.
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m
i
p
s
t
r
a
p

:
H

andling
S

ystem
C

alls,E
xceptions,and

Interrupts

•
O

n
the

M
IP

S
,the

sam
e

exception
handler

is
invoked

to
handle

s
ystem

calls,

exceptions
and

interrupts

•
T

he
hardw

are
sets

a
code

to
indicate

the
reason

(system
call,

exception,or

interrupt)
thatthe

exception
handler

has
been

invoked

•
O

S
/161

has
a

handler
function

corresponding
to

each
ofthese

reasons.
T

he

m
i
p
s
t
r
a
p

function
tests

the
reason

code
and

calls
the

appropriate
fun

ction:

the
system

callhandler
(

m
i
p
s
s
y
s
c
a
l
l

)
in

the
case

ofa
system

call.

•
m
i
p
s
t
r
a
p

can
be

found
ink
e
r
n
/
a
r
c
h
/
m
i
p
s
/
m
i
p
s
/
t
r
a
p
.
c

.

Interrupts
and

exceptions
w

illbe
presented

shortly

C
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O
S

/161
M

IP
S

S
ystem

C
allH

andler

m
i
p
s
_
s
y
s
c
a
l
l
(
s
t
r
u
c
t

t
r
a
p
f
r
a
m
e

*
t
f
)

{
a
s
s
e
r
t
(
c
u
r
s
p
l
=
=
0
)
;

c
a
l
l
n
o

=
t
f
-
>
t
f
_
v
0
;

r
e
t
v
a
l

=
0
;

s
w
i
t
c
h

(
c
a
l
l
n
o
)

{
c
a
s
e

S
Y
S
_
r
e
b
o
o
t
:

e
r
r

=
s
y
s
_
r
e
b
o
o
t
(
t
f
-
>
t
f
_
a
0
)
;

/
*

i
n

k
e
r
n
/
m
a
i
n
/
m
a
i
n
.
c

*
/

b
r
e
a
k
;

/
*

A
d
d

s
t
u
f
f

h
e
r
e

*
/

d
e
f
a
u
l
t
:

k
p
r
i
n
t
f
(
"
U
n
k
n
o
w
n

s
y
s
c
a
l
l

%
d
\
n
"
,

c
a
l
l
n
o
)
;

e
r
r

=
E
N
O
S
Y
S
;

b
r
e
a
k
;

}

m
i
p
s
s
y
s
c
a
l
l

checks
the

system
call

code
and

in-

vokes
a

handler
for

the
indicated

system
call.

S
ee

k
e
r
n
/
a
r
c
h
/
m
i
p
s
/
m
i
p
s
/
s
y
s
c
a
l
l
.
c

C
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O
S

/161
M

IP
S

S
ystem

C
allR

eturn
H

andling

i
f

(
e
r
r
)

{
t
f
-
>
t
f
_
v
0

=
e
r
r
;

t
f
-
>
t
f
_
a
3

=
1
;

/
*
s
i
g
n
a
l

a
n

e
r
r
o
r

*
/

}
e
l
s
e

{
/
*

S
u
c
c
e
s
s
.

*
/

t
f
-
>
t
f
_
v
0

=
r
e
t
v
a
l
;

t
f
-
>
t
f
_
a
3

=
0
;

/
*
s
i
g
n
a
l

n
o

e
r
r
o
r

*
/

}

/
*

A
d
v
a
n
c
e

t
h
e

P
C
,

t
o

a
v
o
i
d

t
h
e

s
y
s
c
a
l
l

a
g
a
i
n
.

*
/

t
f
-
>
t
f
_
e
p
c

+
=

4
;

/
*

M
a
k
e

s
u
r
e

t
h
e

s
y
s
c
a
l
l

c
o
d
e

d
i
d
n
’
t

f
o
r
g
e
t

t
o

l
o
w
e
r

s
p
l

*
a
s
s
e
r
t
(
c
u
r
s
p
l
=
=
0
)
;

}

m
i
p
s
s
y
s
c
a
l
l

m
ustensure

thatthe
kerneladheres

to
the

system

callreturn
convention.
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E
xceptions

•
E

xceptions
are

another
w

ay
thatcontrolis

transferred
from
a

process
to

the

kernel.

•
E

xceptions
are

conditions
thatoccur

during
the

execution
o

fan
instruction

by

a
process.

F
or

exam
ple,arithm

etic
overflow

s,illegalinstr
uctions,or

page

faults
(to

be
discussed

later).

•
exceptions

are
detected

by
the

hardw
are

•
w

hen
an

exception
is

detected,the
hardw

are
transfers

contr
olto

a
specific

address

•
norm

ally,a
kernelexception

handler
is

located
atthataddr

ess

E
xception

handling
is

sim
ilar

to,
but

not
identicalto,

syst
em

call

handling.
(W

hatis
different?)

C
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M
IP

S
E

xceptions

E
X
_
I
R
Q

0
/
*

I
n
t
e
r
r
u
p
t

*
/

E
X
_
M
O
D

1
/
*

T
L
B

M
o
d
i
f
y

(
w
r
i
t
e

t
o

r
e
a
d
-
o
n
l
y

p
a
g
e
)

*
/

E
X
_
T
L
B
L

2
/
*

T
L
B

m
i
s
s

o
n

l
o
a
d

*
/

E
X
_
T
L
B
S

3
/
*

T
L
B

m
i
s
s

o
n

s
t
o
r
e

*
/

E
X
_
A
D
E
L

4
/
*

A
d
d
r
e
s
s

e
r
r
o
r

o
n

l
o
a
d

*
/

E
X
_
A
D
E
S

5
/
*

A
d
d
r
e
s
s

e
r
r
o
r

o
n

s
t
o
r
e

*
/

E
X
_
I
B
E

6
/
*

B
u
s

e
r
r
o
r

o
n

i
n
s
t
r
u
c
t
i
o
n

f
e
t
c
h

*
/

E
X
_
D
B
E

7
/
*

B
u
s

e
r
r
o
r

o
n

d
a
t
a

l
o
a
d

*
o
r
*

s
t
o
r
e

*
/

E
X
_
S
Y
S

8
/
*

S
y
s
c
a
l
l

*
/

E
X
_
B
P

9
/
*

B
r
e
a
k
p
o
i
n
t

*
/

E
X
_
R
I

1
0

/
*

R
e
s
e
r
v
e
d

(
i
l
l
e
g
a
l
)

i
n
s
t
r
u
c
t
i
o
n

*
/

E
X
_
C
P
U

1
1

/
*

C
o
p
r
o
c
e
s
s
o
r

u
n
u
s
a
b
l
e

*
/

E
X
_
O
V
F

1
2

/
*

A
r
i
t
h
m
e
t
i
c

o
v
e
r
f
l
o
w

*
/

In
O

S
/161,m

i
p
s
t
r
a
p

uses
these

codes
to

decide
w

hether
ithas

been
invoked

because
of

an
interrupt,

a
system

call,
or

an
exc

ep-

tion.

C
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Interrupts

•
Interrupts

are
a

third
m

echanism
by

w
hich

controlm
ay

be
tran

sferred
to

the

kernel

•
Interrupts

are
sim

ilar
to

exceptions.
H

ow
ever,they

are
cau

sed
by

hardw
are

devices,notby
the

execution
ofa

program
.

F
or

exam
ple:

–
a

netw
ork

interface
m

ay
generate

an
interruptw

hen
a

netw
ork

packet

arrives

–
a

disk
controller

m
ay

generate
an

interruptto
indicate

that
ithas

finished

w
riting

data
to

the
disk

–
a

tim
er

m
ay

generate
an

interruptto
indicate

thattim
e

has
pa

ssed

•
Interrupthandling

is
sim

ilar
to

exception
handling

-
curre

ntexecution
context

is
saved,and

controlis
transferred

to
a

kernelinterruptha
ndler

ata
fixed

address.
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Interrupts,E
xceptions,and

S
ystem

C
alls:

S
um

m
ary

•
interrupts,exceptions

and
system

calls
are

three
m

echanis
m

s
by

w
hich

control

is
transferred

from
an

application
program

to
the

kernel

•
w

hen
these

events
occur,the

hardw
are

sw
itches

the
C

P
U

into
p

rivileged
m

ode

and
transfers

controlto
a

predefined
location,atw

hich
a

ker
nelhandler

should
be

located

•
the

handler
saves

the
application

thread
contextso

thatthe
kernelcode

can
be

executed
on

the
C

P
U

,and
restores

the
application

thread
con

textjustbefore

controlis
returned

to
the

application
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Im
plem

entation
ofP

rocesses

•
T

he
kernelm

aintains
inform

ation
aboutallofthe

processes
in

the
system

in
a

data
structure

often
called

the
process

table.

•
Inform

ation
aboutindividualprocesses

is
stored

in
a

struc
ture

thatis

som
etim

es
called

aprocess
controlblock

(P
C

B
).In

practice,how
ever,

inform
ation

abouta
process

m
ay

notallbe
located

in
a

single
data

structure.

•
P

er-process
inform

ation
m

ay
include:

–
process

identifier
and

ow
ner

–
currentprocess

state
and

other
scheduling

inform
ation

–
lists

ofresources
allocated

to
the

process,such
as

open
file

s

–
accounting

inform
ation

In
O

S
/161,

som
e

process
inform

ation
(e.g.,

an
address

space

pointer)
is

keptin
thet

h
r
e
a
d

structure.
T

his
w

orks
only

because

each
O

S
/161

process
has

a
single

thread.
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Im
plem

enting
T

im
esharing

•
w

henever
a

system
call,exception,or

interruptoccurs,con
trolis

transferred

from
the

running
program

to
the

kernel

•
atthese

points,the
kernelhas

the
ability

to
cause

a
context

sw
itch

from
the

running
process’thread

to
another

process’thread

•
notice

thatthese
contextsw

itches
alw

ays
occur

w
hile

a
proc

ess’thread
is

executing
kernelcode

B
y

sw
itching

from
one

process’s
thread

to
another

process’s

thread,
the

kernel
tim

eshares
the

processor
am

ong
m

ultiple
pro-

cesses.

C
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Tw
o

P
rocesses

in
O

S
/161

C
P

U
 registers

data
code

code
data

data
code

stack
stack

stack
stack

thread library
trap fram

e for app #1

saved kernel thread 
context for thread #1

application #1
kernel

application #2
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T
im

esharing
E

xam
ple

(P
art1)

K
ernel

P
rocess A

P
rocess B

context sw
itch

A
’s thread is

ready, not running

system
 call

or exception
or interrupt

K
ernel sw

itches execution context to P
rocess B

.

return

B
’s thread is

ready, not running
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T
im

esharing
E

xam
ple

(P
art2)

K
ernel

P
rocess A

P
rocess B

K
ernel sw

itches execution context back to process A
.

B
’s thread is 

ready, not running

context sw
itch

system
 call

or exception
or interrupt

return
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Im
plem

enting
P

reem
ption

•
the

kerneluses
interrupts

from
the

system
tim

er
to

m
easure

t
he

passage
of

tim
e

and
to

determ
ine

w
hether

the
running

process’s
quantum

has
expired.

•
a

tim
er

interrupt(like
any

other
interrupt)

transfers
cont
rolfrom

the
running

program
to

the
kernel.

•
this

gives
the

kernelthe
opportunity

to
preem

ptthe
running

thread
and

dispatch
a

new
one.
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P
reem

ptive
M

ultiprogram
m

ing
E

xam
ple

K
ernel

P
rocess A

P
rocess B

context
sw

itches

tim
er interrupt

interrupt return

ready thread

running thread

K
ey:
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S
ystem

C
alls

for
P

rocess
M

anagem
ent

Linux
O

S
/161

C
reation

fork,execve
fork,execv

D
estruction

exit,kill
exit

S
ynchronization

w
ait,w

aitpid,pause,..
.

w
aitpid

A
ttribute

M
gm

t
getpid,getuid,nice,getrusage,

.
.
.

getpid

C
S

350
O

pe
ra

ting
S

yste
m

s
S

pring
2009

P
roce

sse
s

a
nd

the
K

e
rne

l
36

T
he

P
rocess

M
odel

•
A

lthough
the

generaloperations
supported

by
the

process
in

terface
are

straightforw
ard,there

are
som

e
less

obvious
aspects

ofpro
cess

behaviour
that

m
ustbe

defined
by

an
operating

system
.

P
rocess

Initialization:
W

hen
a

new
process

is
created,how

is
itinitialized?

W
hatis

in
the

address
space?

W
hatis

the
initialthread

conte
xt?

D
oes

it

have
any

other
resources?

M
ultithreading:

A
re

concurrentprocesses
supported,or

is
each

process

lim
ited

to
a

single
thread?

Inter-P
rocess

R
elationships:A

re
there

relationships
am

ong
processes,e.g,

parent/child?
Ifso,w

hatdo
these

relationships
m

ean?
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P
rocess

C
reation

E
xam

ple
(P

art1)

K
ernel

P
rocess A

(C
reateP

rocess)
system

 call

P
arent process (P

rocess A
) requests creation of a new

 process.
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P
rocess

C
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