
S
ynchroniza

tion
1

C
oncurrency

•
O

n
m

ultiprocessors,severalthreads
can

execute
sim

ultane
ously,one

on
each

processor.

•
O

n
uniprocessors,only

one
thread

executes
ata

tim
e.

H
ow

eve
r,because

of

preem
ption

and
tim

esharing,threads
appear

to
run

concurre
ntly.

C
oncurrency

and
synchronization

are
im

portant
even

on
unip

ro-

cessors.
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S
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T
hread

S
ynchronization

•
C

oncurrentthreads
can

interactw
ith

each
other

in
a

variety
ofw

ays:

–
T

hreads
share

access,though
the

operating
system

,to
syste

m
devices

(m
ore

on
this

later...)

–
T

hreads
m

ay
share

access
to

program
data,e.g.,globalvaria

bles.

•
A

com
m

on
synchronization

problem
is

to
enforce

m
utualexclusion,w

hich

m
eans

m
aking

sure
thatonly

one
thread

ata
tim

e
uses

a
shared

o
bject,e.g.,a

variable
or

a
device.

•
T

he
partofa

program
in

w
hich

the
shared

objectis
accessed

is
called

a

criticalsection.
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S
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C
riticalS

ection
E

xam
ple

(P
art1)

i
n
t

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t
(
l
i
s
t

*
l
p
)

{
i
n
t

n
u
m
;

l
i
s
t
e
l
e
m
e
n
t

*
e
l
e
m
e
n
t
;

a
s
s
e
r
t
(
!
i
s
e
m
p
t
y
(
l
p
)
)
;

e
l
e
m
e
n
t

=
l
p
-
>
f
i
r
s
t
;

n
u
m

=
l
p
-
>
f
i
r
s
t
-
>
i
t
e
m
;

i
f

(
l
p
-
>
f
i
r
s
t

=
=

l
p
-
>
l
a
s
t
)

{
l
p
-
>
f
i
r
s
t

=
l
p
-
>
l
a
s
t

=
N
U
L
L
;

}
e
l
s
e

{
l
p
-
>
f
i
r
s
t

=
e
l
e
m
e
n
t
-
>
n
e
x
t
;

}l
p
-
>
n
u
m
_
i
n
_
l
i
s
t
-
-
;

f
r
e
e

e
l
e
m
e
n
t
;

r
e
t
u
r
n

n
u
m
;

}

T
he

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t

function
is

a
criticalsection.

It
m

ay

not
w

ork
properly

if
tw

o
threads

call
it

at
the

sam
e

tim
e

on
the

sam
el
i
s
t

.
(W

hy?)
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C
riticalS

ection
E

xam
ple

(P
art2)

v
o
i
d

l
i
s
t
a
p
p
e
n
d
(
l
i
s
t

*
l
p
,

i
n
t

n
e
w
i
t
e
m
)

{

l
i
s
t
e
l
e
m
e
n
t

*
e
l
e
m
e
n
t

=
m
a
l
l
o
c

(
l
i
s
t
e
l
e
m
e
n
t
)
)
;

e
l
e
m
e
n
t
-
>
i
t
e
m

=
n
e
w
i
t
e
m

a
s
s
e
r
t
(
!
i
s
i
n
l
i
s
t
(
l
p
,

n
e
w
i
t
e
m
)
)
;

i
f

(
i
s
e
m
p
t
y
(
l
p
)
)

{

l
p
-
>
f
i
r
s
t

=
e
l
e
m
e
n
t
;

l
p
-
>
l
a
s
t

=
e
l
e
m
e
n
t
;

}
e
l
s
e

{

l
p
-
>
l
a
s
t
-
>
n
e
x
t

=
e
l
e
m
e
n
t
;

l
p
-
>
l
a
s
t

=
e
l
e
m
e
n
t
;

}l
p
-
>
n
u
m
i
n
l
i
s
t
+
+
;

}

T
he
l
i
s
t
a
p
p
e
n
d

function
is

partofthe
sam

e
criticalsection

as

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t

.
It

m
ay

not
w

ork
properly

if
tw

o
threads

call
it

at
the

sam
e

tim
e,

or
if

a
thread

calls
it

w
hile

another
h

as

called
l
i
s
t
r
e
m
o
v
e
f
r
o
n
t
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E
nforcing

M
utualE

xclusion

•
m

utualexclusion
algorithm

s
ensure

thatonly
one

thread
ata

tim
e

executes
the

code
in

a
criticalsection

•
severaltechniques

for
enforcing

m
utualexclusion

–
exploitspecialhardw

are-specific
m

achine
instructions,e

.g.,test-and-setor

com
pare-and-sw

ap,thatare
intended

for
this

purpose

–
use

m
utualexclusion

algorithm
s,e.g.,

Peterson’s
algorithm

,thatrely
only

on
atom

ic
loads

and
stores

–
controlinterrupts

to
ensure

thatthreads
are

notpreem
pted

w
hile

they
are

executing
a

criticalsection
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D
isabling

Interrupts

•
O

n
a

uniprocessor,only
one

thread
ata

tim
e

is
actually

runni
ng.

•
Ifthe

running
thread

is
executing

a
criticalsection,m

utua
lexclusion

m
ay

be
violated

if

1.
the

running
thread

is
preem

pted
(or

voluntarily
yields)

w
hile

itis
in

the
criticalsection,and

2.
the

scheduler
chooses

a
differentthread

to
run,and

this
n

ew
thread

enters
the

sam
e

criticalsection
thatthe

preem
pted

thread
w

as
in

•
S

ince
preem

ption
is

caused
by

tim
er

interrupts,m
utualexcl

usion
can

be

enforced
by

disabling
tim

er
interrupts

before
a

thread
ente
rs

the
critical

section,and
re-enabling

them
w

hen
the

thread
leaves

the
cri

ticalsection.

T
his

is
the

w
ay

that
the

O
S

/161
kernel

enforces
m

u-

tual
exclusion.

T
here

is
a

sim
ple

interface
(

s
p
l
h
i
g
h
(
)
,

s
p
l
0
(
)
,

s
p
l
x
(
)

)
for

disabling
and

enabling
interrupts.

S
ee

k
e
r
n
/
a
r
c
h
/
m
i
p
s
/
i
n
c
l
u
d
e
/
s
p
l
.
h

.
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P
ros

and
C

ons
ofD

isabling
Interrupts

•
advantages:

–
does

notrequire
any

hardw
are-specific

synchronization
ins

tructions

–
w

orks
for

any
num

ber
ofconcurrentthreads

•
disadvantages:

–
indiscrim

inate:
prevents

allpreem
ption,notjustpreem

pt
ion

thatw
ould

threaten
the

criticalsection

–
ignoring

tim
er

interrupts
has

side
effects,e.g.,kernelun

aw
are

ofpassage

oftim
e.

(W
orse,O

S
/161’ss

p
l
h
i
g
h
(
)

disablesallinterrupts,notjust

tim
er

interrupts.)
K

eep
criticalsectionsshortto

m
inim

ize
these

problem
s.

–
w

illnotenforce
m

utualexclusion
on

m
ultiprocessors

(w
hy?
?)
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P
eterson’s

M
utualE

xclusion
A

lgorithm

/
*

s
h
a
r
e
d

v
a
r
i
a
b
l
e
s

*
/

/
*

n
o
t
e
:

o
n
e

f
l
a
g

a
r
r
a
y

a
n
d

t
u
r
n

v
a
r
i
a
b
l
e

*
/

/
*

f
o
r

e
a
c
h

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

*
/

b
o
o
l
e
a
n

f
l
a
g
[
2
]
;

/
*

s
h
a
r
e
d
,

i
n
i
t
i
a
l
l
y

f
a
l
s
e

*
/

i
n
t

t
u
r
n
;

/
*

s
h
a
r
e
d

*
/

f
l
a
g
[
i
]

=
t
r
u
e
;

/
*

f
o
r

o
n
e

t
h
r
e
a
d
,

i
=

0
a
n
d

j
=

1
*
/

t
u
r
n

=
j
;

/
*

f
o
r

t
h
e

o
t
h
e
r
,

i
=

1
a
n
d

j
=

0
*
/

w
h
i
l
e

(
f
l
a
g
[
j
]

&
&

t
u
r
n

=
=

j
)

{
}

/
*

b
u
s
y

w
a
i
t

*
/

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

/
*

e
.
g
.
,

c
a
l
l

t
o

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t

*
/

f
l
a
g
[
i
]

=
f
a
l
s
e
;

E
nsures

m
utualexclusion

and
avoids

starvation,butw
orks

o
nly

for

tw
o

threads.
(W

hy?)
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M
utualE

xclusion
U

sing
S

pecialInstructions

•
S

oftw
are

solutions
to

the
criticalsection

problem
(e.g.,P

eterson’s
algorithm

)

assum
e

only
atom

ic
load

and
atom

ic
store.

•
S

im
pler

algorithm
s

are
possible

ifm
ore

com
plex

atom
ic

operations
are

supported
by

the
hardw

are.
F

or
exam

ple:

Testand
S

et:setthe
value

ofa
variable,and

return
the

old
value

S
w

ap:
sw

ap
the

values
oftw

o
variables

•
O

n
uniprocessors,m

utualexclusion
can

also
be

achieved
by

d
isabling

interrupts
during

the
criticalsection.

(N
orm

ally,user
pr

ogram
s

cannotdo
this,

butthe
kernelcan.)
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H
ardw

are-S
pecific

S
ynchronization

Instructions

•
a

test-and-setinstructionatom
ically

sets
the

value
ofa

specified
m

em
ory

location
and

either

–
places

thatm
em

ory
location’sold

value
into

a
register,or

–
checks

a
condition

againstthe
m

em
ory

location’s
old

value
a

nd
records

the

resultofthe
check

in
a

register

•
for

presentation
purposes,w

e
w

illabstractsuch
an

instruc
tion

as
a

function

T
e
s
t
A
n
d
S
e
t
(
a
d
d
r
e
s
s
,
v
a
l
u
e
)

,
w

hich
takes

a
m

em
ory

location

(a
d
d
r
e
s
s

)
and

a
value

as
param

eters.
Itatom

ically
stores
v
a
l
u
e

atthe

m
em

ory
location

specified
byad

d
r
e
s
s

and
returns

the
previous

value
stored

atthataddress
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A
S

pin
Lock

U
sing

Test-A
nd-S

et

•
a

test-and-setinstruction
can

be
used

to
enforce

m
utualexc

lusion

•
for

each
criticalsection,define

alo
c
k

variable

b
o
o
l
e
a
n

l
o
c
k
;

/
*

s
h
a
r
e
d
,

i
n
i
t
i
a
l
l
y

f
a
l
s
e

*
/

W
e

w
illuse

the
lock

variable
to

keep
track

ofw
hether

there
is

a
thread

in
the

criticalsection,in
w

hich
case

the
value

of
l
o
c
k

w
illbe

t
r
u
e

•
before

a
thread

can
enter

the
criticalsection,itdoes

the
fo

llow
ing:

w
h
i
l
e

(
T
e
s
t
A
n
d
S
e
t
(
&
l
o
c
k
,
t
r
u
e
)
)

{
}

/
*

b
u
s
y
-
w
a
i
t

*
/

•
w

hen
the

thread
leaves

the
criticalsection,itdoes

l
o
c
k

=
f
a
l
s
e
;

•
this

enforces
m

utualexclusion
(w

hy?),butstarvation
is

a
p

ossibility

T
his

construct
is

som
etim

es
know

n
as

a
spin

lock,
since

a
thread

“spins”in
the

w
hile

loop
untilthe

criticalsection
is

free.
S

pin
locks

are
w

idely
used

on
m

ultiprocessors.
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S
em

aphores

•
A

sem
aphore

is
a

synchronization
prim

itive
thatcan

be
used

t
o

enforce
m

utual

exclusion
requirem

ents.
Itcan

also
be

used
to

solve
other

ki
nds

of

synchronization
problem

s.

•
A

sem
aphore

is
an

objectthathas
an

integer
value,and

thatsu
pports

tw
o

operations:

P
:

ifthe
sem

aphore
value

is
greater

than
0,decrem

entthe
value.

O
therw

ise,

w
aituntilthe

value
is

greater
than0and

then
decrem

entit.

V:
increm

entthe
value

ofthe
sem

aphore

•
Tw

o
kinds

ofsem
aphores:

counting
sem

aphores:can
take

on
any

non-negative
value

binary
sem

aphores:take
on

only
the

values0
and

1.
(V

on
a

binary

sem
aphore

w
ith

value1
has

no
effect.)

B
y

definition,theP
and

V
operations

ofa
sem

aphore
are
atom

ic.

C
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O
S

/161
S

em
aphores

s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

{

c
h
a
r

*
n
a
m
e
;

v
o
l
a
t
i
l
e

i
n
t

c
o
u
n
t
;

};s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
s
e
m
c
r
e
a
t
e
(
c
o
n
s
t

c
h
a
r

*
n
a
m
e
,

i
n
t

i
n
i
t
i
a
l
c
o
u
n
t
)
;

v
o
i
d

P
(
s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
)
;

v
o
i
d

V
(
s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
)
;

v
o
i
d

s
e
m
d
e
s
t
r
o
y
(
s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
)
;

see•
k
e
r
n
/
i
n
c
l
u
d
e
/
s
y
n
c
h
.
h

•
k
e
r
n
/
t
h
r
e
a
d
/
s
y
n
c
h
.
c

C
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O
S

/161
S

em
aphores:

P
()

v
o
i
d

P
(
s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
s
e
m
)

{
i
n
t

s
p
l
;

a
s
s
e
r
t
(
s
e
m

!
=

N
U
L
L
)
;

/
**

M
a
y

n
o
t

b
l
o
c
k

i
n

a
n

i
n
t
e
r
r
u
p
t

h
a
n
d
l
e
r
.

*
F
o
r

r
o
b
u
s
t
n
e
s
s
,

a
l
w
a
y
s

c
h
e
c
k
,

e
v
e
n

i
f
w
e

c
a
n

a
c
t
u
a
l
l
y

*
c
o
m
p
l
e
t
e

t
h
e

P
w
i
t
h
o
u
t

b
l
o
c
k
i
n
g
.

*
/

a
s
s
e
r
t
(
i
n
i
n
t
e
r
r
u
p
t
=
=
0
)
;

s
p
l

=
s
p
l
h
i
g
h
(
)
;

w
h
i
l
e

(
s
e
m
-
>
c
o
u
n
t
=
=
0
)

{
t
h
r
e
a
d
s
l
e
e
p
(
s
e
m
)
;

}a
s
s
e
r
t
(
s
e
m
-
>
c
o
u
n
t
>
0
)
;

s
e
m
-
>
c
o
u
n
t
-
-
;

s
p
l
x
(
s
p
l
)
;
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T
hread

B
locking

•
S

om
etim

es
a

thread
w

illneed
to

w
aitfor

an
event.

O
ne

exam
ple

is
on

the

previous
slide:

a
thread

thatattem
pts

a
P

()
operation

on
a

ze
ro-valued

sem
aphore

m
ustw

aituntilthe
sem

aphore’s
value

becom
es

pos
itive.

•
other

exam
ples

thatw
e

w
illsee

later
on:

–
w

aitfor
data

from
a

(relatively)
slow

device

–
w

aitfor
inputfrom

a
keyboard

–
w

aitfor
busy

device
to

becom
e

idle

•
In

these
circum

stances,w
e

do
notw

antthe
thread

to
run,sinc

e
itcannotdo

anything
useful.

•
To

handle
this,the

thread
scheduler

can
block

threads.
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T
hread

B
locking

in
O

S
/161

•
O

S
/161

thread
library

functions:

–
v
o
i
d

t
h
r
e
a
d
s
l
e
e
p
(
c
o
n
s
t

v
o
i
d

*
a
d
d
r
)

∗
blocks

the
calling

thread
on

address
a
d
d
r

–
v
o
i
d

t
h
r
e
a
d
w
a
k
e
u
p
(
c
o
n
s
t

v
o
i
d

*
a
d
d
r
)

∗
unblock

threads
thatare

sleeping
on

address
a
d
d
r

•
t
h
r
e
a
d
s
l
e
e
p
(
)

is
m

uch
liket

h
r
e
a
d
y
i
e
l
d
(
)

.
T

he
calling

thread

voluntarily
gives

up
the

C
P

U
,the

scheduler
chooses

a
new

thr
ead

to
run,and

dispatches
the

new
thread.

H
ow

ever

–
after

a
t
h
r
e
a
d
y
i
e
l
d
(
)

,the
calling

thread
isready

to
run

again
as

soon
as

itis
chosen

by
the

scheduler

–
after

a
t
h
r
e
a
d
s
l
e
e
p
(
)

,the
calling

thread
is

blocked,and
should

not

be
scheduled

to
run

again
untilafter

ithas
been

explicitly
u

nblocked
by

a

callto
t
h
r
e
a
d
w
a
k
e
u
p
(
)

.
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T
hread

S
tates

•
a

very
sim

ple
thread

state
transition

diagram

ready

blocked

dispatch

need resource or event
got resource or event

running

quantum
 expires

or thread_yield()

(thread_sleep())
(thread_w

akeup())

•
the

states:

running:
currently

executing

ready:
ready

to
execute

blocked:
w

aiting
for

som
ething,so

notready
to

execute.

C
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O
S

/161
S

em
aphores:

V
()

kern/thread/synch.c

v
o
i
d

V
(
s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
s
e
m
)

{

i
n
t

s
p
l
;

a
s
s
e
r
t
(
s
e
m

!
=

N
U
L
L
)
;

s
p
l

=
s
p
l
h
i
g
h
(
)
;

s
e
m
-
>
c
o
u
n
t
+
+
;

a
s
s
e
r
t
(
s
e
m
-
>
c
o
u
n
t
>
0
)
;

t
h
r
e
a
d
w
a
k
e
u
p
(
s
e
m
)
;

s
p
l
x
(
s
p
l
)
;
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M
utualE

xclusion
U

sing
a

S
em

aphore

s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
s
;

s
=
s
e
m
c
r
e
a
t
e
(
"
M
y
S
e
m
1
"
,

1
)
;

/
*

i
n
i
t
i
a
l

v
a
l
u
e

i
s

1
*
/

P
(
s
)
;

/
*

d
o

t
h
i
s

b
e
f
o
r
e

e
n
t
e
r
i
n
g

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

*
/

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

/
*

e
.
g
.
,

c
a
l
l

t
o

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t

*
/

V
(
s
)
;

/
*

d
o

t
h
i
s

a
f
t
e
r

l
e
a
v
i
n
g

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

*
/
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P
roducer/C

onsum
er

S
ynchronization

•
suppose

w
e

have
threads

thatadd
item

s
to

a
list(producers)

a
nd

threads
the

rem
ove

item
s

from
the

list(consum
ers)

•
suppose

w
e

w
antto

ensure
thatconsum

ers
do

notconsum
e

ifthe
listis

em
pty

-
instead

they
m

ustw
aituntilthe

listhas
som

ething
in

it

•
this

requires
synchronization

betw
een

consum
ers

and
produ
cers

•
sem

aphores
can

provide
the

necessary
synchronization,as

s
how

n
on

the
next

slide
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P
roducer/C

onsum
er

S
ynchronization

using
S

em
aphores

s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
s
;

s
=
s
e
m
c
r
e
a
t
e
(
"
I
t
e
m
s
"
,

0
)
;

/
*

i
n
i
t
i
a
l

v
a
l
u
e

i
s

0
*
/

P
r
o
d
u
c
e
r
’
s

P
s
e
u
d
o
-
c
o
d
e
:

a
d
d

i
t
e
m

t
o

t
h
e

l
i
s
t

(
c
a
l
l

l
i
s
t
a
p
p
e
n
d
(
)
)

V
(
s
)
;

C
o
n
s
u
m
e
r
’
s

P
s
e
u
d
o
-
c
o
d
e
:

P
(
s
)
;

r
e
m
o
v
e

i
t
e
m

f
r
o
m

t
h
e

l
i
s
t

(
c
a
l
l

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t
(
)
)

T
he

Item
s

sem
aphore

does
not

enforce
m

utual
exclusion

on
the

list.
If

w
e

w
ant

m
utualexclusion,

w
e

can
also

use
sem

aphores
to

enforce
it.

(H
ow

?)
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B
ounded

B
uffer

P
roducer/C

onsum
er

S
ynchronization

•
suppose

w
e

add
one

m
ore

requirem
ent:

the
num

ber
ofitem

s
in

th
e

listshould

notexceedN

•
producers

thattry
to

add
item

s
w

hen
the

listis
fullshould

be
m

ade
to

w
ait

untilthe
listis

no
longer

full

•
W

e
can

use
an

additionalsem
aphore

to
enforce

this
new

constr
aint:

–
sem

aphoreF
u
l
l

is
used

to
enforce

the
constraintthatproducers

should

notproduce
ifthe

listis
full

–
sem

aphoreE
m
p
t
y

is
used

to
enforce

the
constraintthatconsum

ers
should

notconsum
e

ifthe
listis

em
pty

s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
f
u
l
l
;

s
t
r
u
c
t

s
e
m
a
p
h
o
r
e

*
e
m
p
t
y
;

f
u
l
l

=
s
e
m
c
r
e
a
t
e
(
"
F
u
l
l
"
,

0
)
;

/
*

i
n
i
t
i
a
l

v
a
l
u
e

=
0
*
/

e
m
p
t
y

=
s
e
m
c
r
e
a
t
e
(
"
E
m
p
t
y
"
,

N
)
;

/
*

i
n
i
t
i
a
l

v
a
l
u
e

=
N
*
/
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B
ounded

B
uffer

P
roducer/C

onsum
er

S
ynchronization

w
ith

S
em

aphores

P
r
o
d
u
c
e
r
’
s

P
s
e
u
d
o
-
c
o
d
e
:

P
(
e
m
p
t
y
)
;

a
d
d

i
t
e
m

t
o

t
h
e

l
i
s
t

(
c
a
l
l

l
i
s
t
a
p
p
e
n
d
(
)
)

V
(
f
u
l
l
)
;

C
o
n
s
u
m
e
r
’
s

P
s
e
u
d
o
-
c
o
d
e
:

P
(
f
u
l
l
)
;

r
e
m
o
v
e

i
t
e
m

f
r
o
m

t
h
e

l
i
s
t

(
c
a
l
l

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t
(
)
)

V
(
e
m
p
t
y
)
;
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O
S

/161
Locks

•
O

S
/161

also
uses

a
synchronization

prim
itive

called
a

lock.
Locks

are

intended
to

be
used

to
enforce

m
utualexclusion.

s
t
r
u
c
t

l
o
c
k

*
m
y
l
o
c
k

=
l
o
c
k
c
r
e
a
t
e
(
"
L
o
c
k
N
a
m
e
"
)
;

l
o
c
k
a
q
u
i
r
e
(
m
y
l
o
c
k
)
;

c
r
i
t
i
c
a
l

s
e
c
t
i
o
n

/
*
e
.
g
.
,

c
a
l
l

t
o

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t

*
/

l
o
c
k
r
e
l
e
a
s
e
(
m
y
l
o
c
k
)
;

•
A

lock
is

sim
ilar

to
a

binary
sem

aphore
w

ith
an

initialvalue
o

f1.
H

ow
ever,

locks
also

enforce
an

additionalconstraint:
the

thread
tha

treleases
a

lock

m
ustbe

the
sam

e
thread

thatm
ostrecently

acquired
it.

•
T

he
system

enforces
this

additionalconstraintto
help

ensu
re

thatlocks
are

used
as

intended.
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C
ondition

Variables

•
O

S
/161

supports
another

com
m

on
synchronization

prim
itive

:
condition

variables

•
each

condition
variable

is
intended

to
w

ork
together

w
ith

a
l

ock:
condition

variables
are

only
usedfrom

w
ithin

the
criticalsection

thatis
protected

by
the

lock

•
three

operations
are

possible
on

a
condition

variable:

w
ait:

this
causes

the
calling

thread
to

block,and
itreleases

the
l

ock

associated
w

ith
the

condition
variable

signal:
ifthreads

are
blocked

on
the

signaled
condition

variable,t
hen

one
of

those
threads

is
unblocked

broadcast:
like

signal,butunblocks
allthreads

thatare
blocked

on
the

condition
variable

C
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U
sing

C
ondition

Variables

•
C

ondition
variables

gettheir
nam

e
because

they
allow

threa
ds

to
w

aitfor

arbitrary
conditions

to
becom

e
true

inside
ofa

criticalsec
tion.

•
N

orm
ally,each

condition
variable

corresponds
to

a
particu

lar
condition

thatis

ofinterestto
an

application.
F

or
exam

ple,in
the

bounded
bu

ffer

producer/consum
er

exam
ple

on
the

follow
ing

slides,the
tw

o
conditions

are:

–
co

u
n
t
>

0
(condition

variablen
o
t
e
m
p
t
y

)

–
co

u
n
t
<

N
(condition

variablen
o
t
f
u
l
l

)

•
w

hen
a

condition
is

nottrue,a
thread

can
w
a
i
t

on
the

corresponding

condition
variable

untilitbecom
es

true

•
w

hen
a

thread
detects

thata
condition

ittrue,ituses
s
i
g
n
a
l

orb
r
o
a
d
c
a
s
t

to
notify

any
threads

thatm
ay

be
w

aiting

N
ote

that
signalling

(or
broadcasting

to)
a

condition
varia
ble

that

has
no

w
aiters

hasno
effect.

S
ignals

do
notaccum

ulate.
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W
aiting

on
C

ondition
Variables

•
w

hen
a

blocked
thread

is
unblocked

(by
s
i
g
n
a
l

or
b
r
o
a
d
c
a
s
t

),it

reacquires
the

lock
before

returning
from

the
w
a
i
t

call

•
a

thread
is

in
the

criticalsection
w

hen
itcalls

w
a
i
t

,and
itw

illbe
in

the

criticalsection
w

henw
a
i
t

returns.
H

ow
ever,in

betw
een

the
calland

the

return,w
hile

the
caller

is
blocked,the

caller
is

outofthe
c

riticalsection,and

other
threads

m
ay

enter.

•
In

particular,the
thread

thatcallssi
g
n
a
l

(or
b
r
o
a
d
c
a
s
t

)
to

w
ake

up
the

w
aiting

thread
w

illitselfbe
in

the
criticalsection

w
hen

it
signals.

T
he

w
aiting

thread
w

illhave
to

w
ait(atleast)

untilthe
signaller

relea
ses

the
lock

before
it

can
unblock

and
return

from
thewa

i
t

call.

T
his

describes
M

esa-style
condition

variables,
w

hich
are

u
sed

in

O
S

/161.
T

here
are

alternative
condition

variable
sem

antic
s

(H
oare

sem
antics),w

hich
differ

from
the

sem
antics

described
here
.
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B
ounded

B
uffer

P
roducer

U
sing

C
ondition

Variables

i
n
t

c
o
u
n
t

=
0
;

/
*

m
u
s
t

i
n
i
t
i
a
l
l
y

b
e

0
*
/

s
t
r
u
c
t

l
o
c
k

*
m
u
t
e
x
;

/
*
f
o
r

m
u
t
u
a
l

e
x
c
l
u
s
i
o
n

*
/

s
t
r
u
c
t

c
v

*
n
o
t
f
u
l
l
,

*
n
o
t
e
m
p
t
y
;

/
*

c
o
n
d
i
t
i
o
n

v
a
r
i
a
b
l
e
s

*
/

/
*

I
n
i
t
i
a
l
i
z
a
t
i
o
n

N
o
t
e
:

t
h
e

l
o
c
k

a
n
d

c
v
’
s

m
u
s
t

b
e

c
r
e
a
t
e
d

*
u
s
i
n
g

l
o
c
k
c
r
e
a
t
e
(
)

a
n
d

c
v
c
r
e
a
t
e
(
)

b
e
f
o
r
e

P
r
o
d
u
c
e
(
)

*
a
n
d

C
o
n
s
u
m
e
(
)

a
r
e

c
a
l
l
e
d

*
/

P
r
o
d
u
c
e
(
i
t
e
m
)

{
l
o
c
k
a
c
q
u
i
r
e
(
m
u
t
e
x
)
;

w
h
i
l
e

(
c
o
u
n
t

=
=

N
)

{
c
v
w
a
i
t
(
n
o
t
f
u
l
l
,

m
u
t
e
x
)
;

}a
d
d

i
t
e
m

t
o

b
u
f
f
e
r

(
c
a
l
l

l
i
s
t
a
p
p
e
n
d
(
)
)

c
o
u
n
t

=
c
o
u
n
t

+
1
;

c
v
s
i
g
n
a
l
(
n
o
t
e
m
p
t
y
,

m
u
t
e
x
)
;

l
o
c
k
r
e
l
e
a
s
e
(
m
u
t
e
x
)
;
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B
ounded

B
uffer

C
onsum

er
U

sing
C

ondition
Variables

C
o
n
s
u
m
e
(
)

{
l
o
c
k
a
c
q
u
i
r
e
(
m
u
t
e
x
)
;

w
h
i
l
e

(
c
o
u
n
t

=
=

0
)

{
c
v
w
a
i
t
(
n
o
t
e
m
p
t
y
,

m
u
t
e
x
)
;

}r
e
m
o
v
e

i
t
e
m

f
r
o
m

b
u
f
f
e
r

(
c
a
l
l

l
i
s
t
r
e
m
o
v
e
f
r
o
n
t
(
)
)

c
o
u
n
t

=
c
o
u
n
t

-
1
;

c
v
s
i
g
n
a
l
(
n
o
t
f
u
l
l
,

m
u
t
e
x
)
;

l
o
c
k
r
e
l
e
a
s
e
(
m
u
t
e
x
)
;

}

B
oth

P
roduce()

and
C

onsum
e()

callcvwait()
inside

of
aw
h
i
l
e

loop.
W

hy?
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M
onitors

•
C

ondition
variables

are
derived

fromm
onitors.

A
m

onitor
is

a
program

m
ing

language
constructthatprovides

synchronized
access

to
sh

ared
data.

M
onitors

have
appeared

in
m

any
languages,e.g.,A

da,M
esa,Java

•
a

m
onitor

is
essentially

an
objectw

ith
specialconcurrency

sem
antics

•
itis

an
object,m

eaning

–
ithas

data
elem

ents

–
the

data
elem

ents
are

encapsulated
by

a
setofm

ethods,w
hich

are
the

only

functions
thatdirectly

access
the

object’s
data

elem
ents

•
only

one
m

onitor
m

ethod
m

ay
be

active
ata

tim
e,i.e.,the

m
onitor

m
eth

ods

(together)
form

a
criticalsection

–
iftw

o
threads

attem
ptto

execute
m

ethods
atthe

sam
e

tim
e,on

e
w

illbe

blocked
untilthe

other
finishes

•
inside

a
m

onitor,so
calledcondition

variables
can

be
declared

and
used
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M
onitors

in
O

S
/161

•
T

he
C

language,in
w

hich
O

S
/161

is
w

ritten,does
notsupportm

onitors.

•
H

ow
ever,program

m
ing

convention
and

O
S

/161
locks

and
condi
tion

variables

can
be

used
to

provide
m

onitor-like
behavior

for
shared

kern
eldata

structures:

–
define

a
C

structure
to

im
plem

entthe
object’s

data
elem

ents

–
define

a
setofC

functions
to

m
anipulate

thatstructure
(thes
e

are
the

object

“m
ethods”)

–
ensure

thatonly
those

functions
directly

m
anipulate

the
st

ructure,

–
create

an
O

S
/161

lock
to

enforce
m

utualexclusion

–
ensure

thateach
access

m
ethod

acquires
the

lock
w

hen
itstar

ts
and

releases
the

lock
w

hen
itfinishes

–
ifdesired,define

one
or

m
ore

condition
variables

and
use

the
m

w
ithin

the

m
ethods.
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D
eadlocks

•
S

uppose
there

are
tw

o
threads

and
tw

o
locks,
l
o
c
k
A

and
l
o
c
k
B

,both

intiatially
unlocked.

•
S

uppose
the

follow
ing

sequence
ofevents

occurs

1.
T

hread
1

doesl
o
c
k
a
c
q
u
i
r
e
(
l
o
c
k
A
)

.

2.
T

hread
2

doesl
o
c
k
a
c
q
u
i
r
e
(
l
o
c
k
B
)

.

3.
T

hread
1

doesl
o
c
k
a
c
q
u
i
r
e
(
l
o
c
k
B
)

and
blocks,becauselo

c
k
B

is

held
by

thread
2.

4.
T

hread
2

doesl
o
c
k
a
c
q
u
i
r
e
(
l
o
c
k
A
)

and
blocks,becauselo

c
k
A

is

held
by

thread
1.

T
hese

tw
o

threads
aredeadlocked

-
neither

thread
can

m
ake

progress.
W

aiting
w

illnot
resolve

the
deadlock.

T
he

thread
s

are

perm
anently

stuck.
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D
eadlocks

(A
nother

S
im

ple
E

xam
ple)

•
S

uppose
a

m
achine

has
64

M
B

ofm
em

ory.
T

he
follow

ing
sequence

ofevents

occurs.

1.
T

hreadA
starts,requests30

M
B

ofm
em

ory.

2.
T

hreadB
starts,also

requests30
M

B
ofm

em
ory.

3.
T

hreadA
requests

an
additional8M

B
ofm

em
ory.

T
he

kernelblocks

thread
A

since
there

is
only4

M
B

ofavailable
m

em
ory.

4.
T

hreadB
requests

an
additional5M

B
ofm

em
ory.

T
he

kernelblocks

thread
B

since
there

is
notenough

m
em

ory
available.

T
hese

tw
o

threads
are

deadlocked.
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R
esource

A
llocation

G
raph

(E
xam

ple)

R
1

R
2

R
3

R
4

R
5

T
1

T
2

T
3

resource request
resource allocation

Is
there

a
deadlock

in
this

system
?

C
S

350
O

pe
ra

ting
S

yste
m

s
S

pring
2009



S
ynchroniza

tion
35

R
esource

A
llocation

G
raph

(A
nother

E
xam

ple)

R
1

R
2

R
3

R
4

R
5

T
1

T
2

T
3

Is
there

a
deadlock

in
this

system
?
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D
eadlock

P
revention

N
o

H
old

and
W

ait:
preventa

thread
from

requesting
resources

ifitcurrently
h

as

resources
allocated

to
it.

A
thread

m
ay

hold
severalresourc

es,butto
do

so
it

m
ustm

ake
a

single
requestfor

allofthem
.

R
esource

O
rdering:

O
rder

(e.g.,num
ber)

the
resource

types,and
require

that

each
thread

acquire
resources

in
increasing

resource
type

o
rder.

T
hatis,a

thread
m

ay
m

ake
no

requests
for

resources
oftype

less
than

or
equalto

i
ifit

is
holding

resources
oftypei.
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D
eadlock

D
etection

and
R

ecovery

•
m

ain
idea:

the
system

m
aintains

the
resource

allocation
gra

ph
and

tests
itto

determ
ine

w
hether

there
is

a
deadlock.

Ifthere
is,the

syste
m

m
ustrecover

from
the

deadlock
situation.

•
deadlock

recovery
is

usually
accom

plished
by

term
inating

o
ne

or
m

ore
ofthe

threads
involved

in
the

deadlock

•
w

hen
to

testfor
deadlocks?

C
an

teston
every

blocked
resourc

e
request,or

can

sim
ply

testperiodically.
D

eadlocks
persist,so

periodic
d

etection
w

illnot

“m
iss”

them
.

D
eadlock

detection
and

deadlock
recovery

are
both

costly.
T

his

approach
m

akes
sense

only
if

deadlocks
are

expected
to

be
inf

re-

quent.
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D
etecting

D
eadlock

in
a

R
esource

A
llocation

G
raph

•
S

ystem
S

tate
N

otation:

–
D

i :
dem

and
vector

for
threadT

i

–
A

i :
currentallocation

vector
for

threadT
i

–
U

:
unallocated

(available)
resource

vector

•
A

dditionalA
lgorithm

N
otation:

–
R

:
scratch

resource
vector

–
f

i :
algorithm

is
finished

w
ith

threadT
i ?

(boolean)
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D
etecting

D
eadlock

(cont’d)

/
*

i
n
i
t
i
a
l
i
z
a
t
i
o
n

*
/

R
=

U

f
i
i
s

f
a
l
s
e

i
f

A
i

>
0,

e
l
s
e

t
r
u
e

/
*

c
a
n

e
a
c
h

t
h
r
e
a
d

f
i
n
i
s
h
?

*
/

w
h
i
l
e

∃
i

(
¬

f
i

∧
(D

i
≤

R
)

)
{

R
=

R
+

A
i

f
i

=
t
r
u
e

}/
*

i
f

n
o
t
,

t
h
e
r
e

i
s

a
d
e
a
d
l
o
c
k

*
/

i
f

∃
i

(
¬

f
i

)
t
h
e
n

r
e
p
o
r
t

d
e
a
d
l
o
c
k

e
l
s
e

r
e
p
o
r
t

n
o

d
e
a
d
l
o
c
k
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D
eadlock

D
etection,P

ositive
E

xam
ple

•
D

1
=

(0
,1

,0
,0

,0)

•
D

2
=

(0
,0

,0
,0

,1)

•
D

3
=

(0
,1

,0
,0

,0)

•
A

1
=

(1
,0

,0
,0

,0)

•
A

2
=

(0
,2

,0
,0

,0)

•
A

3
=

(0
,1

,1
,0

,1)

•
U

=
(0

,0
,1

,1
,0)

R
1

R
2

R
3

R
4

R
5

T
1

T
2

T
3

resource request
resource allocation

T
he

deadlock
detection

algorithm
w

ill
term

inate
w

ithf1
=

=

f
2

=
=

f
3

=
=
f
a
l
s
e

,so
this

system
is

deadlocked.
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D
eadlock

D
etection,N

egative
E

xam
ple

•
D

1
=

(0
,1

,0
,0

,0)

•
D

2
=

(1
,0

,0
,0

,0)

•
D

3
=

(0
,0

,0
,0

,0)

•
A

1
=

(1
,0

,0
,1

,0)

•
A

2
=

(0
,2

,1
,0

,0)

•
A

3
=

(0
,1

,1
,0

,1)

•
U

=
(0

,0
,0

,0
,0)

R
1

R
2

R
3

R
4

R
5

T
1

T
2

T
3

T
his

system
is

not
in

deadlock.
It

is
possible

that
the

thread
s

w
ill

run
to

com
pletion

in
the

orderT
3 ,

T
1 ,

T
2 .
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