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V
irtualand

P
hysicalA

ddresses

•
P

hysicaladdresses
are

provided
directly

by
the

m
achine.

–
one

physicaladdress
space

per
m

achine

–
the

size
ofa

physicaladdress
determ

ines
the

m
axim

um
am

ount
of

addressable
physicalm

em
ory

•
V

irtualaddresses
(or

logicaladdresses)
are

addresses
pro

vided
by

the
O

S
to

processes.

–
one

virtualaddress
spacepe

r
p
ro

ce
ss

•
P

rogram
s

use
virtualaddresses.

A
s

a
program

runs,the
hardw
are

(w
ith

help

from
the

operating
system

)
converts

each
virtualaddress

to
a

physicaladdress.

•
the

conversion
ofa

virtualaddress
to

a
physicaladdress

is
c

alled
a
d
d
re

ss

tra
n
sla

tio
n

O
n

the
M

IP
S

,virtualaddresses
and

physicaladdresses
are

32
bits

long.
T

his
lim

its
the

size
ofvirtualand

physicaladdress
sp

aces.
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S
im

ple
A

ddress
Translation:

D
ynam

ic
R

elocation

•
hardw

are
provides

am
e
m

o
ry

m
a
n
age

m
e
n
tu

n
it

w
hich

includes
are

lo
ca

tio
n

reg
iste

r

•
atrun-tim

e,the
contents

ofthe
relocation

register
are

add
ed

to
each

virtual

address
to

determ
ine

the
corresponding

physicaladdress

•
the

O
S

m
aintains

a
separate

relocation
register

value
for

ea
ch

process,and

ensures
thatrelocation

register
is

reseton
each

contextsw
itch

•
P

roperties

–
each

virtualaddress
space

corresponds
to

a
contiguous

rang
e

ofphysical

addresses

–
O

S
m

ustallocate/deallocate
variable-sized

chunks
ofphys

icalm
em

ory

–
potentialforexte

rn
a
lfrag

m
e
n
ta

tio
nofphysicalm

em
ory:

w
asted,

unallocated
space
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D
ynam

ic
R

elocation:
A

ddress
S

pace
D

iagram

2 m
−

1

0

P
roc 1 

virtual address space

00

m
ax1

m
ax2

virtual address space
P

roc 2

physical m
em

ory

AA
 +

 m
ax1

C
 +

 m
ax2

C
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D
ynam

ic
R

elocation
M

echanism

v bits
m

 bits

m
 bits

+

virtual address
physical address

relocation
register
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A
ddress

Translation:
P

aging

•
E

ach
virtualaddress

space
is

divided
into

fixed-size
chunks

called
p
age

s

•
T

he
physicaladdress

space
is

divided
into
fra

m
e
s.

F
ram

e
size

m
atches

page

size.

•
O

S
m

aintains
ap

age
ta

b
lefor

each
process.

P
age

table
specifies

the
fram

e
in

w
hich

each
ofthe

process’s
pages

is
located.

•
A

trun
tim

e,M
M

U
translates

virtualaddresses
to

physicalus
ing

the
page

table

ofthe
running

process.

•
P

roperties

–
sim

ple
physicalm

em
ory

m
anagem

ent

–
potentialforin

te
rn

a
lfrag

m
e
n
ta

tio
nofphysicalm

em
ory:

w
asted,allocated

space

–
virtualaddress

space
need

notbe
physically

contiguous
in

p
hysicalspace

after
translation.
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A
ddress

S
pace

D
iagram

for
P

aging

2 m
−

1

0
P

roc 1 
virtual address space

0

m
ax1

virtual address space
P

roc 2

physical m
em

ory

m
ax2 0
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P
aging

M
echanism

m
 bits

register
page table base

v bits
m

 bits

fram
e #

offset
page #

offset

virtual address
physical address

fram
e #

page table
protection and

other flags
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M
em

ory
P

rotection

•
during

address
translation,the

M
M

U
checks

to
ensure

thatth
e

process
uses

only
va

lid
virtualaddresses

–
typically,each

P
T

E
contains

ava
lid

b
itw

hich
indicates

w
hether

thatP
T

E

contains
a

valid
page

m
apping

–
the

M
M

U
m

ay
also

check
thatthe

virtualpage
num

ber
does

notin
dex

a

P
T

E
beyond

the
end

ofthe
page

table

•
the

M
M

U
m

ay
also

enforce
other

protection
rules

–
typically,each

P
T

E
contains

are
a
d
-o

n
lybitthatindicates

w
hether

the

corresponding
page

m
ay

be
m

odified
by

the
process

•
ifa

process
attem

pts
to

violated
these

protection
rules,th

e
M

M
U

raises
an

exception,w
hich

is
handled

by
the

kernel

T
he

kernelcontrols
w

hich
pages

are
valid

and
w

hich
are

prote
cted

by
setting

the
contents

ofP
T

E
s

and/or
M

M
U

registers.
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R
oles

ofthe
O

perating
S

ystem
and

the
M

M
U

(S
um

m
ary)

•
operating

system
:

–
save/restore

M
M

U
state

on
contextsw

itches

–
create

and
m

anage
page

tables

–
m

anage
(allocate/deallocate)

physicalm
em

ory

–
handle

exceptions
raised

by
the

M
M

U

•
M

M
U

(hardw
are):

–
translate

virtualaddresses
to

physicaladdresses

–
check

for
and

raise
exceptions

w
hen

necessary

C
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R
em

aining
Issues

translation
speed:A

ddress
translation

happens
very

frequently.
(H

ow

frequently?)
Itm

ustbe
fast.

sparseness:M
any

program
s

w
illonly

need
a

sm
allpartofthe

available
spa

ce
for

their
code

and
data.

the
kernel:

E
ach

process
has

a
virtualaddress

space
in

w
hich

to
run.

W
hat

about

the
kernel?

In
w

hich
address

space
does

itrun?
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S
peed

ofA
ddress

Translation

•
E

xecution
ofeach

m
achine

instruction
m

ay
involve

one,tw
o

o
r

m
ore

m
em

ory

operations

–
one

to
fetch

instruction

–
one

or
m

ore
for

instruction
operands

•
A

ddress
translation

through
a

page
table

adds
one

extra
m

em
o

ry
operation

(for
page

table
entry

lookup)
for

each
m

em
ory

operation
perf

orm
ed

during

instruction
execution

–
S

im
ple

address
translation

through
a

page
table

can
cutinst

ruction

execution
rate

in
half.

–
M

ore
com

plex
translation

schem
es

(e.g.,m
ulti-levelpagin

g)
are

even

m
ore

expensive.

•
S

olution:
include

a
T

ranslation
Lookaside

B
uffer

(T
LB

)
in

t
he

M
M

U

–
T

LB
is

a
fast,fully

associative
address

translation
cache

–
T

LB
hitavoids

page
table

lookup

C
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T
LB

•
E

ach
entry

in
the

T
LB

contains
a

(page
num

ber,fram
e

num
ber)

p
air.

•
Ifaddress

translation
can

be
accom

plished
using

a
T

LB
entry
,access

to
the

page
table

is
avoided.

•
O

therw
ise,translate

through
the

page
table,and

add
the

res
ulting

translation

to
the

T
LB

,replacing
an

existing
entry

ifnecessary.
In

a
h
a
rd

w
a
re

co
n
tro

lle
d

T
LB

,this
is

done
by

the
M

M
U

.In
aso

ftw
a
re

co
n
tro

lle
dT

LB
,itis

done
by

the

kernel.

•
T

LB
lookup

is
m

uch
faster

than
a

m
em

ory
access.

T
LB

is
an

assoc
iative

m
em

ory
-

page
num

bers
ofallentries

are
checked

sim
ultaneou

sly
for

a
m

atch.

H
ow

ever,the
T

LB
is

typically
sm

all(typically
hundreds,e.

g.
128,or

256

entries).

•
Ifthe

M
M

U
cannotdistinguish

T
LB

entries
from

differentadd
ress

spaces,

then
the

kernelm
ustclear

or
invalidate

the
T

LB
.(W

hy?)

C
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T
he

M
IP

S
R

3000
T

LB

•
T

he
M

IP
S

has
a

softw
are-controlled

T
LB

thatcan
hold

64
entri
es.

•
E

ach
T

LB
entry

includes
a

virtualpage
num

ber,a
physicalfra

m
e

num
ber,an

address
space

identifier
(notused

by
O

S
/161),and

severalfla
gs

(valid,

read-only)

•
O

S
/161

provides
low

-levelfunctions
for

m
anaging

the
T

LB
:

T
LB

W
rite:

m
odify

a
specified

T
LB

entry

T
LB

R
andom

:
m

odify
a

random
T

LB
entry

T
LB

R
ead:

read
a

specified
T

LB
entry

T
LB

P
robe:

look
for

a
page

num
ber

in
the

T
LB

•
Ifthe

M
M

U
cannottranslate

a
virtualaddress

using
the

T
LB

it
raises

an

exception,w
hich

m
ustbe

handled
by

O
S

/161

S
eek

e
r
n
/
a
r
c
h
/
m
i
p
s
/
i
n
c
l
u
d
e
/
t
l
b
.
h

C
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W
hatis

in
a

V
irtualA

ddress
S

pace?

grow
th

text (program
 code) and read−

only data
0x00400000 −

 0x00401b30

data
0x10000000 −

 0x101200b0

0x00000000
0xffffffff

stack
high end of stack: 0x7fffffff

T
his

diagram
illustrates

the
layoutofthe

virtualaddress
s

pace
for

the
O

S
/161

testapplicationte
s
t
b
i
n
/
s
o
r
t

C
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H
andling

S
parse

A
ddress

S
paces:

S
parse

P
age

Tables

grow
th

text (program
 code) and read−

only data
0x00400000 −

 0x00401b30

data
0x10000000 −

 0x101200b0

0x00000000
0xffffffff

stack
high end of stack: 0x7fffffff

•
C

onsider
the

page
table

forte
s
t
b
i
n
/
s
o
r
t

,assum
ing

a
4

K
byte

page
size:

–
need2

1
9

page
table

entries
(P

T
E

s)
to

cover
the

bottom
halfofthe

virt
ual

address
space.

–
the

textsegm
entoccupies

2
pages,the

data
segm

entoccupies
289

pages,
and

O
S

/161
sets

the
initialstack

size
to

12
pages

•
T

he
kernelw

illm
ark

a
P

T
E

as
invalid

ifits
page

is
notm

apped.

•
In

the
page

table
forte

s
t
b
i
n
/
s
o
r
t

,only
303

of
2
1
9

P
T

E
s

w
illbe

valid.

A
n

attem
ptby

a
process

to
access

an
invalid

page
causes

the
M

M
U

to
generate

an
exception

(know
n

as
a

p
age

fa
u
lt)

w
hich

m
ust

be

handled
by

the
operating

system
.
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S
egm

entation

•
O

ften,program
s

(likes
o
r
t

)
need

severalvirtualaddress
segm

ents,e.g,for

code,data,and
stack.

•
O

ne
w

ay
to

supportthis
is

to
turnseg

m
e
n
tsinto

first-class
citizens,understood

by
the

application
and

directly
supported

by
the

O
S

and
the

M
M

U
.

•
Instead

ofproviding
a

single
virtualaddress

space
to

each
p

rocess,the
O

S

provides
m

ultiple
virtualsegm

ents.
E

ach
segm

entis
like

a
s

eparate
virtual

address
space,w

ith
addresses

thatstartatzero.

•
W

ith
segm

entation,a
process

virtualaddress
can

be
thought

ofas
having

tw
o

parts:

(segm
entID

,address
w

ithin
segm

ent)

•
E

ach
segm

ent:

–
can

grow
(or

shrink)
independently

ofthe
other

segm
ents,up

to
som

e

m
axim

um
size

–
has

its
ow

n
attributes,e.g,read-only

protection
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S
egm

ented
A

ddress
S

pace
D

iagram
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�
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�

2 m
−

1

0

physical m
em

ory

P
roc 2

P
roc 1 

0000

segm
ent 1

segm
ent 0

segm
ent 2

segm
ent 0
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M
echanism

for
Translating

S
egm

ented
A

ddresses

v bits

m
 bits

m
 bits

physical address

+
seg #

offset

virtual address

register
segm

ent table base

start
length

segm
ent table

protection

T
his

translation
m

echanism
requires

physically
contiguou

s
alloca-

tion
ofsegm

ents.
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C
om

bining
S

egm
entation

and
P

aging
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�����

�����
�����
�����

�����
�����
�����

�����
�����
�����

�����
�����
�����

�����
�����
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2 m
−

1

0

physical m
em

ory

P
roc 2

P
roc 1 

0000

segm
ent 1

segm
ent 0

segm
ent 2

segm
ent 0
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C
om

bining
S

egm
entation

and
P

aging:
Translation

M
echanism

m
 bits

m
 bits

physical address

register
segm

ent table base

segm
ent table

protection

offset

virtual address

seg #
page #

page table
length

v bits

fram
e #

offset

page table

C
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O
S

/161
A

ddress
S

paces:
dum

bvm

•
O

S
/161

starts
w

ith
a

very
sim

ple
virtualm

em
ory

im
plem

entat
ion

•
virtualaddress

spaces
are

described
by

a
d
d
r
s
p
a
c
e

objects,w
hich

record
the

m
appings

from
virtualto

physicaladdresses

s
t
r
u
c
t

a
d
d
r
s
p
a
c
e

{
#
i
f

O
P
T
_
D
U
M
B
V
M

v
a
d
d
r
_
t

a
s
_
v
b
a
s
e
1
;

/
*

b
a
s
e
v
i
r
t
u
a
l

a
d
d
r
e
s
s

o
f

c
o
d
e

s
e
g
m
e
n
t

*
/

p
a
d
d
r
_
t

a
s
_
p
b
a
s
e
1
;

/
*

b
a
s
e
p
h
y
s
i
c
a
l

a
d
d
r
e
s
s

o
f

c
o
d
e

s
e
g
m
e
n
t

*
/

s
i
z
e
_
t

a
s
_
n
p
a
g
e
s
1
;

/
*

s
i
z
e
(
i
n

p
a
g
e
s
)

o
f

c
o
d
e

s
e
g
m
e
n
t

*
/

v
a
d
d
r
_
t

a
s
_
v
b
a
s
e
2
;

/
*

b
a
s
e
v
i
r
t
u
a
l

a
d
d
r
e
s
s

o
f

d
a
t
a

s
e
g
m
e
n
t

*
/

p
a
d
d
r
_
t

a
s
_
p
b
a
s
e
2
;

/
*

b
a
s
e
p
h
y
s
i
c
a
l

a
d
d
r
e
s
s

o
f

d
a
t
a

s
e
g
m
e
n
t

*
/

s
i
z
e
_
t

a
s
_
n
p
a
g
e
s
2
;

/
*

s
i
z
e
(
i
n

p
a
g
e
s
)

o
f

d
a
t
a

s
e
g
m
e
n
t

*
/

p
a
d
d
r
_
t

a
s
_
s
t
a
c
k
p
b
a
s
e
;

/
*
b
a
s
e

p
h
y
s
i
c
a
l

a
d
d
r
e
s
s

o
f

s
t
a
c
k

*
/

#
e
l
s
e

/
*

P
u
t

s
t
u
f
f

h
e
r
e

f
o
r

y
o
u
r
V
M

s
y
s
t
e
m

*
/

#
e
n
d
i
f

}
;

T
his

am
ounts

to
a

slightly
generalized

version
of

sim
ple

dyn
am

ic

relocation,w
ith

three
bases

rather
than

one.
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A
ddress

Translation
U

nderd
u
m
b
v
m

•
the

M
IP

S
M

M
U

tries
to

translate
each

virtualaddress
using

th
e

entries
in

the

T
LB

•
Ifthere

is
no

valid
entry

for
the

page
the

M
M

U
is

trying
to

tran
slate,the

M
M

U
generates

a
page

fault(called
an
a
d
d
re

ss
exce

p
tio

n)

•
T

he
v
m
f
a
u
l
t

function
(seek

e
r
n
/
a
r
c
h
/
m
i
p
s
/
m
i
p
s
/
d
u
m
b
v
m
.
c

)

handles
this

exception
for

the
O

S
/161

kernel.
Ituses

inform
ation

from
the

currentprocess’ad
d
r
s
p
a
c
e

to
constructand

load
a

T
LB

entry
for

the
page.

•
O

n
return

from
exception,the

M
IP

S
retries

the
instruction

t
hatcaused

the

page
fault.

T
his

tim
e,itm

ay
succeed.

v
m
f
a
u
l
t

is
not

very
sophisticated.

If
the

T
LB

fills
up,

O
S

/161

w
illcrash!

C
S

350
O

pe
ra

ting
S

yste
m

s
S

pring
2011



V
irtua

lM
e

m
ory

23

S
hared

V
irtualM

em
ory

•
virtualm

em
ory

sharing
allow

s
parts

oftw
o

or
m

ore
address

sp
aces

to
overlap

•
shared

virtualm
em

ory
is:

–
a

w
ay

to
use

physicalm
em

ory
m

ore
efficiently,e.g.,one

copy
o

fa

program
can

be
shared

by
severalprocesses

–
a

m
echanism

for
interprocess

com
m

unication

•
sharing

is
accom

plished
by

m
apping

virtualaddresses
from

s
everalprocesses

to
the

sam
e

physicaladdress

•
unitofsharing

can
be

a
page

or
a

segm
ent

C
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S
hared

P
ages

D
iagram

2 m
−

1

0
P

roc 1 
virtual address space

0

m
ax1

virtual address space
P

roc 2

physical m
em

ory

m
ax2 0
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S
hared

S
egm

ents
D

iagram
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�����
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2 m
−

1

0

physical m
em

ory

P
roc 2

P
roc 1 

0000

segm
ent 1

segm
ent 0

segm
ent 2

segm
ent 0

segm
ent 1

(shared)

(shared)
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A
n

A
ddress

S
pace

for
the

K
ernel

•
E

ach
process

has
its

ow
n

address
space.

W
hataboutthe

kernel
?

•
tw

o
possibilities

K
ernelin

physicalspace:disable
address

translation
in

privileged
system

execution
m

ode,enable
itin

unprivileged
m

ode

K
ernelin

separate
virtualaddress

space:need
a

w
ay

to
change

address

translation
(e.g.,sw

itch
page

tables)
w

hen
m

oving
betw

een
privileged

and

unprivileged
code

•
O

S
/161,Linux,and

other
operating

system
s

use
a

third
appro
ach:

the
kernel

is
m

apped
into

a
portion

ofthe
virtualaddress

space
of

eve
ry

p
ro

ce
ss

•
m

em
ory

protection
m

echanism
is

used
to

isolate
the

kernelfr
om

applications

•
one

advantage
ofthis

approach:
application

virtualaddres
ses

(e.g.,system
call

param
eters)

are
easy

for
the

kernelto
use
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T
he

K
ernelin

P
rocess’A

ddress
S

paces

P
rocess 1

P
rocess 2

A
ddress S

pace
A

ddress S
pace

K
ernel

(shared, protected)

A
ttem

pts
to

access
kernelcode/data

in
userm

ode
resultin

m
e

m
ory

protection
exceptions,notinvalid

address
exceptions.
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A
ddress

Translation
on

the
M

IP
S

R
3000

user space
kernel space

2 G
B

2 G
B

0x00000000
0xffffffff

0x80000000

0xa0000000

0xc0000000

kseg0
kseg1

kseg2
kuseg

1 G
B

0.5G
B

0.5G
B

unm
apped, cached

unm
apped, uncached

T
LB

 m
apped

In
O

S
/161,userprogram

s
live

in
kuseg,kernelcode

and
data

s
truc-

tures
live

in
kseg0,devices

are
accessed

through
kseg1,and

kseg2

is
notused.
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Loading
a

P
rogram

into
an

A
ddress

S
pace

•
W

hen
the

kernelcreates
a

process
to

run
a

particular
program

,itm
ustcreate

an
address

space
for

the
process,and

load
the

program
’s

code
and

data
into

thataddress
space

•
A

program
’s

code
and

data
is

described
in

an
exe

cu
ta

b
le

file,w
hich

is
created

w
hen

the
program

is
com

piled
and

linked

•
O

S
/161

(and
other

operating
system

s)
expectexecutable

file
s

to
be

in
E

LF

(E
xecutable

andL
inking

F
orm

at)
form

at

•
the

O
S

/161e
x
e
c
v

system
call,re-initializes

the
address

space
ofa

process

#
i
n
c
l
u
d
e

<
u
n
i
s
t
d
.
h
>

i
n
t

e
x
e
c
v
(
c
o
n
s
t

c
h
a
r

*
p
r
o
g
r
a
m
,

c
h
a
r

*
*
a
r
g
s
)

•
T

he
p
r
o
g
r
a
m

param
eter

ofthee
x
e
c
v

system
callshould

be
the

nam
e

ofthe

E
LF

executable
file

for
the

program
thatis

to
be

loaded
into

th
e

address
space.
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E
LF

F
iles

•
E

LF
files

contain
address

space
segm

entdescriptions,w
hich

are
usefulto

the

kernelw
hen

itis
loading

a
new

address
space

•
the

E
LF

file
identifies

the
(virtual)

address
ofthe

program
’s

firstinstruction

•
the

E
LF

file
also

contains
lots

ofother
inform

ation
(e.g.,se

ction
descriptors,

sym
boltables)

thatis
usefulto

com
pilers,linkers,debugg

ers,loaders
and

other
tools

used
to

build
program

s

C
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A
ddress

S
pace

S
egm

ents
in

E
LF

F
iles

•
E

ach
E

LF
segm

entdescribes
a

contiguous
region

ofthe
virtua
laddress

space.

•
F

or
each

segm
ent,the

E
LF

file
includes

a
segm

ent
im

ageand
a

header,w
hich

describes:

–
the

virtualaddress
ofthe

startofthe
segm

ent

–
the

length
ofthe

segm
entin

the
virtualaddress

space

–
the

location
ofthe

startofthe
im

age
in

the
E

LF
file

–
the

length
ofthe

im
age

in
the

E
LF

file

•
the

im
age

is
an

exactcopy
ofthe

binary
data

thatshould
be

loa
ded

into
the

specified
portion

ofthe
virtualaddress

space

•
the

im
age

m
ay

be
sm

aller
than

the
address

space
segm

ent,in
w

h
ich

case
the

restofthe
address

space
segm

entis
expected

to
be

zero-fille
d

To
initialize

an
address

space,
the

kernel
copies

im
ages

fro
m

the

E
LF

file
to

the
specifed

portions
ofthe

virtualaddress
space
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E
LF

F
iles

and
O

S
/161

•
O

S
/161’sd

u
m
b
v
m

im
plem

entation
assum

es
thatan

E
LF

file
contains

tw
o

segm
ents:

–
a

textseg
m

e
n
t,containing

the
program

code
and

any
read-only

data

–
a

d
a
ta

seg
m

e
n
t,containing

any
other

globalprogram
data

•
the

E
LF

file
does

notdescribe
the

stack
(w

hy
not?)

•
d
u
m
b
v
m

creates
asta

ck
seg

m
e
n
tfor

each
process.

Itis
12

pages
long,ending

atvirtualaddress0
x
7
f
f
f
f
f
f
f

Look
at
k
e
r
n
/
u
s
e
r
p
r
o
g
/
l
o
a
d
e
l
f
.
c

to
see

how
O

S
/161

loads
segm

ents
from

E
LF

files
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E
LF

S
ections

and
S

egm
ents

•
In

the
E

LF
file,a

program
’s

code
and

data
are

grouped
together

into
se

ctio
n
s,

based
on

their
properties.

S
om

e
sections:

.text:
program

code

.rodata:
read-only

globaldata

.data:
initialized

globaldata

.bss:
uninitialized

globaldata
(B

lock
S

tarted
by

S
ym

bol)

.sbss:sm
alluninitialized

globaldata

•
notallofthese

sections
are

presentin
every

E
LF

file

•
norm

ally

–
the

.
t
e
x
t

and
.
r
o
d
a
t
a

sections
together

form
the

textsegm
ent

–
the

.
d
a
t
a

,.
b
s
s

and
.
s
b
s
s

sections
together

form
the

data
segem

ent

•
space

forlo
ca

lprogram
variables

is
allocated

on
the

stack
w

hen
the

program

runs
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T
he

s
e
g
m
e
n
t
s
.
c

E
xam

ple
P

rogram
(1

of2)

#
i
n
c
l
u
d
e

<
u
n
i
s
t
d
.
h
>

#
d
e
f
i
n
e

N
(
2
0
0
)

i
n
t

x
=

0
x
d
e
a
d
b
e
e
f
;

i
n
t

y
1
;

i
n
t

y
2
;

i
n
t

y
3
;

i
n
t

a
r
r
a
y
[
4
0
9
6
]
;

c
h
a
r

c
o
n
s
t

*
s
t
r

=
"
H
e
l
l
o

W
o
r
l
d
\
n
"
;

c
o
n
s
t

i
n
t

z
=
0
x
a
b
c
d
d
c
b
a
;

s
t
r
u
c
t

e
x
a
m
p
l
e

{

i
n
t

y
p
o
s
;

i
n
t

x
p
o
s
;

}
;

C
S

350
O

pe
ra

ting
S

yste
m

s
S

pring
2011



V
irtua

lM
e

m
ory

35

T
he

s
e
g
m
e
n
t
s
.
c

E
xam

ple
P

rogram
(2

of2)

i
n
t

m
a
i
n
(
)

{

i
n
t

c
o
u
n
t

=
0
;

c
o
n
s
t

i
n
t

v
a
l
u
e

=
1
;

y
1

=
N
;

y
2

=
2
;

c
o
u
n
t

=
x

+
y
1
;

y
2

=
z

+
y
2

+
v
a
l
u
e
;

r
e
b
o
o
t
(
R
B
_
P
O
W
E
R
O
F
F
)
;

r
e
t
u
r
n

0
;

/
*

a
v
o
i
d

c
o
m
p
i
l
e
r

w
a
r
n
i
n
g
s

*
/

}C
S
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O

pe
ra

ting
S

yste
m

s
S

pring
2011

V
irtua

lM
e

m
ory

36

E
LF

S
ections

for
the

E
xam

ple
P

rogram

S
e
c
t
i
o
n

H
e
a
d
e
r
s
:

[
N
r
]

N
a
m
e

T
y
p
e

A
d
d
r

O
f
f

S
i
z
e

E
S

F
l
g

[
0
]

N
U
L
L

0
0
0
0
0
0
0
0

0
0
0
0
0
0

0
0
0
0
0
0

0
0

[
1
]

.
r
e
g
i
n
f
o

M
I
P
S
_
R
E
G
I
N
F
O

0
0
4
0
0
0
9
4

0
0
0
0
9
4

0
0
0
0
1
8

1
8

A
[

2
]

.
t
e
x
t

P
R
O
G
B
I
T
S

0
0
4
0
0
0
b
0

0
0
0
0
b
0

0
0
0
2
0
0

0
0

A
X

[
3
]

.
r
o
d
a
t
a

P
R
O
G
B
I
T
S

0
0
4
0
0
2
b
0

0
0
0
2
b
0

0
0
0
0
2
0

0
0

A
[

4
]

.
d
a
t
a

P
R
O
G
B
I
T
S

1
0
0
0
0
0
0
0

0
0
1
0
0
0

0
0
0
0
1
0

0
0

W
A

[
5
]

.
s
b
s
s

N
O
B
I
T
S

1
0
0
0
0
0
1
0

0
0
1
0
1
0

0
0
0
0
1
4

0
0

W
A
p

[
6
]

.
b
s
s

N
O
B
I
T
S

1
0
0
0
0
0
3
0

0
0
1
0
1
c

0
0
4
0
0
0

0
0

W
A

[
7
]

.
c
o
m
m
e
n
t

P
R
O
G
B
I
T
S

0
0
0
0
0
0
0
0

0
0
1
0
1
c

0
0
0
0
3
6

0
0

.
.
.

F
l
a
g
s
:

W
(
w
r
i
t
e
)
,

A
(
a
l
l
o
c
)
,
X

(
e
x
e
c
u
t
e
)
,

p
(
p
r
o
c
e
s
s
o
r

s
p
e
c
i
f
i
c
)

#
#

S
i
z
e

=
n
u
m
b
e
r

o
f

b
y
t
e
s

(
e
.
g
.
,
.
t
e
x
t

i
s

0
x
2
0
0

=
5
1
2

b
y
t
e
s

#
#

O
f
f

=
o
f
f
s
e
t

i
n
t
o

t
h
e

E
L
F
f
i
l
e

#
#

A
d
d
r

=
v
i
r
t
u
a
l

a
d
d
r
e
s
s

T
he

c
s
3
5
0
-
r
e
a
d
e
l
f

program
can

be
used

to
inspect

O
S

/161
M

IP
S

E
L

F
files:c

s
3
5
0
-
r
e
a
d
e
l
f
-
a

s
e
g
m
e
n
t
s
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E
LF

S
egm

ents
for

the
E

xam
ple

P
rogram

P
r
o
g
r
a
m

H
e
a
d
e
r
s
:

T
y
p
e

O
f
f
s
e
t

V
i
r
t
A
d
d
r

P
h
y
s
A
d
d
r

F
i
l
e
S
i
z

M
e
m
S
i
z

F
l
g

A
l
i
g
n

R
E
G
I
N
F
O

0
x
0
0
0
0
9
4

0
x
0
0
4
0
0
0
9
4
0
x
0
0
4
0
0
0
9
4

0
x
0
0
0
1
8

0
x
0
0
0
1
8

R
0
x
4

L
O
A
D

0
x
0
0
0
0
0
0

0
x
0
0
4
0
0
0
0
0
0
x
0
0
4
0
0
0
0
0

0
x
0
0
2
d
0

0
x
0
0
2
d
0

R
E

0
x
1
0
0
0

L
O
A
D

0
x
0
0
1
0
0
0

0
x
1
0
0
0
0
0
0
0
0
x
1
0
0
0
0
0
0
0

0
x
0
0
0
1
0

0
x
0
4
0
3
0

R
W

0
x
1
0
0
0

•
segm

entinfo,like
section

info,can
be

inspected
using

the
c
s
3
5
0
-
r
e
a
d
e
l
f

program

•
the

R
E

G
IN

F
O

section
is

notused

•
the

firstLO
A

D
segm

entincludes
the

.textand
.rodata

section
s

•
the

second
LO

A
D

segm
entincludes

.data,.sbss,and
.bss
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C
ontents

ofthe
E

xam
ple

P
rogram

’s.
t
e
x
t

S
ection

C
o
n
t
e
n
t
s

o
f

s
e
c
t
i
o
n

.
t
e
x
t
:

4
0
0
0
b
0

3
c
1
c
1
0
0
1

2
7
9
c
8
0
0
0

3
c
0
8
f
f
f
f
3
5
0
8
f
f
f
8

<
.
.
.
’
.
.
.
<
.
.
.
5
.
.
.

.
.
.

#
#

D
e
c
o
d
i
n
g

3
c
1
c
1
0
0
1

t
o

d
e
t
e
r
m
i
n
e
i
n
s
t
r
u
c
t
i
o
n

#
#

0
x
3
c
1
c
1
0
0
1

=
b
i
n
a
r
y

1
1
1
1
0
0
0
0
0
1
1
1
0
0
0
0
0
1
0
0
0
0
0
0
0
0
0
0
0
1

#
#

0
0
1
1

1
1
0
0

0
0
0
1

1
1
0
0

0
0
0
1
0
0
0
0

0
0
0
0

0
0
0
1

#
#

i
n
s
t
r

|
r
s

|
r
t

|
i
m
m
e
d
i
a
t
e

#
#

6
b
i
t
s

|
5

b
i
t
s
|

5
b
i
t
s
|

1
6

b
i
t
s

#
#

0
0
1
1
1
1

|
0
0
0
0
0

|
1
1
1
0
0

|
0
0
0
1

0
0
0
0

0
0
0
0

0
0
0
1

#
#

L
U
I

|
0

|
r
e
g

2
8
|

0
x
1
0
0
1

#
#

L
U
I

|
u
n
u
s
e
d
|

r
e
g

2
8
|

0
x
1
0
0
1

#
#

L
o
a
d

u
p
p
e
r

i
m
m
e
d
i
a
t
e

i
n
t
o
r
t

(
r
e
g
i
s
t
e
r

t
a
r
g
e
t
)

#
#

l
u
i

g
p
,

0
x
1
0
0
1

T
he

c
s
3
5
0
-
o
b
j
d
u
m
p

program
can

be
used

to
inspect

O
S

/161
M

IP
S

E
L

F
file

section
contents:cs

3
5
0
-
o
b
j
d
u
m
p

-
s

s
e
g
m
e
n
t
s
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C
ontents

ofthe
E

xam
ple

P
rogram

’s.
r
o
d
a
t
a

S
ection

C
o
n
t
e
n
t
s

o
f

s
e
c
t
i
o
n

.
r
o
d
a
t
a
:

4
0
0
2
b
0

4
8
6
5
6
c
6
c

6
f
2
0
5
7
6
f

7
2
6
c
6
4
0
a
0
0
0
0
0
0
0
0

H
e
l
l
o

W
o
r
l
d
.
.
.
.
.

4
0
0
2
c
0

a
b
c
d
d
c
b
a

0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.

#
#

0
x
4
8

=
’
H
’

0
x
6
5

=
’
e
’

0
x
0
a
=

’
\
n
’

0
x
0
0

=
’
\
0
’

#
#

A
l
i
g
n

n
e
x
t

i
n
t

t
o

4
b
y
t
e
b
o
u
n
d
a
r
y

#
#

c
o
n
s
t

i
n
t

z
=

0
x
a
b
c
d
d
c
b
a

#
#

I
f

c
o
m
p
i
l
e
r

d
o
e
s
n
’
t

p
r
e
v
e
n
t
z

f
r
o
m

b
e
i
n
g

w
r
i
t
t
e
n
,

#
#

t
h
e
n

t
h
e

h
a
r
d
w
a
r
e

c
o
u
l
d

#
#

S
i
z
e

=
0
x
2
0

=
3
2

b
y
t
e
s

"
H
e
l
l
o
W
o
r
l
d
\
n
\
0
"

=
1
3

+
3

p
a
d
d
i
n
g

=
1
6

#
#

+
c
o
n
s
t

i
n
t
z

=
4

=
2
0

#
#

T
h
e
n

a
l
i
g
n

t
o

t
h
e

n
e
x
t

1
6
b
y
t
e

b
o
u
n
d
r
y

a
t

3
2

b
y
t
e
s
.

T
he

.
r
o
d
a
t
a

section
contains

the
“H

ello
W

orld”
string

literal
and

the

constantinteger
variablez.
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C
ontents

ofthe
E

xam
ple

P
rogram

’s.
d
a
t
a

S
ection

C
o
n
t
e
n
t
s

o
f

s
e
c
t
i
o
n

.
d
a
t
a
:

1
0
0
0
0
0
0
0

d
e
a
d
b
e
e
f

0
0
4
0
0
2
b
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0

.
.
.
.
.
@
.
.
.
.
.
.
.
.
.
.

.
.
.

#
#

S
i
z
e

=
0
x
1
0

b
y
t
e
s

=
1
6

b
y
t
e
s

#
#

i
n
t

x
=

d
e
a
d
b
e
e
f

(
4

b
y
t
e
s
)

#
#

c
h
a
r

c
o
n
s
t

*
s
t
r

=
"
H
e
l
l
o
W
o
r
l
d
\
n
"
;

(
4

b
y
t
e
s
)

#
#

v
a
l
u
e

s
t
o
r
e
d

i
n

s
t
r

=
0
x
0
0
4
0
0
2
b
0
.

#
#

N
O
T
E
:

t
h
i
s

i
s

t
h
e

a
d
d
r
e
s
s
o
f

t
h
e

s
t
a
r
t

#
#

o
f

t
h
e

s
t
r
i
n
g

l
i
t
e
r
a
l

i
n
t
h
e

.
r
o
d
a
t
a

s
e
c
t
i
o
n

T
he
.
d
a
t
a

section
contains

the
initialized

globalvariables
s
t
r

and
x

.
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C
ontents

ofthe
E

xam
ple

P
rogram

’s.
b
s
s

and
.
s
b
s
s

S
ections

.
.
.

1
0
0
0
0
0
1
0

A
_
_
b
s
s
_
s
t
a
r
t

1
0
0
0
0
0
1
0

A
_
e
d
a
t
a

1
0
0
0
0
0
1
0

A
_
f
b
s
s

1
0
0
0
0
0
1
0

S
y
3

#
#

S
i
n
d
i
c
a
t
e
s
s
b
s
s

s
e
c
t
i
o
n

1
0
0
0
0
0
1
4

S
y
2

1
0
0
0
0
0
1
8

S
y
1

1
0
0
0
0
0
1
c

S
e
r
r
n
o

1
0
0
0
0
0
2
0

S
_
_
a
r
g
v

.
.
.

1
0
0
0
0
0
3
0

B
a
r
r
a
y

#
#

B
i
n
d
i
c
a
t
e
s
b
s
s

s
e
c
t
i
o
n

1
0
0
0
4
0
3
0

A
_
e
n
d

T
he

y
1

,
y
2

,
and

y
3

variables
are

in
the.

s
b
s
s

section.
T

he
a
r
r
a
y

variable
is

in
the.

b
s
s

section.
T

here
are

no
values

for
these

variables
in

the
E

LF
file,

as
they

are
uninitialized

.
T

he
c
s
3
5
0
-
n
m

program
can

be
used

to
inspect

sym
bols

de-
fined

in
E

LF
files:c

s
3
5
0
-
n
m

-
n

<
f
i
l
e
n
a
m
e
>

,
in

this
case

c
s
3
5
0
-
n
m

-
n

s
e
g
m
e
n
t
s

.
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S
ystem

C
allInterface

for
V

irtualM
em

ory
M

anagem
ent

•
m

uch
m

em
ory

allocation
is

im
plicit,e.g.:

–
allocation

for
address

space
ofnew

process

–
im

plicitstack
grow

th
on

overflow

•
O

S
m

ay
supportexplicitrequests

to
grow

/shrink
address

spa
ce,e.g.,U

nix

b
r
k

system
call.

•
shared

virtualm
em

ory
(sim

plified
S

olaris
exam

ple):

C
reate:

s
h
m
i
d

=
s
h
m
g
e
t
(
k
e
y
,
s
i
z
e
)

A
ttach:

v
a
d
d
r

=
s
h
m
a
t
(
s
h
m
i
d
,

v
a
d
d
r
)

D
etach:

s
h
m
d
t
(
v
a
d
d
r
)

D
elete:

s
h
m
c
t
l
(
s
h
m
i
d
,
I
P
C
R
M
I
D
)
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E
xploiting

S
econdary

S
torage

G
oals:

•
A

llow
virtualaddress

spaces
thatare

larger
than

the
physic
aladdress

space.

•
A

llow
greater

m
ultiprogram

m
ing

levels
by

using
less

ofthe
a

vailable

(prim
ary)

m
em

ory
for

each
process.

M
ethod:

•
A

llow
pages

(or
segm

ents)
from

the
virtualaddress

space
to

b
e

stored
in

secondary
m

em
ory,as

w
ellas

prim
ary

m
em

ory.

•
M

ove
pages

(or
segm

ents)
betw

een
secondary

and
prim

ary
m

em
o

ry
so

that

they
are

in
prim

ary
m

em
ory

w
hen

they
are

needed.

C
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T
he

M
em

ory
H

ierarchy

L1 C
ache

(disk)
m

em
ory

secondary

10
9

prim
ary

m
em

ory

L2 C
ache

10
6

10
12

10
4

S
IZ

E
 (bytes)

10
8

10
6

B
A

N
D

W
ID

T
H

 (bytes/sec)
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Large
V

irtualA
ddress

S
paces

•
V

irtualm
em

ory
allow

s
for

very
large

virtualaddress
spaces

,and
very

large

virtualaddress
spaces

require
large

page
tables.

•
exam

ple:2
4
8

byte
virtualaddress

space,
8

K
byte

(2
1
3

byte)
pages,4

byte
page

table
entries

m
eans

2
4
8

2
1
3
2
2
=

2
3
7
b
y
tes

p
er

p
age

tab
le

•
page

tables
for

large
address

spaces
m

ay
be

very
large,and

–
they

m
ustbe

in
m

em
ory,and

–
they

m
ustbe

physically
contiguous

•
som

e
solutions:

–
m

ulti-levelpage
tables

-
page

the
page

tables

–
inverted

page
tables
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Tw
o-LevelP

aging

m
 bits

register
page table base

fram
e #

offset
page #

offset
page #

physical address (m
 bits)

virtual address  (v bits)

level 1

level 2

page table

page tables
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Inverted
P

age
Tables

•
A

norm
alpage

table
m

aps
virtualpages

to
physicalfram

es.
A

n
inverted

page

table
m

aps
physicalfram

es
to

virtualpages.

•
O

ther
key

differences
betw

een
norm

aland
inverted

page
tabl

es:

–
there

is
only

one
inverted

page
table,notone

table
per

proce
ss

–
entries

in
an

inverted
page

table
m

ustinclude
a

process
iden

tifier

•
A

n
inverted

page
table

only
specifies

the
location

ofvirtual
pages

thatare

located
in

m
em

ory.
S

om
e

other
m

echanism
(e.g.,regular

page
tables)

m
ustbe

used
to

locate
pages

thatare
notin

m
em

ory.
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P
aging

P
olicies

W
hen

to
P

age?:
D

e
m

a
n
d

p
ag

in
gbrings

pages
into

m
em

ory
w

hen
they

are
used.

A
lternatively,

the
O

S
can

attem
ptto

guess
w

hich
pages

w
illbe

used,and
p
re

fe
tchthem

.

W
hatto

R
eplace?:

U
nless

there
are

unused
fram

es,one
page

m
ustbe

replaced
for

each
page

that

is
loaded

into
m

em
ory.

Are
p
la

ce
m

e
n
tp

o
licyspecifies

how
to

determ
ine

w
hich

page
to

replace.

S
im

ilar
issues

arise
if(pure)

segm
entation

is
used,only

th
e

unitof

data
transfer

is
segm

ents
rather

than
pages.

S
ince

segm
ents

m
ay

vary
in

size,segm
entation

also
requires

a
p
la

ce
m

e
n
tp

o
licy,w

hich

specifies
w

here,
in

m
em

ory,
a

new
ly-fetched

segm
ent

should
b

e

placed.
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G
lobalvs.

LocalP
age

R
eplacem

ent

•
W

hen
the

system
’s

page
reference

string
is

generated
by

m
ore

than
one

process,should
the

replacem
entpolicy

take
this

into
accou
nt?

G
lobalP

olicy:
A

globalpolicy
is

applied
to

allin-m
em

ory
pages,regardles

s

ofthe
process

to
w

hich
each

one
“belongs”.

A
page

requested
b

y
process

X
m

ay
replace

a
page

thatbelongs
another

process,Y.

LocalP
olicy:

U
nder

a
localpolicy,the

available
fram

es
are

allocated
to

processes
according

to
som

e
m

em
ory

allocation
policy.

A
rep

lacem
ent

policy
is

then
applied

separately
to

each
process’s

allocat
ed

space.
A

page

requested
by

process
X

replaces
another

page
that“belongs”

to
process

X
.
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P
aging

M
echanism

•
A

va
lid

bit(V
)

in
each

page
table

entry
is

used
to

track
w

hich
pages

are
in

(prim
ary)

m
em

ory,and
w

hich
are

not.

V
=

1:
valid

entry
w

hich
can

be
used

for
translation

V
=

0:
invalid

entry.
Ifthe

M
M

U
encounters

an
invalid

page
table

en
try,it

raises
ap

age
fa

u
ltexception.

•
To

handle
a

page
faultexception,the

operating
system

m
ust:

–
D

eterm
ine

w
hich

page
table

entry
caused

the
exception.

(In
S

Y
S

/161,and
in

realM
IP

S
processors,M

M
U

puts
the

offending
virtualaddr

ess
into

a
register

on
the

C
P

0
co-processor

(register
8/c0
vaddr/B

adVaddr).
T

he
kernelcan

read
thatregister.

–
E

nsure
thatthatpage

is
broughtinto

m
em

ory.

O
n

return
from

the
exception

handler,the
instruction

thatr
esulted

in
the

page
faultw

illbe
retried.

•
If(pure)

segm
entation

is
being

used,there
w

illbe
a

valid
bi

tin
each

segm
ent

table
entry

to
indicate

w
hether

the
segm

entis
in

m
em

ory.
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A
S

im
ple

R
eplacem

entP
olicy:

F
IF

O

•
the

F
IF

O
policy:

replace
the

page
thathas

been
in

m
em

ory
the

l
ongest

•
a

three-fram
e

exam
ple:

N
um

1
2

3
4

5
6

7
8

9
10

11
12

R
efs

a
b

c
d

a
b

e
a

b
c

d
e

F
ram

e
1

a
a

a
d

d
d

e
e

e
e

e
e

F
ram

e
2

b
b

b
a

a
a

a
a

c
c

c

F
ram

e
3

c
c

c
b

b
b

b
b

d
d

F
ault?

x
x

x
x

x
x

x
x

x
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O
ptim

alP
age

R
eplacem

ent

•
T

here
is

an
optim

alpage
replacem

entpolicy
for

dem
and

pagin
g.

•
T

he
O

P
T

policy:
replace

the
page

thatw
illnotbe

referenced
f

or
the

longest

tim
e.

N
um

1
2

3
4

5
6

7
8

9
10

11
12

R
efs

a
b

c
d

a
b

e
a

b
c

d
e

F
ram

e
1

a
a

a
a

a
a

a
a

a
c

c
c

F
ram

e
2

b
b

b
b

b
b

b
b

b
d

d

F
ram

e
3

c
d

d
d

e
e

e
e

e
e

F
ault?

x
x

x
x

x
x

x

•
O

P
T

requires
know

ledge
ofthe

future.
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O
ther

R
eplacem

entP
olicies

•
F

IF
O

is
sim

ple,butitdoes
notconsider:

F
requency

ofU
se:how

often
a

page
has

been
used?

R
ecency

ofU
se:w

hen
w

as
a

page
lastused?

C
leanliness:has

the
page

been
changed

w
hile

itis
in

m
em

ory?

•
T

he
p
rin

cip
le

o
flo

ca
litysuggests

thatusage
oughtto

be
considered

in
a

replacem
entdecision.

•
C

leanliness
m

ay
be

w
orth

considering
for

perform
ance

reaso
ns.
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Locality

•
Locality

is
a

property
ofthe

page
reference

string.
In

other
w

ords,itis
a

property
ofprogram

s
them

selves.

•
Te

m
p
o
ra

llo
ca

litysays
thatpages

thathave
been

used
recently

are
likely

to
be

used
again.

•
S

p
a
tia

llo
ca

litysays
thatpages

“close”
to

those
thathave

been
used

are
likel

y

to
be

used
next.

In
practice,page

reference
strings

exhibitstrong
localit

y.
W

hy?
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F
requency-based

P
age

R
eplacem

ent

•
C

ounting
references

to
pages

can
be

used
as

the
basis

for
page

replacem
ent

decisions.

•
E

xam
ple:

LF
U

(LeastF
requently

U
sed)

R
eplace

the
page

w
ith

the
sm

allestreference
count.

•
A

ny
frequency-based

policy
requires

a
reference

counting
m

echanism
,e.g.,

M
M

U
increm

ents
a

counter
each

tim
e

an
in-m

em
ory

page
is

refer
enced.

•
P

ure
frequency-based

policies
have

severalpotentialdraw
backs:

–
O

ld
references

are
never

forgotten.
T

his
can

be
addressed

by
periodically

reducing
the

reference
countofevery

in-m
em

ory
page.

–
F

reshly
loaded

pages
have

sm
allreference

counts
and

are
lik

ely
victim

s
-

ignores
tem

porallocality.
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LeastR
ecently

U
sed

(LR
U

)
P

age
R

eplacem
ent

•
LR

U
is

based
on

the
principle

oftem
porallocality:

replace
t

he
page

thathas

notbeen
used

for
the

longesttim
e

•
To

im
plem

entLR
U

,itis
necessary

to
track

each
page’s

recenc
y

ofuse.
F

or

exam
ple:

m
aintain

a
listofin-m

em
ory

pages,and
m

ove
a

page
t

o
the

frontof

the
listw

hen
itis

used.

•
A

lthough
LR

U
and

variants
have

m
any

applications,LR
U

is
oft

en
considered

to
be

im
practicalfor

use
as

a
replacem

entpolicy
in

virtualm
em

ory
system

s.

W
hy?
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LeastR
ecently

U
sed:

LR
U

•
the

sam
e

three-fram
e

exam
ple:

N
um

1
2

3
4

5
6

7
8

9
10

11
12

R
efs

a
b

c
d

a
b

e
a

b
c

d
e

F
ram

e
1

a
a

a
d

d
d

e
e

e
c

c
c

F
ram

e
2

b
b

b
a

a
a

a
a

a
d

d

F
ram

e
3

c
c

c
b

b
b

b
b

b
e

F
ault?

x
x

x
x

x
x

x
x

x
x

C
S

350
O

pe
ra

ting
S

yste
m

s
S

pring
2011

V
irtua

lM
e

m
ory

58

T
he

“U
se”

B
it

•
A

u
se

b
it(orre

fe
re

n
ce

b
it)is

a
bitfound

in
each

T
LB

entry
that:

–
is

setby
the

M
M

U
each

tim
e

the
page

is
used,i.e.,each

tim
e

the
M

M
U

translates
a

virtualaddress
on

thatpage

–
can

be
read

and
m

odified
by

the
operating

system

–
operating

system
copies

use
inform

ation
into

page
table

•
T

he
use

bitprovides
a

sm
allam

ountofefficiently-m
aintaina

ble
usage

inform
ation

thatcan
be

exploited
by

a
page

replacem
entalgo

rithm
.

E
ntries

in
the

M
IP

S
T

LB
do

notinclude
a

use
bit.
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W
hatifthe

M
M

U
D

oes
N

otP
rovide

a
“U

se”
B

it?

•
the

kernelcan
em

ulate
the

“use”
bit,atthe

costofextra
exce
ptions

1.
W

hen
a

page
is

loaded
into

m
em

ory,m
ark

itas
inva

lid
(even

though
itas

been
loaded)

and
setits

sim
ulated

“use”
bitto

false.

2.
Ifa

program
attem

pts
to

access
the

page,an
exception

w
ill

occur.

3.
In

its
exception

handler,the
O

S
sets

the
page’s

sim
ulated
“use”

bitto

“true”
and

m
arks

the
pageva

lid
so

thatfurther
accesses

do
notcause

exceptions.

•
T

his
technique

requires
thatthe

O
S

m
aintain

extra
bits

ofin
form

ation
for

each

page:

1.
the

sim
ulated

“use”
bit

2.
an

“in
m

em
ory”

bitto
indicate

w
hether

the
page

is
in

m
em

ory
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T
he

C
lock

R
eplacem

entA
lgorithm

•
T

he
clock

algorithm
(also

know
n

as
“second

chance”)
is

one
of

the
sim

plest

algorithm
s

thatexploits
the

use
bit.

•
C

lock
is

identicalto
F

IF
O

,exceptthata
page

is
“skipped”

if
its

use
bitis

set.

•
T

he
clock

algorithm
can

be
visualized

as
a

victim
pointer

tha
tcycles

through

the
page

fram
es.

T
he

pointer
m

oves
w

henever
a

replacem
entis
necessary:

w
h
i
l
e

u
s
e

b
i
t

o
f

v
i
c
t
i
m

i
s
s
e
t

c
l
e
a
r

u
s
e

b
i
t

o
f

v
i
c
t
i
m

v
i
c
t
i
m

=
(
v
i
c
t
i
m

+
1
)

%
n
u
m
_
f
r
a
m
e
s

c
h
o
o
s
e

v
i
c
t
i
m

f
o
r

r
e
p
l
a
c
e
m
e
n
t

v
i
c
t
i
m

=
(
v
i
c
t
i
m

+
1
)

%
n
u
m
_
f
r
a
m
e
s
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P
age

C
leanliness:

the
“M

odified”B
it

•
A

page
ism

o
d
ifie

d(som
etim

es
called

dirty)
ifithas

been
changed

since
itw

as

loaded
into

m
em

ory.

•
A

m
odified

page
is

m
ore

costly
to

replace
than

a
clean

page.
(W

h
y?)

•
T

he
M

M
U

identifies
m

odified
pages

by
setting

a
m

o
d
ifie

d
b
itin

the
T

LB
entry

w
hen

the
contents

ofthe
page

change.

•
O

perating
system

clears
the

m
odified

bitw
hen

itcleans
the

pa
ge

•
T

he
m

odified
bitpotentially

has
tw

o
roles:

–
Indicates

w
hich

pages
need

to
be

cleaned.

–
C

an
be

used
to

influence
the

replacem
entpolicy.

M
IP

S
T

LB
entries

do
notinclude

a
m

odified
bit.
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W
hatifthe

M
M

U
D

oes
N

otP
rovide

a
“M

odified”
B

it?

•
C

an
em

ulate
itin

sim
ilar

fashion
to

the
“use”

bit

1.
W

hen
a

page
is

loaded
into

m
em

ory,m
ark

itas
re

a
d
-o

n
ly(even

ifitis

actually
w

riteable)
and

setits
sim

ulated
“m

odified”
bitto

f
alse.

2.
Ifa

program
attem

pts
to

m
odify

the
page,a

protection
exce
ption

w
ill

occur.

3.
In

its
exception

handler,ifthe
page

is
supposed

to
be

w
rit

eable,the
O

S

sets
the

page’s
sim

ulated
“m

odified”
bitto

“true”
and

m
arks

t
he

page
as

w
riteable.

•
T

his
technique

requires
thatthe

O
S

m
aintain

tw
o

extra
bits

o
finform

ation
for

each
page:

1.
the

sim
ulated

“m
odified”

bit

2.
a

“w
riteable”

bitto
indicate

w
hether

the
page

is
supposed

to
be

w
riteable
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E
nhanced

S
econd

C
hance

R
eplacem

entA
lgorithm

•
C

lassify
pages

according
to

their
use

and
m

odified
bits:

(0,0):
notrecently

used,clean.

(0,1):
notrecently

used,m
odified.

(1,0):
recently

used,clean

(1,1):
recently

used,m
odified

•
A

lgorithm
:

1.
S

w
eep

once
looking

for
(0,0)

page.
D

on’tclear
use

bits
w

hi
le

looking.

2.
Ifnone

found,look
for

(0,1)
page,this

tim
e

clearing
“use
”

bits
for

bypassed
fram

es.

3.
Ifstep

2
fails,alluse

bits
w

illbe
zero,repeatfrom

step
1

(guaranteed
to

find
a

page).

C
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P
age

C
leaning

•
A

m
odified

page
m

ustbe
cleaned

before
itcan

be
replaced,othe

rw
ise

changes

on
thatpage

w
illbe

lost.

•
C

le
a
n
in

ga
page

m
eans

copying
the

page
to

secondary
storage.

•
C

leaning
is

distinctfrom
replacem

ent.

•
P

age
cleaning

m
ay

besyn
ch

ro
n
o
u
sora

syn
ch

ro
n
o
u
s:

synchronous
cleaning:happens

atthe
tim

e
the

page
is

replaced,during
page

faulthandling.
P

age
is

firstcleaned
by

copying
itto

seconda
ry

storage.

T
hen

a
new

page
is

broughtin
to

replace
it.

asynchronous
cleaning:happens

before
a

page
is

replaced,so
thatpage

fault

handling
can

be
faster.

–
asynchronous

cleaning
m

ay
be

im
plem

ented
by

dedicated
O

S
p
age

cle
a
n
in

g
th

re
a
d
sthatsw

eep
through

the
in-m

em
ory

pages
cleaning

m
odified

pages
thatthey

encounter.
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B
elady’s

A
nom

aly

•
F

IF
O

replacem
ent,4

fram
es

N
um

1
2

3
4

5
6

7
8

9
10

11
12

R
efs

a
b

c
d

a
b

e
a

b
c

d
e

F
ram

e
1

a
a

a
a

a
a

e
e

e
e

d
d

F
ram

e
2

b
b

b
b

b
b

a
a

a
a

e

F
ram

e
3

c
c

c
c

c
c

b
b

b
b

F
ram

e
4

d
d

d
d

d
d

c
c

c

F
ault?

x
x

x
x

x
x

x
x

x
x

•
F

IF
O

exam
ple

on
S

lide
51

w
ith

sam
e

reference
string

had
3

fram
es

and
only

9

faults.

M
ore

m
em

ory
does

notnecessarily
m

ean
few

er
page

faults.
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S
tack

P
olicies

•
Let

B
(m

,t)
representthe

setofpages
in

a
m

em
ory

ofsize
m

attim
e
t

under

som
e

given
replacem

entpolicy,for
som

e
given

reference
str

ing.

•
A

replacem
entpolicy

is
called

asta
ck

p
o
licyif,for

allreference
strings,allm

and
allt:

B
(m

,t)
⊆

B
(m

+
1
,t)

•
Ifa

replacem
entalgorithm

im
poses

a
totalorder,independe

ntofm
em

ory
size,

on
the

pages
and

itreplaces
the

largest(or
sm

allest)
page

ac
cording

to
that

order,then
itsatisfies

the
definition

ofa
stack

policy.

•
E

xam
ples:

LR
U

is
a

stack
algorithm

.
F

IF
O

and
C

LO
C

K
are

notsta
ck

algorithm
s.

(W
hy?)

S
tack

algorithm
s

do
notsuffer

from
B

elady’s
anom

aly.
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P
refetching

•
P

refetching
m

eans
m

oving
virtualpages

into
m

em
ory

before
t

hey
are

needed,

i.e.,before
a

page
faultresults.

•
T

he
goalofprefetching

isla
te

n
cy

h
id

in
g:

do
the

w
ork

ofbringing
a

page
into

m
em

ory
in

advance,notw
hile

a
process

is
w

aiting.

•
To

prefetch,the
operating

system
m

ustguess
w

hich
pages

w
il

lbe
needed.

•
H

azards
ofprefetching:

–
guessing

w
rong

m
eans

the
w

ork
thatw

as
done

to
prefetch

the
pa

ge
w

as

w
asted

–
guessing

w
rong

m
eans

thatsom
e

other
potentially

usefulpag
e

has
been

replaced
by

a
page

thatis
notused

•
m

ostcom
m

on
form

ofprefetching
is

sim
ple

sequentialprefet
ching:

ifa

process
uses

pagex,prefetch
pagex

+
1.

•
sequentialprefetching

exploits
spatiallocality

ofrefer
ence
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P
age

S
ize

•
the

virtualm
em

ory
page

size
m

ustbe
understood

by
both

the
ke

rneland
the

M
M

U

•
som

e
M

M
U

s
have

supportfor
a

configurable
page

size

•
advantages

oflarger
pages

–
sm

aller
page

tables

–
largerT

L
B

fo
o
tp

rin
t

–
m

ore
efficientI/O

•
disadvantages

oflarger
pages

–
greater

internalfragm
entation

–
increased

chance
ofpaging

in
unnecessary

data

O
S

/161
on

the
M

IP
S

uses
a

4K
B

virtualm
em

ory
page

size.
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H
ow

M
uch

P
hysicalM

em
ory

D
oes

a
P

rocess
N

eed?

•
P

rinciple
oflocality

suggests
thatsom

e
portions

ofthe
pro

cess’s
virtual

address
space

are
m

ore
likely

to
be

referenced
than

others.

•
A

refinem
entofthis

principle
is

thew
o
rkin

g
se

tm
o
d
e
lofprocess

reference

behaviour.

•
A

ccording
to

the
w

orking
setm

odel,atany
given

tim
e

som
e

por
tion

ofa

program
’s

address
space

w
illbe

heavily
used

and
the

rem
aind

er
w

illnotbe.

T
he

heavily
used

portion
ofthe

address
space

is
called

the
w

o
rkin

g
se

tofthe

process.

•
T

he
w

orking
setofa

process
m

ay
change

over
tim

e.

•
T

he
re

sid
e
n
tse

tofa
process

is
the

setofpages
thatare

located
in

m
em

ory.

A
ccording

to
the

w
orking

setm
odel,ifa

process’s
residents

etin-

cludes
its

w
orking

set,itw
illrarely

page
fault.
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R
esidentS

etS
izes

(E
xam

ple)

P
I
D

V
S
Z

R
S
S

C
O
M
M
A
N
D

8
0
5

1
3
9
4
0

5
9
5
6

/
u
s
r
/
b
i
n
/
g
n
o
m
e
-
s
e
s
s
i
o
n

8
3
1

2
6
2
0

8
4
8

/
u
s
r
/
b
i
n
/
s
s
h
-
a
g
e
n
t

8
3
4

7
9
3
6

5
8
3
2

/
u
s
r
/
l
i
b
/
g
c
o
n
f
2
/
g
c
o
n
f
d
-
2

1
1

8
3
8

6
9
6
4

2
2
9
2

g
n
o
m
e
-
s
m
p
r
o
x
y

8
4
0

1
4
7
2
0

5
0
0
8

g
n
o
m
e
-
s
e
t
t
i
n
g
s
-
d
a
e
m
o
n

8
4
8

8
4
1
2

3
8
8
8

s
a
w
f
i
s
h

8
5
1

3
4
9
8
0

7
5
4
4

n
a
u
t
i
l
u
s

8
5
3

1
9
8
0
4

1
4
2
0
8

g
n
o
m
e
-
p
a
n
e
l

8
5
7

9
6
5
6

2
6
7
2

g
p
i
l
o
t
d

8
6
7

4
6
0
8

1
2
5
2

g
n
o
m
e
-
n
a
m
e
-
s
e
r
v
i
c
e
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R
efining

the
W

orking
S

etM
odel

•
D

efine
W

S
(t,∆

)
to

be
the

setofpages
referenced

by
a

given
process

during

the
tim

e
interval(t

−
∆
,t).

W
S
(t,∆

)
is

the
w

orking
setofthe

process
at

tim
e
t.

•
D

efine
|W

S
(t,∆

)|to
be

the
size

ofW
S
(t,∆

),i.e.,the
num

ber
ofdistin

ct

pages
referenced

by
the

process.

•
Ifthe

operating
system

could
trackW

S
(t,∆

),itcould:

–
use

|W
S
(t,∆

)|to
determ

ine
the

num
ber

offram
es

to
allocate

to
the

process
under

a
localpage

replacem
entpolicy

–
use

W
S
(t,∆

)
directly

to
im

plem
enta

w
orking-setbased

page

replacem
entpolicy:

any
page

thatis
no

longer
in

the
w

orking
setis

a

candidate
for

replacem
ent
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P
age

F
aultF

requency

•
A

m
ore

directw
ay

to
allocate

m
em

ory
to

processes
is

to
m

easur
e

theirp
age

fa
u
ltfre

q
u
e
n
cie

s-
the

num
ber

ofpage
faults

they
generate

per
unittim

e.

•
Ifa

process’s
page

faultfrequency
is

too
high,itneeds

m
ore

m
em

ory.
Ifitis

low
,itm

ay
be

able
to

surrender
m

em
ory.

•
T

he
w

orking
setm

odelsuggests
thata

page
faultfrequency

pl
otshould

have
a

sharp
“knee”.
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A
P

age
F

aultF
requency

P
lot

thresholds

page fault frequency curve

page fault
frequency

low

high

m
any

few

fram
es allocated to process

process 
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T
hrashing

and
Load

C
ontrol

•
W

hatis
a

good
m

ultiprogram
m

ing
level?

–
Iftoo

low
:

resources
are

idle

–
Iftoo

high:
too

few
resources

per
process

•
A

system
thatis

spending
too

m
uch

tim
e

paging
is

said
to

be
th

ra
sh

in
g.

T
hrashing

occurs
w

hen
there

are
too

m
any

processes
com

petin
g

for
the

available
m

em
ory.

•
T

hrashing
can

be
cured

by
load

shedding,e.g.,

–
K

illing
processes

(notnice)

–
S

uspending
andsw

a
p
p
in

g
o
u
tprocesses

(nicer)
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S
w

apping
O

utP
rocesses

•
S

w
apping

a
process

outm
eans

rem
oving

allofits
pages

from
m

e
m

ory,or

m
arking

them
so

thatthey
w

illbe
rem

oved
by

the
norm

alpage
re

placem
ent

process.
S

uspending
a

process
ensures

thatitis
notrunnabl

e
w

hile
itis

sw
apped

out.

•
W

hich
process(es)

to
suspend?

–
low

priority
processes

–
blocked

processes

–
large

processes
(lots

ofspace
freed)

or
sm

allprocesses
(ea

sier
to

reload)

•
T

here
m

ustalso
be

a
policy

for
m

aking
suspended

processes
re

ady
w

hen

system
load

has
decreased.
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